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Abstract 

The Internet of Nano Things (IoNT) is a relatively new addition to the Internet of Things (IoT). The IoNT refers 

to the connectivity of nanodevices and nanosensors, and next-generation standards based on the IoT have been 

established to connect many nanomachines with current communications systems via the Internet. In 

communication networks, nanoscale applications provide a new edge. Because of the novel features resulting 

from nanotechnology's benefits, IoNT opened the door to a slew of new applications in a range of fields. This 

study provides an overview of the IoNT technique, including its implementation, objectives, general 

implications, and most significant problems, as well as the differences between IoT and IoNT. The architecture 

of the IoNT in smart health care, as well as the most essential technologies used in nano communication 

networks, have been recognized, along with an assessment of each technology's merits.      

Keywords: Internet of Nano Things (IoNT); architecture of IoNT; health care applications; IoNT applicatons. 

1. Introduction 

The increased linking of everyday life applications with smart systems resulted in the emergence of the 

Internet of Nano Things (IoNT), whose massive expansion, which included various public and private fields, 

resulted in the introduction of a new communication network model based on nanotechnology. Most critical 

difficulties can now be overcome using this technology, and applications such as reading data from portable 

sensors are now available [1]. The most important factors in the advancement of IoNT technology are low-cost 

processing capabilities in comparison to massive storage capacities, as well as smart antennas and smart Radio 

Frequency Identification (RFID) technology [2]. Together using local wireless connections, as a result, a new 

notion known as the Internet of Everything has emerged (IoE) [3]. The Internet of Bio-Nano Things (IoBNT) are 

based on bio-nano objects, which are defined as the unique identifier of a basic structural feature part that describes 

the function and connection in biological settings [4]. The popularity of (IoNT) is growing by the day, mainly using 

current and new mobile communications technologies. The IoNT may connect with any item in our environment 

via wireless connections [5]. According to recent research, the level of studies in the IoNT field has been quite 
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limited in recent years, as shown in the graph of Fig 1, a low rate of production throughout this period, and the 

necessity to stimulate interest in this area [6]. 

 

 

 

 

 

 

 

Fig. 1. The volume of IoNT publications through the major browsers between 2015 and 2021 [6]. 

 

2. Literature Reviews 

Several IoNT technology gates were created to gain access to one or more nanonets while ensuring accuracy 

and reliability. The intended IoNT healthcare applications and their requirements are recognized, as are the 

fundamental health care facility chances [7]. While studying in-body nanocommunication, network with the IoNT 

architecture's body area network via an overview and major requirements to create portals. This studied model 

creates a new level of security, and the authors assessed the resulting security challenges with processors. Another 

study looked at the impact of changing environmental conditions on IoNT communication based on molecular 

contacts, specifically temperature (T) and the relative concentration of physical obstacles (X) [8]. The IoNT-based 

telemedicine application was examined, and medical data from international publications was obtained, processed, 

and distributed developed a new approach called the rational data delivery approach (RDDA) to provide an 

extended network lifetime without affecting other QoL features within the IoNT [9]. A proposal was presented to 

address the energy problem in the IoNT communication system, which included synchronization of wireless 

information and nanonetworks that transmit energy in the terahertz (THz) range to ensure improved system 

performance [10]. The energy problem was also investigated, with the proposal of a system that saves energy by 

employing only one brief pulse. This system is based on the use of a uniform linear model [11]. The general 

markov decision process (MDP) model has been presented as a mathematical model that contributes to the 

development of transportation policy in IoNT technology by addressing some constraints [2]. It will help to lower 

the cost of this procedure while also minimizing the risk of implant damage inside the body. Wireless nanosensor 

networks (WNSN) and IoNT routing protocols have been investigated [12]. Which, through its connection with 

other nanodevices, contributes to the expansion of coverage. A review of this technology has been provided in this 

paper, as well as an explanation of the IoNT in health care communications architecture. The authors presented an 

encryption strategy for dealing with the security concerns of IoNT by utilizing security developments in the radio 

physical layers (PLs), this approach helps to make the system's task easier while also making it safer [13]. A review 

of IoNT technology has been provided in this paper, as well as an explanation of the IoNT in health care 

communications architecture. 

3. Internet of Nano Things (IoNT) 

The establishment of a physical network, made of nanomaterials, that permits the interchange of data through 

diverse components connecting with each other at the micro level is where nanotechnology and the Internet of 

Things (IoT) can be merged, the Internet of Nano Things (IoNT) is the name given to this phenomenon. It is not yet 

at the level of other IoT systems in terms of development, but it is garnering interest from the communication and 

medical industries. One example is in field-based applications where remote sensing is necessary, or for measuring 

different sites within a human body. The IoT is a collection of sensor networks, data collectors, and transmitters 

that deliver data from many entry points into a centralized location via the cloud, this allows the IoT to be 

self-sufficient, requiring no human input unless the system detects a problem through its analytics and alerts an 

operator [14]. In essence, the IoNT is a miniature version of these systems, they could send data across the network 

by using nanosensors as link gateways. Despite their lack of development compared to their IoT counterparts, their 
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method of collecting signals with sensing element nodes allows them to act for purposes that are unsuitable with 

other (bulkier) sensing devices [14,15]. Table 1 summarizes the most notable comparisons between IoNT and IoT. 

 

Table 1 A comparison between IoNT and IoT 

No. IoNT IoT 

  1 It concentrates on manufacturing, power plants, 

oil and gas, and other industrial applications [11]. 

It concentrates on a broad range of applications, ranging 

from  wearables to robotics and machinery [16]. 

  2 It makes use of vital devices linked by a system that, 

if they fail, could result in its existence or other extreme 

circumstances, necessitating the use of more sensitive and accurate 

detectors. 

Its application begins on a tiny level, there are no existing 

circumstances to be concerned about. 

  3 It is concerned with tiny systems. It is concerned with the big networks. 

  4 It can be controlled from afar. It allows for simple off-site computing. 

  5    It may entail collecting in the middle to upper range. It can only process a limited amount of data at once. 

  6 To secure sensitive information necessitates a high level of 

security. 

It necessitates both identification and security. 

7 It necessitates a set of strict criteria. It has to meet certain criteria. 

8 It has a lengthy lifespan. It has a rather limited product life cycle. 

9 It's extremely dependable. It's much less dependable. 

 

3.1 IoNT architecture techniques 

There are two types of IoNT: the Multimedia Internet of Nanoscale Things (IoMNT) and the Internet of 

Nanoscale Bio Things (IoNBT). Nanodevices connect to existing communication networks in both cases. The 

IoNT network architecture is determined by the application domain and its unique characteristics [17]. The 

features of nanomaterials contained in nanodevices, such as graphene nanoribbon (GNR), are just one planar layer 

comprised of hydrocarbon chains placed on a hexagonal crystalline, or carbon nanotubes (CNT), play a key role in 

IoNT design difficulties [17]. A Wi-Fi access point known as a gate gives a precise position of a patient's location 

or the location of a patient's smartphone [18]. The IoNT architecture combines intra-body nanocommunication 

networks with body-area networks. The nanodevices are spread in groups in this design, with each group having a 

group boss who manages the data and sends it to the nano router via a dynamic path that changes depending on the 

configuration and availability; these nanopaths cleverly connect to the nearest gateway to send data; the 

nanodevices are then linked together by networks that are physically separated [19]. 

 The main nanodevices based on the IoNT architecture are the processor, communication, sensor, actuation 

units, and storage units [14]. From the perspective of the individual, house, car, road, or clinic, off-body systems 

are widespread. These technologies are capable of providing comprehensive health monitoring [14]. The IoNT 

network's components change depending on the situation. Fig 2 depicts the general IoNT architecture, which 

combines intra-body nanocommunication systems with body-area networks. In this design, the nanodevices are 

spread into subgroups, with each team having a unit supervisor that manages the data and transmits it to the 

nanorouter via a variable route that alters depending on the configuration and accessibility. These nanopaths 

smartly connect to the adjacent gateway to send data. The nanodevices are then linked together by lines that are 

technically segregated. However, there are crucial features for the network design of IoNT in diverse applications. 

These are some of the elements: 

• Nano-nodes: are the smallest and simplest nanodevices that perform a variety of functions, such as processing 

and data transfer over short distances with little memory. Biological sensors embedded in the human body are 

referred to as nano-nodes in body sensor networks. 

• Nano-routers: in comparison to nanonodes, nano-routers have a lot of computing capacity and operate as 

aggregators of data from nanonodes. Nano-routers are also important for controlling nano-nodes through the 

exchange of control commands. 

• Nano-micro interface devices: these devices collect information from nano-routers and transmit it to the 

microscale, as well as the other way around. They function as hybrid devices, allowing them to communicate at the 
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nanoscale using nanocommunication techniques as well as with traditional communication networks using 

traditional network protocols. 

• Gateway: it allows for internet-based remote control of the complete nanothings network. Consider the body 

sensor network: With the deployment of a gateway, all sensor data from the human body may be accessible by 

doctors from anywhere in the world over the Internet.  

 
Fig. 2. the IoNT architecture in general [6]. 

 

The IoNT is rapidly changing the health care landscape by focusing on how people, devices, and applications 

are connected and interact with one another, as well as promising health care solutions, resulting in a more 

revolutionary archetype for health care manufacturing based on a safety model [20]. Rapid advances in 

information and communication technology (ICT) and the growing number of smart things have enabled a variety 

of e-health situations (detectors and mobile devices). These health care services include a wealth of information 

that can be used to gain knowledge, as illustrated in Fig 3. Internet-powered e-health has the potential to improve 

outcomes, increase efficiency, and reduce health-care costs by integrating information, people, technologies, 

procedures, and the environment. It is vital to track and record personal data in order to keep track of it. 

 

 Fig. 3. network architecture for the IoNT [21]. 

3.2 IoNT applications 

IoNT uses the most complex and advanced methodology for data collection when compared to IoT regular 

architecture and common components, allowing it to expand its base from existing appliances with a wide range of 

new and innovative appliances. Medical services monitoring and nano-sensor-based body sensors are examples of 

IoNT applications, as shown in Fig 4 [3]. 
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Fig. 4. example of IoNT Applications [3]. 

 

IoNT devices will communicate with one another via short-range wireless technologies, including WiFi, 

RFID, and sensor networks; this is accomplished through the use of nanosensors and nanonetworks to integrate 

nanosensors into a variety of items. A model of this concept as a medical application demonstrates the use of some 

instruments that were previously difficult to use due to their massive sensor size; this will enable the acquisition of 

new medical and environmental data, which could lead to the refinement of existing data, new discoveries, and 

enhanced medical diagnostics [22]. Each functional task, like actuation or sensing, is carried out in an IoNT, this is 

accomplished by adding nanodevices that can be linked together using nanonetworks [23]. The concept of 

nanonetworks in health care applications is illustrated in figure 5. Nanotechnology facilitates the ability to feel and 

respond, capture data from parts of the body that have previously been accessible because of network size 

constraints. As a consequence, modern treatment diagnoses and discoveries will help enhance medical technology. 

As a result, the internet of things will be used not just in the visible world, but also at scales that are unseen to 

visible light. This will be accomplished through the employment of IoNT and IoBNT. 

 

 

 
Fig. 5. nanonetworks in health care application [21].  

 

 

IoNT technology has several prospective applications that researchers have highlighted in various fields 

based on the advantages of this current technology, which can have a major effect on various fields in the future 

and can signal IoNT use as shown in Fig 6 [24]. 

• Biomedical Applications: the most important applications based on IoNT technology are biological applications, 

which are conceivable due to the size convergence between nanoparticles and living cells, as this technology can 

simulate living cells. 

• Military: as the weapons business develops and diversifies, IoNT technology can perform a wide range of 

services. 



Dania K. Hafedh / Journal of Imam Al-Kadhum College for Engineering and Applied Sciences (JKCEAS) 

32 

 

• Industry: industry can profit from IoNT in several ways. Using nanomaterials to detect and interpret the motions 

of a certain shape in the environment can enhance the accuracy of a device [14]. 

• Smart Cities: household appliances, monitoring sensors, observation cams, motors, buses, vehicles, and other 

equipment can all interact and communicate with each other in a smart city [22]. 

• Oil and gas: using nano-sensor features, IoNT provides a fantastic opportunity to locate underground oil with 

high accuracy. 

• Multimedia: nanotechnology has provided new non-materials for the fabrication of a new generation of small 

photodetectors and acoustic nano-transducers. 

• Functionalized Materials and Fabrics: using IoNT technology, it is possible to develop materials and fabrics with 

modern features that aid in the development of antibacterial textiles and the production of spot pesticides in the 

textile industry, such as contributing to the development of antibacterial textiles and the manufacture of spot 

pesticides. 

 
Fig. 6. general applications of IoNT. 

 

3.2.1 Health care applications (IoBNT) in IoNT 

The compatibility of IoNT with nanobiosensors in the human body is a problem because these sensors are 

often created artificially. The artificiality of nanoelectronics may have unfavorable health consequences. To 

overcome this issue, the notion of an internet of bio-nano things (IoBNT) has been proposed [25]. IoBNT was 

developed by fusing nanotechnology, IoNT, and synthetic biology to control, change, reengineer, and reuse 

biological cells in IoT-enabled computing devices [26]. As shown in Fig 7, it entails networking and 

communication between nanoscale and biological elements, with organic molecules replacing electronics in cells 

[27]. 
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Fig. 7. IoBNT concept [27]. 

 

 

The goal of this figure is to interface directly with cells; this enables more precise detection and, potentially, 

real-time management of the human body's highly complex processes. Modified cells must perceive, process, and 

interact with one another, as well as with exterior features that enable distant and endoscopic questioning, 

according to the IoBNT concept. The first step in putting IoBNT into practice is to create implantable 

sub-millimeter BNTs that can sense biochemical data inside the body and send that data to a wearable center from 

outside the body. Not only is this paradigm helpful to personal health, but it is beneficial to the health care system. 

In the event of an epidemic or pandemic, the continuous monitoring of infections provided by IoBNT sensors is 

particularly useful. Because IoBNT is already connected to portable systems and wireless analytics platforms, it 

can be easily adapted for monitoring, locating, and isolating individuals. Some of the most well-known IoBNT 

applications in healthcare include: 

• Bio-hybrid grafts: can be used to replace all individual body systems, neurological systems, and missing cells.  

• Immune system support: the body controls various alien and pathogen elements, and nano devices can be used in 

conjunction with intelligent devices to prevent various infections, the medical business will be transformed, 

especially in the detection of cancer.  

• Health Care Monitoring: nanosensors can be used in health care monitoring applications to measure variables 

such as temperature, pressure, sugar, and blood fat. These sensors can also be used to identify cancerous and 

non-cancerous tumors [8]. Furthermore, by detecting the afflicted area and utilizing the myelin sheath, nanosensors 

can be used to treat nerve cell injury. Although the nerve impulse signal is transmitted by IoNT's microsensors, 

• Body Sensor Networks: a network of nanosensors embedded in the body that play a crucial role in collecting and 

monitoring the organic movement of a patient, as well as other landmarks. BSN provides continuous data on a 

portable device employing nanoscale sensors that the expert can use to easily get information about the patient's 

health [23]. 

• Drug Delivery Systems: nanodevices can be used as regulator implants in the Internet of Bio-Nano Things 

(IoBNT) to compensate for metabolic illnesses such as diabetes. To support the glucose level processes, smart 

glucose reservoirs and nanosensors work together. Drug delivery systems that transfer neurotransmitters or 

specific medications to the neuro system can be used to eliminate the consequences of neurodegenerative illnesses 

[28]. 

 

3.2.2 The benefits of IoNT in health Care 

IoNT provides nano-networking between distinct nanobiosensors implanted in or on the body. Individual 

nanobiosensors work in isolation. IoNT enables networked health care, allowing various disparate devices to 

collaborate and offer more detailed data. More precise clinical decision-making is aided by combining data from 

many regions of the body. Through IoNT, the health information gathered by biosensors is made available to 

stakeholders such as doctors, medical service providers, the patient and his or her relatives, and so on. As a result, 
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IoNT serves as a universal health care system, allowing for continuous and real-time monitoring of a patient's 

health state from somewhere and at any time. This not only allows for quick care, but it also allows for the initial 

discovery and diagnosis of disease. This also ensures that therapy and rehabilitation are cost-efficient, precise, and 

beneficial for the patient [29]. The key benefits of IoNT in health care are illustrated in Fig 8. 

 

 
Fig. 8. Advantages of IoNT in health care [30]. 

Health-related information is particularly sensitive, and it must be properly protected. IoNT necessitates the 

development of new and adequate security and privacy frameworks and methods to reduce the risk of malicious 

attacks (e.g., interruption of clinical uses that may cause harm or death due to medicine and radio interaction), as 

detailed in numerous research papers [31, 32]. Table 2 seeks to summarize the benefits, drawbacks, possibilities, 

and risks associated with the application of nanoscale and IoNT in health care.  
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Table 2. the strengths, weaknesses, opportunities and threats for IoNT applications in health care 

Strengths Weaknesses 

• quicker and more precise analytic procedures; advanced and passable 

therapies; painless treatments; and reduced negative effects of drugs and  

surgical procedures. 

• Quicker, minor, extremely subtle diagnostic and action apparatuses (e.g., 

nanorobots, nanoneedles, nanotweezers, etc.) 

• The IoNT allows for real-time and distant health and treatment 

monitoring, as well as a significant reduction in health care and medical 

costs [33]. 

• There is still a paucity of understanding  about how 

nanoparticles and nanostructures behave within the 

human body. 

• Nanoparticles and nanomaterials toxic effects. 

• Health-related data privacy and security concerns. 

• Standards and regulations are lacking [34]. 

Opportunities Threats 

• Nano network security and privacy concerns are not fully addressed. 

• Controlling nanotechnologies in medicine and health care is a source of 

concern. 

• Due to a lack of suitable mechanisms, nanotechnology and the IoNT 

could be used to hurt or murder people [35]. 

• Nano network security and privacy concerns are not 

fully addressed. 

• Controlling nanotechnologies in medicine and health 

care is a source of concern. 

• Due to a lack of adequate mechanisms, nanotechnology 

and the IoNT could be used to hurt or kill nanoparticles 

and nanomaterials, resulting in toxicological behavior 

[31]. 

3.3 Challenges of IoNT 

Because IoNT technology functions at the nanoscale scale, it poses a number of issues that need to be 

investigated by researchers in order to create answers that will allow this technology to give better services to 

humanity in a way that is safer and less destructive to societies. One of the issues that has been researched is the 

connection of body area networks and other extrinsic gates to nanodevices inside the body. The challenge of 

ensuring high throughput for distributed scheduling algorithms while maintaining low average latency has been 

addressed, as has the challenge of allowing data to be carried within strict constraints before being released when 

the next package arrives [7]. Some of these are listed below: 

• IoNT security technique: one of the most significant challenges facing IoNT technology is the issue of security 

and privacy during its operation. Because IoNT technology enters the human body in addition to its work outside 

of it, the sensitivity of the information transmitted by this technology increases, as does the need for safety to 

protect lives and property. Because IoNT runs at terahertz frequencies, it necessitates new security measures that 

are compatible with this technology in order to prevent data theft and user injury. Eavesdropping and data theft, 

attempts to disrupt therapeutic injection operations, and changing nanocommunication lines or a blocking gateway 

are among the most serious security threats. 

• Privacy: phones, home appliances, and the like are examples of data theft threats that IoNT deals with as a result 

of its integration with other apps, as this data can be attacked, especially when they are connected to the internet. 

• Nanoscale communication: this technology's deployment faces challenges, including those related to the 

nanoscale size of IoNT devices, which necessitates the redesign and development of new communication models 

and network concepts compatible with these components. 

4. Conclusions  

Because of the relative ease of mass deployment and the nanoscale operational mode, the IoNT holds a lot of 

potential for omnipresent health care. On the other hand, the unique qualities of nanoscale devices must be 

included in network architecture design, and the challenges of nano-communication paradigms must be addressed 

in networking protocols. A review of IoNT approaches was studied in this paper. This technique's architecture, 

communication methodologies, applications, difficulties, and recommendations have also been discussed. 

Researchers in this field need to give more importance to IoNT technology. It was decided that this technology has 

a wide range of applications in several fields, as well as numerous issues that need to be addressed and some future 
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recommendations. The findings reveal that this technology will be extremely valuable in the future development of 

several scientific and practical sectors. 
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