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1. Introduction

In the current era, people largely utilize the Internet to nowadays, the internet to gain access to various kinds of
information and data [1]. People constantly send, receive, and retrieve data. Text-based content dominates the
internet. In the 21st century, the information revolution is a major technological change. Globalization has resulted
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from this transformation. Internet sites, particularly social media sites, are growing faster than expected. Also, this
technical innovation has enabled everyone to express their thoughts on these internet platforms using text, visuals,
and drawings. The internet is now used in every aspect of life, including politics, business, and society. This has
resulted in a significant volume of internet data, which many scholars are interested in. Researchers' increasing
interest may be attributed to the internet's many chances to gather knowledge and apply it to personal interests [2].
Opinion mining is often linked to business intelligence. Many studies have mined customer feedback to discover
market trends. Importantly, government intelligence uses opinion mining. This partnership highlights popular
opinion on important matters including elections, policy, manifestos, etc. Customer reviews strongly influenced
online purchases, according to Pang et al. (Yu and Kak, 2012). Online reviews help readers choose products [3].
Most internet review research focuses on movies and corporate items, the authors discovered. Extremist political
opinion mining is rare and undesirable. In this study, we have focused on the extremist content in the Arabic
language mainly because of the Arab Spring that erupted during the previous decade [4]. Online publications,
news, and views covered more terrorist activities in Arab nations. Consequently, this emphasizes the necessity to
analyses and examine such information and articles to determine the decision-making flaws that led to extremism.
Opinion mining should identify Arabic extreme text using them. It prompted experts to examine these incidents
and how extremism affects individuals [5].

It has been seen that most of the research studies on opinion mining focus on consumer reviews [6]. Yet, extremist
material research is scarce, and media experts, public stakeholders, and the general public are concerned about it.
Print and internet radicalism are merging. News websites routinely update extreme stories and viewpoints. This
work discusses data mining extremism detection. Opinion mining was used here. Analysts may easily examine
and analyze extremist articles online if they write them. As anybody may publish extremist information online,
there are many sources. As this is unstructured data, finding and classifying extremist articles is important. This
categorization helps decision-makers make informed choices to prevent escalation. Extremism researchers are
mainly concerned with public opinions regarding the government and leaders [7]. Academic extremism analysts
also recognize these beliefs, but they focus on countering extreme situations. Public intelligence services
investigate public opinions on government policy to predict popular responses [8]. Moreover, the vote bank of a
political party is significantly affected by extremism-related policies and manifestos as people really inclined
toward this special issue [9]. In opinion mining, extremism detection entails two value classifications: extremism
and non-extremism.

In this study, the following research question has been addressed: What opinion-mining techniques are employed
for the classification of extremism in Arabic content? As conformance with this research question, the main
objective of this study was to undertake a systematic literature review that evaluates the opinion mining techniques
that are employed to detect extremism in Arabic content. In general, this article aims to provide a complete account
of opinion- mining methods used to detect extremism. This paper is divided into five main sections. The first
section entails the background of the study. In the second section, methodology used to address the research
guestion is highlighted. In the third section, the findings of the Systematic Literature Review (SLR) are illustrated
the then they are discussed in related with previous literature in the fourth section. In the fifth and final section,
the study presents its conclusions.

2. Methods

2.1 Search methods
Findings of the (Systematic Literature Review) SLR are illustrated and then they are discussed concerning previous
literature in the fourth section. In the fifth and final section, the study presents its conclusions. To undertake the
search, five databases were investigated in total to find research papers related to opinion mining approaches for
extremist Arabic text. These included Google Scholar, Scopus, Springer ProQuest, and EBSCOhost are among the
databases considered. In order to extract the most relevant articles from these databases, a well-structured search
technique was devised. Boolean logic was utilized to restrict and widen the search using the phrases "AND" and
"OR" The following two search terms were utilized in particular:

* (Opinion mining techniques OR methods AND challenges AND extremism OR extremism Arabic text).

* (Extremism OR extremism Arabic text AND risks OR threats AND opinion mining techniques OR methods).

2.2 Eligibility Criteria
The following rules were followed to be included in the review:
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¢ In order to evaluate meta-synthesis-related literature, an academic publication based on a qualitative
methodological approach was required. As a result, books and grey literature were not included in this
literature.

e The opinion-mining techniques employed in the research study should iterate on general extremism or
extremism in Arabic content.

o It must be ensured that the guaranteed timeliness and relevancy should be published between 2016-2021.

o The research has to be written in English and published in the corresponding language.

2.3 Extraction Method and Synthesis

The researcher identified twelve eligible papers which justified the criteria for selection. From these papers,
necessary data was retrieved. In order to pinpoint the themes, present in the studies, a qualitative thematic analysis
was undertaken. From these studies, the following sections were examined for analysis: purpose of research and
objectives, research approach, findings, practical and theoretical significance, and limitations. The data that was
extracted from these studies were subjected to extensive collation, summarization, and categorization. Then, the
data related to the interest of the research were taken from the data. After this, the collected data were structured
and organized to change it from raw form into refined form. The findings of the Systematic Literature Review
(SLR) were summarized in the tabulated form.

2.4 Quality Criteria

The quality evaluation is a pivotal step in SLR as it helps in ensure that the review entails competent and peer-
reviewed studies and shows concordance with the research objectives. To enhance the reliability and validity of
the research findings, the empirical quality of the studies should be subjected to extensive quality review [10]. To
achieve such quality, the following questions were taken into consideration during the quality assessment process:

1. Does the name(s) of the author(s) is provided in clear wording?

Does the aims and objectives of the study are explicitly defined?

Does the study entail an organized and viable research methodology to address the research question(s).
Does the study explicitly describe its results and discussions?

Is the research paper published in a reputable journal?

SANE I

3.Findings

3.1 Study Flow

More than 8,054 articles were returned after inserting the keywords into the relevant academic databases. Journal
articles that were replicated across several databases were excluded from the final review. The evaluation allowed
the authors to filter 7998 research papers based on various features such as research titles. Moreover, the papers
were also subjected to screening by employing the abstract and full text, which resulted in the elimination of 41
studies. Based on this screening process, a total of 12 research papers were selected that justified the predefined
inclusion and quality criteria.

3.2 Attributes of Including Studies
Table 1 highlights the features of the studies that were included. Authors and publication years are prioritized, as
are aim(s) and/or objectives and research techniques.

Table (1): Attributes of included studies.

Authors and Aims and/or objectives Research methods
publication
years
[11] To give an overview of sentiment analysis A literature review.

(SA) and opinion mining (OM) methodologies,
as well as the many techniques employed in
this discipline. It also discusses sentiment
analysis applications, challenges, and prior
research.

[12] To perform an evaluation of existing A structured literature review.
methodologies and techniques for detecting,
analyzing, and predicting human behaviors by



[13]

Asif et al. [14]

[14]

[15]

[16]

[17]
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mining a range of textual data sources, with a
focus on enabling the categorization of
psychological behaviors related to emotion,
cognition, and social empathy.

To present a method for categorizing Arabic
text based on word weighting and the rough set
theory's reduction idea to decrease the number
of terms necessary to produce the classification
rules that comprise the classifier.

To investigate the emotive analysis of
multilingual textual data from social media to
determine the severity of extremist attitudes.
The combined textual viewpoints are also
categorized by extremism: high, low,
moderate, and neutral.

To present a system that would enable to
pinpointing of significant change-points in
time series relevant to extremism that could
help in determining the occurrence of activities
that require increasing monitoring

To present a system that would enable to
pinpointing of significant change points in time
series relevant to extremism that could help in
determining the occurrence of activities that
require increasing monitoring.

To devise a machine learning-based approach
to help identi_i% tweets imbued with extremist
comments. e study also analyzes the
advantages and disadvantages of using
principal component analysis as an exploratory
data analysis In terms of textual data which is
usually with a large number of factors.

To offer a paradigm for analyzing terrorism-
related information, with an emphasis on
categorizing tweets as extremist or non-
extremist.

Up?raded Quick reduct creates a
multiple minimal reduct
extraction algorithm. The rough
set classifier's classification rules
use several reducts. The
approach is tested on 2700
Arabic texts in nine categories.
The experiment tested the
approach with multiple and
single minimal reducts.

Starting with an intensity-
weighted multilingual lexicon.
Domain experts validated this
lexicon at 88%. Classification
follows using Multinomial Nave
Bayes and Linear Support
Vector Classifier.

The suggested methodology
entails: (1) the collected textual
data were divided into categories
based on terrorism and hate
speech. These may serve as the
representation of the critical
activities; and (ii) to conduct a
thorough analysis of the change-
points present in the textual data.
The technique was evaluated
using a publically accessible
jihadist forum dataset. The last
process identifies the topic using
predicted change points to
Improve accuracy.

The suggested methodology
entails: (1) the collected textual
data were divided into categories
based on terrorism and hate
speech. These may serve as the
representation of the critical
activities; and (ii) to conduct a
thorough analysis of the change-
points present in the textual data.
A publicly accessible dataset
from jihadist forums was used to
assess the method. In the last
phase, the topic is selected using
predicted change points to test
accuracy.

EDA and principal component
analysis reduced Twitter data to
low-dimensional space. The
work used PCA-based reduced
characteristics from extremism-
related tweets to train multiple
ML classification algorithms
(KNN, SVM, etc.).

Extremist and non-extremist
tweets were classified using deep
learning. The data were
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additionally  tokenized, stop
word removed, etc.

[18] To identify methods for automatically The research used a two-part

detecting radical material on social media. technique. The first section used
Dabiqg extremist publications to
build a linguistic model. TF-IDF
scores of unlgrams, bigrams, and
trigrams and word2vec model
word embeddings are given into
this phase to construct a
language model. Phase 2: Tweet
classification creates radical
activity characteristics  using
Phase 1 models.

[19] To examine the comprehension of users Several tweets were gathered
regarding extremism in Arabic and how they from Twitter using the Arabic
use this word in daily life to build and transfer phrase "< skis 5l < k3" meaning
their opinion regarding the term. extremist/extremism.  Topic

modeling was used to identify
latent extremism-related topics.
Van  Dijk's  Socio-cognitive
technique was used to analyze
critical dialogue. Users'
discursive  and linguistic
strategies to justify extremism
were examined.

[20] To assess the current status of text mining A structured literature reviews.
research by reviewing advances in published
literature over the last several years, and to give
significant insights for practitioners and
scholars on the main trends, methodologies,
and applications of text mining research.

[21] To evaluate the issue of opinion mining of Dialect stemmers are
reviews and comments written in colloquial lightweight. Two feature sets are
Arabic. Moreover, it also aimed to assess the tested for sentiment analysis.
ability of ML algorithms. Lastly, Nave-Bayes, SVM, and

Maximum Entropy ML opinion
mining performance are
examined. Fl-measures ML
algorithm performance.

[22] To provide an overview of the issue of opinion A comprehensive questionnaire

mining and to present the algorithms for
opinion mining for networking sites.

of the current literature yielded a
complete assessment of visual

sentiment analysis.

3.3 Synthesis of Data

The systematic literature review produced indications on opinion mining methodologies for extremists in
general and in Arabic text in particular. Table 2 summarizes the Systematic Literature Review (SLR) findings
by the primary themes visible in the chosen publications. To characterize diverse opinion mining
methodologies, the research used distinct terminology. As a result, the terminologies were standardized in
order to establish standardization and ease of analysis.

Table (2): Themes related to opinion mining approaches.

No. Themes related to Brief description Source
opinion mining
approaches
1 Sentiment Analysis
thoughts and attitudes inherent in user-constructed
information, allowing for a broad range of implementations
such as political vote predictions, and public opinion
monitoring. Nowadays, sentiment analysis for social media
multimedia material is crucial. As it is crucial to planning,
thinking, and decision-making.

Sentiment analysis may be used for the extraction of people's F‘lli H% :
22|
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2 Extremism Extremism has many contradicting meanings, making it hard [15], [16],
to describe. Extremism is unusual views, attitudes, emotions, [18
actions, and methods. Extremism happens when a person
doesn't allow for other viewpoints, considers their own beliefs
exclusive, and doesn't allow for variety. Extremism also
happens when someone uses violence to impose their views

on others.
3 Lexicon based Form en uses emotion lexicons like "attacked" for harsh [14], [16,
approaches moods and "happy" for mild moods. Lexical polarity may vary [17], [21],

by domain. Using a lexical dictionary, this approach [22]
determines sentiment orientation. This approach helps analyze
document and phrase text.

4 Machine learning-based Machine learning is referred to as learning through experience  [11], [13],
approaches and data in which the information systems are trained again [16],
and again until they become automatic. ML is considered one [18], [20
of the most vital parts of Al. In ML, a sample or training [21]
dataset is utilized to build a model by using compatible
algorithms. It helps to predict from the datasets with prior
rograming. ML algorithms are useful in medicine, email
iltering, voice recognition, and computer vision. ML
algorithms outperform classical algorithms.

5 Deep learning-based ML-based deep learning uses ANNs and representation [12], 515],
approaches learning. Semi-supervised or unsupervised learning is [17], [22]
possible. Deep-learning techniques like deep neural networks
and convolutional neural networks are used in computer
vision, machine translation, bioinformatics, medical image
analysis, and others.

6  Text Categorization Text categorization assigns a category to an unlabeled [13]
document based on its content. Automatic text classification
may be hindered by the data's high dimensionality.

4. Discussion

4.1 RE-Examining the Research Question

The purpose of this study based on Systematic Literature Review (SLR) was to investigate opinion mining
strategies for extremist Arabic text. Opinion mining encompasses a series of methodologies that are part of
a larger discipline referred to as text mining. This mining technique is widely regarded as the sub-discipline
of the data mining technique. Research on opinion mining began during the 2000s although the terminology
of "opinion mining" is associated with [23]. Much research has been undertaken over the last 18 years to
explore and assess the viewpoints conveyed in articles, news, product, and service evaluations.

4.2 Previous Studies

Researchers have attempted to define opinion mining. It's a kind of text mining that extracts valuable data from
user text. Its usage on websites is rather recent [24]. Newspapers, opinion blogs, television sites, and social media
have increased its vibrancy throughout the years. Opinion mining has revolutionized Natural Language Processing
(NLP) [25]. This mining approach detects online user views on the subject of interest. This method lets the
researcher assess text-based user emotions and attitudes. They may then analyze the data to derive user views to
better understand the problem [26].

Opinion mining extracts people's views on a document's topic. The object may be a mood, product, service,
concept, idea, news policy, extremism, people, or other noteworthy event. After recognizing the item, this method
extracts key characteristics from textual data. Positive, negative, or neutral remarks are assessed [23]. This mining
method relies on subjectivity. Opinion mining evaluates things of interest subjectively.

The term opinion mining has been employed by the researchers under various synonymous terms such as sentiment
analysis [27], sentiment classification [28], affect analysis [29], and opinion analysis [30]. Opinion extraction,
emotion mining, review mining, and many more are similar phrases [26]. Opinion mining now encompasses these
concepts. Industry uses sentiment analysis more often. Yet, academics utilize sentiment analysis and opinion
mining. Opinion mining is increasingly common in student theses and dissertations.

The term "opinion mining™ is largely associated with [23]. He suggested strategies for categorizing views as good
or unfavorable. This opinion mining method categorized textual data by user emotions, views, and sentiments.
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This method includes automated user opinion extraction from textual data [31]. Opinion mining differs from
standard data mining in many ways. This data mining method involves imagination to categorize data, which is
difficult [32]. For instance, classification by word count of positive and negative terms are difficult since
comparable words have various meanings, making it difficult to create such a list [33].

Text mining or text data mining [34] can be simply referred to as a data mining technique used to extract knowledge
from textual data [35]. It also refers to NLP's method of extracting important facts from raw or unstructured input
[36, 37]. Opinion mining is challenging because raw data is hard to manage and structure[38]. Algorithms can
extract essential information from raw natural language data to solve this challenge [39]. Machines cannot grasp
raw data as well as people do. Hence, textual data may provide vital information [40]. Text mining organizes raw
data. Patterns are developed to organize raw data in this method. At the last stage, data is analyzed [41].

The Text mining approach [35] can be described as the process through which structured text such as RDBMS is
utilized and valuable knowledge is retrieved [40, 42]. Moreover, semi-structured data such as XML [43], and
unstructured textual data such as word documents, web pages, and comments are also utilized to extract critical
information [44]. Text mining covers a lot of important data and uses numerous methods to evaluate textual data
in Arabic extremist messages. These writings involve information retrieval (IR) communities [45, 46], NLP [47,
48], information extraction [49, 50], text summary [51], machine learning [52], biomedical sciences [53], text
categorization [54, 55], and sentiment analysis [4].

Arabic is complex. Stemming is necessary for text mining this language's morphological structure. The Arabic
language entails these stemming processes including [56, 57] root stemming [58] and light stemming [59]. Arabic
uses stemming procedures differently from other languages. Room stemming determines Arabic word roots
morphologically [55]. The two most effective stemmers for Arabic root stemming are the Information Science
Research Institute [60] and Khoja [59].

In order to remove redundant prefixes, light stemming is generally employed [59, 61, 62]. Arabic light stemming
is unstandardized. Word meaning changes distinguish the two stemming procedures [63]. For instance, the word
"3, A" which means revolution, stems from """ meaning ox. Most root stemmers, including ISRI and Khoja,
remove prefixes, infixes, and suffixes, changing the meaning. However, in case of light stemming, it would be

e Ll

used as ", 5", which results in a change in the meaning of the word as compared to other roots.

5.Conclusion
The threat of extremism to academic institutions and national security is one of the most pressing problems studied
by academics. Opinions are extremely important in extremism. Extremism is a considerably more difficult issue
to study owing to its complexities and emotional manifestations. Nowadays, the internet plays an important role
in allowing the general public to read radical viewpoints and participate in political conversations about various
political events. As a result, it is advantageous to study opinions in Arabic extremism postings in order to
comprehend extremism detection. Extremism opinion mining may be used in a variety of domains to achieve a
variety of purposes. The advantage of extremist opinion mining above standard surveys is that it provides
information on "why individuals support or oppose specific government policies.” The majority of news portals
allow visitors to share their thoughts on political matters. Furthermore, they supply government securities with
what is released and utilized for everything government-related. Education is extremely significant for a college
of political sciences since it provides more knowledge about the issue, allows a student to deal with that subject,
and puts a wealth of material at the disposal of both students and professors. Most institutions now provide
academic modules that require students to provide online feedback on their courses, team members, and
instructors. Therefore, future studies should increase their focus on empirical evaluation of opinion mining
techniques to reach a more robust understanding of these techniques for extremism in Arabic text. In this article,
we have analyzed the recent and advanced methodologies to extract sentiment from a web-wide item, opinion-
mining methods must be automated. Finally, we have presented a detailed review of the novel Artificial
Intelligence and lexical-based algorithms for sentiment analysis. These methodologies are well-suitable for
applications in the customer feedback analysis of any organization.
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