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A subset of cutting-edge information technology is the Internet of things (1oT).
10T refers to a network of physical objects with sensors attached that are linked
to the Internet via LAN and WAN networking techniques. It is now commonly
used to sense the environment and gather data in a variety of settings, including
smart cities, healthcare, intelligent transportation, smart homes, and other
structures. The loT network architecture, core technology, and significant
applications were outlined in this overview. The sensing layer, transport layer,
and application layer are separated in the loT network architecture. The
essential technologies are embedded systems, network connectivity, sensor, and
radio frequency identification (RFID) technology. 10T implementation in
logistics still faces challenges despite the potential advantages. The utilization
of technology in the 10T context is a topic with many open studies, which are
also examined in this paper.

1. Introduction

The term "Internet of things” (loT) was first used by an individual in the Radio Frequency ldentification (RFID)
hacking community in 1999. In recent years, the development of mobile equipment, integrated connectivity,
virtualization, and data analytics has made the 10T paradigm more applicable to real-world situations[1]. The term
"Internet of things" (IoT) refers to a particular kind of network that connects anything to the Internet based on
predetermined protocols using data sensing equipment to transfer data and carry out communications to achieve
smart recognitions, positioning, tracing, monitoring, and administration[1]. Another definition of 10T is a network
of physical devices whose data is routinely collected, processed, and used to trigger action, offering a wealth of
knowledge for governance, strategy, and choice. The Internet of Things (l0T) affects the government, research,
economy, education, and mankind [2]. The effect of the internet of things on enabling anything to communicate
with the internet at any time and from any location to offer any services by any network to everyone is shown in
figure 1.
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The integration of Artificial Intelligence (Al) in the Internet of Things (1oT) significantly enhances the capabilities
of 10T systems, especially in anomaly detection. Al-driven anomaly detection in 10T involves the use of
sophisticated algorithms to analyze the vast amounts of data generated by 10T devices, identifying unusual patterns
or deviations that could indicate operational issues, security breaches, or system failures[3].

In our assessment, 10T is examined, along with its network architecture, core technology, and several major
applications.

The Internet of Things (10T) has emerged as one of the most transformative and rapidly evolving technological
paradigms of recent times. 10T refers to a system of interconnected physical objects or "things" embedded with
sensors, software, electronics, and connectivity that enables data exchange between devices over the internet [1].
The past decade has witnessed explosive growth in 10T adoption across application domains such as smart homes,
healthcare, transportation, manufacturing, and more. Recent reports estimate that there will be over 30 billion 10T
devices worldwide by 2025, up from around 11 billion in 2018 [2]. This massive proliferation of smart, connected
devices is transforming supply chains, business models, city infrastructure and more.

10T applications leverage advanced data analytics and intelligence at the edge to derive actionable insights from
the treasure trove of data generated by loT networks. Key enablers of 10T include ubiquitous connectivity,
inexpensive sensors, cloud computing platforms as well as advances in fields like machine learning and edge
computing [3]. While IoT innovation has tremendous potential for impact, it also poses formidable challenges
related to security, privacy, technical infrastructure and more that must be overcome [4].

The Internet of Things (10T) has experienced explosive growth over the past decade, with projections of massive
future proliferation. Recent reports forecast that there will be over 30 billion connected IoT devices globally by
2025, up from 11.7 billion in 2018 [2]. This anticipated near-tripling of connected devices underscores the
breakneck growth of loT adoption. In addition to the sheer volume of connected devices, the economic impact of
loT is similarly impressive. 10T is forecast to contribute an estimated $13 trillion to the global economy by 2030,
highlighting its immense disruptive potential [7]. Specific domains expected to experience high 10T growth include
manufacturing, with over $3 trillion of projected economic value by 2025, and healthcare, with 10T systems
projected to save $300 billion annually [8]. These striking statistics and forecasts demonstrate that 10T is one of
the most profoundly transformative and strategic technological shifts of our time. The rapid proliferation of
inexpensive, connected devices is changing consumer experiences, business models, supply chains and potentially
entire industries. This paper reviews the technological innovations powering this IoT revolution and its emerging
applications.

The Internet of Things (10T) has experienced explosive growth over the past decade, with projections of massive
future proliferation. Recent reports forecast that there will be over 30 billion connected IoT devices globally by
2025, up from 11.7 billion in 2018 [2]. This anticipated near-tripling of connected devices underscores the
breakneck growth of 10T adoption. In addition to the sheer volume of connected devices, the economic impact of
l0T is similarly impressive. 10T is forecast to contribute an estimated $13 trillion to the global economy by 2030,
highlighting its immense disruptive potential [7]. Specific domains expected to experience high 10T growth include
manufacturing, with over $3 trillion of projected economic value by 2025, and healthcare, with 10T systems
projected to save $300 billion annually [8]. These striking statistics and forecasts demonstrate that 10T is one of
the most profoundly transformative and strategic technological shifts of our time. The rapid proliferation of
inexpensive, connected devices is changing consumer experiences, business models, supply chains and potentially
entire industries. This paper reviews the technological innovations powering this I0T revolution and its emerging
applications.
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While there have been previous survey papers reviewing loT architectures, technologies and applications [5,6],
the 10T landscape has evolved significantly in recent years warranting an updated look. The motivations for this
review are threefold:

. Provide comprehensive coverage of the latest developments in 10T architectures and enabling technologies.
Many new innovations have emerged since past reviews, including breakthroughs in fields like edge computing,
5G networks, AI/ML, blockchain, etc[4].

. Highlight cutting-edge loT applications and use cases that are being adopted since earlier reviews. For
example, applications in smart homes, autonomous vehicles, smart factories, etc[5].

. Discuss current challenges and open research problems in 10T adoption. As the field matures, new technical
and ethical challenges have arisen that require solutions.

In summary, this paper aims to bring readers fully up to date on the state of loT technologies, architectures,
applications and challenges. It provides a holistic overview of the latest 0T innovations and developments that
have occurred since previous reviews on this topic. For researchers and practitioners alike, this updated perspective
will help situate their work in the broader loT landscape and identify promising new directions for investigation.

This paper aims to provide a comprehensive updated review of 10T architectures, core technologies,
applications as well as ongoing challenges. While there have been previous survey papers on loT technologies and
applications [5,6], the landscape has evolved significantly in recent years warranting an updated review. This paper
summarizes the latest developments in areas like 10T architectures, enabling technologies, applications in smart
cities, homes, healthcare and more. It also highlights key issues and research gaps that still need to be addressed
to successfully unlock the potential of I0T.

Anything
Any Device

Anytime
Any Context

Any Place Any Service
Anywhere Any Business

Any Path
Any Network

Figure 1. 1oT Concept
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2. The network architecture of 1oT

The overall architecture of an 10T network was organized into three layers: sensing, transport, and application.
The operating system and protection were handled in all three levels, as shown in Figure (2), to guarantee that
each step works smoothly

The sensing layer consists of many sensors which are worked on data collection of things and matter
recognition. These sensors are including temperature, humidity, camera, GPS sensors, etc.[6].

The sensing layer collects data by sensing these terminals such as temperature and humidity, O2 and CO2
concentration, geographical location, etc. RFID and sensor networks were considered the main technologies of the
sensing layer.

The transport layer is responsible for transferring and processing information that is collected by the sensing
layer. It is composed of a variety of networks such as WIFI, WAN, Cloud computing platform, 3G communication,
etc. The main technologies of the transport layer are long-distance wired and wireless communication protocol,
network integration technology, and magnanimous intelligent information processing technology.

The application layer is responsible for data analysis and producing helpful information for users by using
intelligent computing technologies such as data mining, fuzzy recognition, cloud computing, etc. Applications of
the Internet of things are very wide, for example, smart homes or building, smart industry, smart health, smart
transportation, and smart city[6].

Application Intelligent agriculture, Intelligent
laver Transportation. Intelligent home

furnishing ete.

Transport layer WIFLInternet.Cloudcomputing. 3G
communication network. ete.

Armnoas

pue JudWTe U YIOMIIN

Sensing layer RFID. QR Code. Sensor. etc.

Figure 2. The layers architecture of 10T

Introduce 2-3 alternate 10T architecture models from literature, such as:[7]

. 5-layer architecture: sensing, networking, computing, application, business layers
. SOA-based architecture: things, aggregators, services layers
. Fog computing architecture: edge, fog, cloud layers

2.1.layer architecture

An alternate 10T architecture model proposed in some research consists of 5 layers - sensing, networking,
computing, application, and business[8]. The sensing, networking, and application layers are similar to those
described previously. The computing layer provides middleware for data processing, storage, and management of
the sensors and devices. This layer relies on cloud computing infrastructure to provide the underlying resources

39



Alkadhim Journal for Computer Science, VVol. 2, No. 1 (2024)

for running analytics and machine learning algorithms on the data. The topmost layer is the business layer, which
focuses on managing the overall 10T system and provides capabilities such as business process integration, solution
deployment, user privacy and security management. It defines and controls business processes and integration
with enterprise IT systems. Compared to the 3-layer model, this 5-layer architecture provides some additional
focus on the middleware computing platform for 10T as well as overarching business management aspects. The
delineation between computing and application layers enables easier integration and management of the cloud
infrastructure underpinning the software components. The business layer highlights the need to weave loT
deployments into broader enterprise architectures and business processes. This model suits 10T solutions that are
fully cloud-hosted and entails significant integration with enterprise IT systems. The presence of dedicated
computing and business layers facilitates management of large-scale deployments spanning multiple application
domains. However, it also increases complexity compared to a 3-layer design. The optimal architecture depends
on the specific use cases and functional requirements of an 10T system.

2.2.SOA-based architecture

SOA is an architectural style that structures software into reusable, interoperable services that can be aggregated
and orchestrated to build applications. Applying SOA principles to I0T yields a layered architecture consisting of
the following:[9] Things Layer: This contains the sensors, actuators, embedded devices and hardware components
that interact with the physical environment.

Aggregators Layer: Aggregators collect, filter, and preprocess data from the Things layer before transmitting it to
the upper layers. They act as intermediaries between devices and services.

Services Layer: This layer contains various shared, reusable software services that operate on the 10T data received
from aggregators. Examples include analytics services, visualization services, storage services etc. Applications
Layer: End-user loT applications are developed by leveraging and combining services from the underlying service
layer into solution-specific workflows.

The SOA-based model promotes loose coupling between layers via standard interfaces. Adding new data sources
and endpoints is easy - they just integrate with the standardized service interfaces. Services can also be reused
across different applications due to their platform-independent design. However, the proliferation of services and
integration complexity can make governance challenging at scale. Latency may also be higher due to additional
communication hops through the intermediate layers. Overall, SOA facilitates interoperability, reproducibility and
scalability in 10T systems, making it suitable for enterprise-grade deployments.

2.3.Fog computing architecture

Fog computing is an architectural paradigm that extends cloud computing by distributing some processing, storage,
and control functions closer to the network edge. A fog computing architecture for 10T consists of:[10]

Edge Layer: This consists of the endpoint 10T devices as well as edge nodes with computing/storage capabilities.
Data analytics and filtering occur at this layer to reduce upstream data traffic.

Fog Layer: The fog layer contains intermediate compute nodes between the edge and cloud layers. More
substantial analysis, aggregation and storage takes place here relative to edge nodes.

Cloud Layer: This layer encompasses centralized compute and storage infrastructure. Long term storage and big
data analytics occur in the cloud.

Key benefits of fog computing include:

Reduced latency - Processing on edge and fog nodes close to endpoints provides lower latency. Critical tasks can
happen locally.
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Improved reliability - Applications continue functioning even if cloud connectivity fails since edge nodes have
some compute capabilities.

Geographic distribution - Fog nodes are dispersed ensuring wide coverage.
Scalability - Computation is distributed across many nodes instead of a centralized cloud.

Fog computing suits time-sensitive Internet of Things use cases where cloud latency is prohibitive. It also helps
mitigate connectivity and bandwidth bottlenecks. However, substantial configuration and coordination between
nodes is required. In summary, fog computing pushes intelligence to the edge to support latency-sensitive 10T
applications.

3. The key technology of 10T

IoT technology collects data by perception, processing, and information transmission, then analyzing them. So,
the key technologies which are required for IoT include RFID technology, sensor technology, network
communication technology, embedded system technology, etc.[11]

3.1.RFID technology

RFID technique allows for the automatic identification of things and persons. RFID could be thought of
as a way of formally marking items to ease their "recognition" by digital equipment[6]. RFID system
generally RFID technological label, and user, and when an item with a digital label goes through a certain
communication audience, it is processed by a data processor., the label is enabled by the audience, and
the information carried in the label is transmitted across radio waves to the user and the data processing
system, completing the work of real-time signal acquiring. The information processing system is
responsible for data collection and processing. An Embedded device, commonly known as an RFID tag,
is a tiny semiconductor intended to transmit data wirelessly. In general, it is connected to an antenna in
the form of a package resembling a standard permanent sticker. An RFID tag sends data over the air in
response to interrogation by an RFID reader[12]. The chipset itself equates to roughly a piece of rock.

RFID systems consist of three key components - the RFID tag (transponder), RFID reader
(transceiver), and backend database. Tags contain a small integrated chip and antenna which stores
identification data for the object. Readers broadcast radio waves to interrogate tags and read data from
them. The collected data is then passed to a database/software application for processing.

There are two main types of RFID tags:

e Passive tags - powered by the electromagnetic waves sent by the reader. Low cost but short read
range. Used in applications like asset tracking.

e Active tags - powered by an internal battery source. More expensive but can transmit over longer
distances. Used for managing high-value assets.

RFID systems typically operate in lower frequency bands like LF (125 KHz), HF (13.56 MHz), UHF (868-956
MHz) or microwave (2.4 GHz). Frequency choice involves tradeoffs between factors like read range, speed,
interference, and cost. Common RFID protocols include 1SO-14443 and 1SO-15693 which define wireless
communications and anti-collision methods between tags and readers. Other proprietary protocols also exist.

3.2.Sensor Technology
Sensors are in charge of collecting real-time data and updating data based on real-world data and results.
It can detect original information for IoT by sensing light, sound, electricity, heat, and humidity, among
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other things. Sensor nodes, sinks, internet or communication satellites, task management nodes, and other
components comprise a sensor network structure[6].

Sensors for [oT can be classified based on the physical phenomenon they sense - motion, temperature,
pressure, gas, optical, etc. Each type works on different sensing principles - for example, temperature
sensors may operate based on thermal expansion or change in resistivity. Important sensor characteristics
include measurement range, sensitivity, accuracy, linearity, drift, noise, and frequency response. IoT
systems integrate multiple types of sensors to collect diverse data.

Sensor packaging is an important consideration for ruggedness and miniaturization. Packages include thin-film,
IC-type, hybrid and composite sensors. MEMS technology enables micro-scale sensors through microfabrication
techniques. For 10T, sensors must provide digital interfaces like 12C, SPI for connectivity with microcontrollers
and RF modules. Power consumption minimization is also critical for battery-powered devices. Wireless Sensor
Networks (WSN) interconnect smart sensor nodes with wireless links to collaboratively monitor environments.
Standards like ZigBee and 6LoWPAN target low-power wireless networking of resource-constrained sensors.
Application areas for sensors in loT include air quality monitoring, predictive maintenance, smart
homes/buildings, industrial automation, and many more. Low cost, miniaturization and energy harvesting are
enabling ubiquitous sensing.

3.3.Network Communication Technology
Sensor network communication technology is divided into two types: short-range networks and long-
range networks. Bluetooth, ZigBee, and low-power Wi-Fi are currently used to support short-range M2M
communication applications. These technologies are available and best-suited for consumer Application
areas, but they may be unable to support civic, industrial, as well as other associated [oT devices whose
demands exceed the capacity of their attributes[13].
¢ Bluetooth - ubiquitous, low-power, low-cost. Used for many consumer loT devices. Range up to
100m.
e Zigbee - mesh networking standard built on 802.15.4. Optimized for low data rates, long battery
life. Typical range 10-100m.
e WiFi - provides high bandwidth wireless connectivity. More power hungry than above. Range
up to 100m typically.
e 6LoWPAN - IPv6 networking over low-power wireless networks like Zigbee. Enables Internet
connectivity.
For long-range connectivity:

e C(Cellular networks (2G, 3G, 4G, 5G) provide wide area connectivity. Allow global IoT
deployments. High power consumption[4].

e LPWAN technologies like LoORaWAN and SigFox target low-power, long-range (up to 10km)
wireless sensor networking using ISM bands. Lower bandwidth.

e WiMax - wireless standard for MANs. Provides multi-megabit connectivity with mile-range
coverage.

e Satellite networks - offer connectivity for remote/rural IoT deployments though high latency.

IoT applications have diverse connectivity needs based on factors like latency, mobility, range, cost. A
heterogeneous network integrating multiple wireless technologies provides the flexibility to meet requirements.
Standard IoT protocols like MQTT, CoAP enable interoperability.

3.4.Embedded System Technology
Computer both hardware and software, smart sensors, embedded system science, and automation and
robotics applications are all combined in embedded system technology[14]. Intelligent terminal goods
based on embedded system technology may be found everywhere after several decades of progress, such
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as cellular telephones, vehicle synthesizers, robotics, medical products, set-top machines, aircraft
equipment, and control systems are just a few examples. People's professions are being transformed by
the microcontroller, which is increasing asset utilization and household safety. Embedded systems
provide the processing intelligence in IoT devices. Key hardware components include:

e Microcontrollers (MCUSs) - integrated chips with processor, memory, I/O peripherals optimized
for control tasks. Low power consumption. Popular MCUs for 10T include ARM Cortex-M, PIC,
AVR, ESP32.

e System-on-Chips (SoCs) - highly integrated ICs packing multiple processing cores, graphics,
wireless networking, sensors, etc. Examples are ARM AM series, Intel Quark, Qualcomm
QCA4020.

e FPGAs and ASICs - for custom hardware acceleration and unique design needs.

On the software side, embedded operating systems like FreeRTOS, Zephyr, and TinyOS provide real-time task
scheduling, device drivers, protocol stacks. Programming is typically done in C/C++, Rust, or assembly
language.Debugging and performance monitoring tools are critical for robust embedded software. Over-the-air
(OTA) firmware updates are also essential for maintainingdeployed loT devices remotely.Embedded systems must
be optimized for reliability, power, cost and form factor - striking a balance between performance and resource
constraints. Trusted execution environments and hardware roots of trust are also required to secure 10T edge nodes.

4. 10T APPLICATIONS

The IoT offers a plethora of technologies in humanity that will make life easier, safer, and smarter. Smart cities,
houses, mobility, energy, and the environment are just a few of the uses.

4.1.Smart Cities

Smart projects have helped several major cities, including Seoul, New York, Tokyo, Shanghai, Singapore, and
Amsterdam. Smart cities may still be viewed as cities of the future and cities of smart living, and with the present
rate of innovation in constructing smart cities, incorporating loT solutions into city planning will be highly realistic
[15]. Smart cities need meticulous planning at every level, in addition to consent from governments and people to
fully integrate internet of things technologies. The [oT has the potential to help cities develop on a variety of fronts,
including infrastructure and public transit. Reducing traffic congestion while keeping citizens safe, healthy, and
more involved in their communities as shown in Figure (3). Cities will become smarter through the internet of
things by connecting all systems in cities such as road transport, medical services, and weather forecasting systems,
in addition to supporting people through the internet in every location to access the database of airports, railways,
and transportation tracking operating under specified protocols[16].
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Figure 3. Smart Cities Aspects
4.2.Smart Home and Buildings

Wi-Fi approaches have been employed in embedded devices, with Wi-Fi commonly enabling digital equipment
such as TVs, mobile devices, and so on, Because of the connected nature of modern devices. Wi-Fi has evolved
to get to be a component of the home IP network due to the rising rate of adoption of mobile computing
smartphones and tablets and tablets. A network used to deliver online streaming services, for example, or a network
location, should provide a means to regulate device functioning across the network. Simultaneously, digital phones
provide users with a mobile 'interface' for infrastructure electronics. Both sorts of devices can act as Internet of
Things gateways. Several businesses are considering upgrading solutions that integrate technical aspects with
enjoyment, medical applications, energy management systems, and smart sensor checking in the building services
settings[16]. Some of the most fascinating loT systems in smart residences include smart lighting, building
automation and multimedia, air defense and central heating, energy efficiency, and security, as illustrated in Figure

4.
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Figure 4. Smart Home Ecosystem

In addition to apparent sustainable resources, wireless sensor networks (WSNs) with the internet of things
integration will allow effective energy monitoring in buildings. The Internet, in conjunction with energy
management systems, enables access to a building's energy information and control systems from any location in
the globe through a laptop or smartphone. The next IoT technology will enable sophisticated infrastructure, which
will be a component of a wider computer network utilized by building facilities managers to control energy usage,
energy acquisition, and construction techniques.

4.3. Smart Health

A telemonitoring system consists of several components, including data acquisition, storage in traditional
or digital form, quick access, healthcare information supervision, and visualization. It offers various
benefits over previous approaches, including the opportunity for doctors to monitor patients when they
are isolated, increased healthcare quality, and a more time-efficient and dependable technique. This
strategy incorporates IoT, which links each unit to the Internet by providing unique addresses, resulting
in improved intelligence and flexibility[17]. Health monitoring sensors capture detailed physiological
data, which is then evaluated and saved by gateways and the cloud before being wirelessly communicated
to providers for additional examination and analysis. as shown in Figure (5), It eliminates Rather than
requiring a medical expert to visit this same patient at scheduled intervals to assess vital signs, a
constantly automatic stream of data is provided. This approach, both enhance the quality of treatment
and decreases the cost of care by decreasing the expense of conventional methods. of care in addition to
data collection and analysis.

As Connected systems grow more prevalent in people's daily lives, the integrity of the data obtained remains
increasingly important mean a thing. 10T E-health is one example of a privacy risk. Wearable technology gadgets
are being utilized to monitor patients' health statuses which include heart rate, heart rate, and sugar levels.
Personalized health information is the most delicate to user privacy and is heavily controlled by government
guidelines and laws for any form of data sharing when compared to other categories of data. As a result, strategies
like FL are required for detectives and researchers to create cutting-edge Machine learning in a dispersed and
highly restricted data ecosystem. The capacity to train algorithms for machine learning at scale across many
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healthcare centers without collecting data is a vital tool for addressing patient privacy and data security concerns.
Effective supervised learning deployment in healthcare has the potential to provide precision medicine on a wide
scale, assisting in matching the appropriate medication to the right person at the correct time.

Host Device

Body Gateway

User IP Box

Doctor/User PC

Figure 5. Smart healthcare concept

4.4. Autonomous Driving

Autonomous driving technology is being incorporated into regular automobiles in tandem with the
growth of automobile [oT. Frequent real-time communication with a multi-access communication
environment is required for a functional personality system. Furthermore, the spatial and temporal
variations of the vehicular environment necessitate a smart methodology that can grow as the conditions
change. The driving system must transfer a huge quantity of raw data to the server for the usual
consolidated technique, which might result in information leakage. Because of the communication cost
caused by large-size data transfer and restricted network capacity, the driving system may be unable to
correctly adapt to actual offers a unique.

Applying participants learned in automobile edge computing for driverless cars has therefore emerged as a
possible avenue for mitigating the aforementioned problems. With FL, each automobile solely requires to
broadcast a minimal amount of data to the cloud and can respond more quickly to real-time local adjustments.

4.5. Automated surveillance
Automated surveillance in the Internet of Things (IoT) is a transformative application that leverages the
widespread connectivity of devices to enhance security and monitoring processes. By integrating Al and
[oT, this system can autonomously monitor environments, analyze data from various sensors and cameras
in real-time, and detect potential security threats or anomalies[18].

This automation not only increases efficiency but also reduces the need for human intervention in surveillance
tasks. Key areas benefiting from this technology include public safety, home security, and industrial monitoring,
where the ability to quickly and accurately identify unusual activities can be crucial[19].

4.6. Metaverse and Virtual Reality

Many improvements have been seen in human understanding, behavior, and how humans respond to the external
environment since the primitive age was left. When it comes to profits, humans as a whole are demanding. Humans
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desire more, reach for items even when their hands are full, and pursue goals that offer humans a rush of pleasure.
Humans are always trying to stuff their wallets with more and more because it is hard to resist human inclinations
when such a world offers so much offer. So when humans obtain an ounce of anything, they try to dig deeper to
get more of it. The human hunger for more is what has propelled technological advancement to its apex. Humans
have progressed from a time when possessing a computer was considered a luxury to the period of the Metaverse,
in which the virtual world appears to be more real than the actual physical world the humans live in. Virtual world
technology has lately exploded in popularity, particularly when Facebook renamed itself Meta Platforms to bolster
its position in the burgeoning business. With the active engagement of global commercial entities, metaverse
technology is evolving into a full-fledged business area. The Metaverse has become a favorite experimental hub
for technology professionals. They are looking at new methods to tap into the metaverse's potential as an industrial
resource for innovation. This expansion, however, is not achievable on its own, and this is where the value of [oT
becomes tripled.

5. Challengesin loT

The devices are vulnerable to hacking because there is no device to detect hacking. It is one of the major concerns.
As a result, there has been an increase in the number of threats in which hackers have simply manipulated methods
designed to protect people[20]. Manufacturers are rushing to market their products, with little regard for privacy.
As a result, the software isn't being tested or upgraded properly. Data is more susceptible to hacking if the logins
are weak. When a company employs business educational requirements on its own devices, the risk of data
exposure to outsiders increases[21]. Device adoption raises the costs of the product as well as causes this one to
take longer to hit the market. This is the most concerning attribute of the Internet of Things. The new systems must
be designed with the protection interests of all stakeholders in mind[22]. When it comes to connecting devices,
applications, and cloud services, connectivity is the most important factor to consider. 10T devices should be
developed sequential manner while keeping in mind rapid technological ideas[23]. 10T programmers should
consider how to receive, store, and acquire data while protecting their customers' privacy[24].

Despite the immense possible advantages of 10T use in management, effective inclusion of these pairings (i.e., 10T
and logistics) restricts due to substantial difficulties. the developmental disabilities are categorized into three key
categories: technique, business, and cooperation, and discuss viable answers as future developments for the paper's
growth as shown in figure 6 [25].
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Figure 6. The main challenges of 10T adoption in logistics
5.1.Systemic Concerns

As the inherent issues raise multiple concerns about the overall performance of loT-based systems in logistics
activities, the first and most pressing issue is the flexibility of 10T adoption in logistics.

Despite the reality that perhaps the purpose of logistics operations is to be efficient and sustainable, the
implementation of 10T in this sector may produce a contradiction. Because transport resources, for one, are
integrated with intelligent homes (e.g., RFID, sensors) that are often powered by batteries, saving energy is a
primary goal. These Internet of Things devices may be called upon at any moment to offer essential information
for the creation and implementation of autonomous judgment call services and tools[26]. As a result, to keep up
with such expanding dimensions, they may need to be continually active. To save power, the WSN cluster may
sleep for the bulk of the time (reduced power mode), only waking up to gather sensor data. As a result, an analysis
framework is required to investigate and evaluate the system's sustainability when loT technologies are used[27].

5.2.Business-Related Issues

To realize a Digital environment, it is important to incorporate enabling capabilities of RFID and loT systems, for
example. As a result, the first barrier for users and enterprises may be improved system expenses. In addition, The
businesses should build the necessary facilities. To fully fulfill the promise of the Internet of Things, a rising
system with a high capital cost is necessary to manage, process, and analyze massive volumes of data created by
a wide range of smart devices via a variable flow of logistical activities. Furthermore, the introduction of new
technology and the associated ecosphere may result in increasing company expenditures for services such as
training and working together, supervising, and managing technology functions. Nonetheless, by extending more
capabilities and services based on the technologies used, a good trade between assurance and logistics management
profitability and efficiency can potentially be achieved. Sensors, for example, can work collaboratively in ad-hoc
networks to provide additional functionality such as tracking and tracing in addition to sensing[28].

5.3. Issues Concerning Collaboration
In this work, teamwork refers to the arrangement and equalization of command-and-control legislation produced

by enterprises and states. These norms and restrictions, per the current research, can be integrated and managed
by applying data and improving corporate activities to enhance order fulfillment procedures such as global logistics
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transit[29]. Inadequate partnerships, however, due to varied and even independent norms, remain a significant
impediment to introducing and/or advancing 1oT in the logistics area.

Future research

A fall during their current lifestyle may occur although doing complex movements such as cycling; so, it is not as
simple as a fall while walking. The complex operations of the information are numerous, involving dependent and
autonomous data in a variety of aspects and styles. Edge, fog, and server layers of an loT architecture offer
computational, storage, data management, and decision-making for fall scenarios. Three steps are suggested for a
fall clinical diagnosis[30], with every level determining whose layer appears appropriate. To implement stages on
each layer, protocols, power efficiency, and smartphone and layer-to-layer lead to an expansion, as well as unique
learning algorithms for each layer, need to be employed. A device can identify falls on the periphery and in the
fog, as well as calculate layers. So that peripheral computing, for example, a timepiece, is now too weak to
efficiently perform sophisticated learning procedures, data is transferred to another device placed in fog. High-
performance processors, rather than extra layers, might be offered to recognize falls by processing measured data
and validating fall events at the edge. Smart sensors are more complex than normal detectors as they incorporate
miniature processors, noise filters, transducers, and amplifiers. A further type of tracking is a static, within-the-
body implanted sensor[31]. Sensors with both static and dynamic contexts must be consequences, network-
connected, and pleasant to wear. It is crucial to forecast when a fall occurrence may occur. The importance of
aberrant trunk, leg walking time, and body histograms in predicting fall occurrences has been studied. Future
studies should look into dizzy episodes, neurological conditions, heart problems, and gastrointestinal discomfort
(muscle contraction). Assessing fall risks in the proportion of older people utilizing biochemical markers such as
heart rate and blood pressure is the most significant component of the prediction system[32]. The forecasting stage
conclusions are applied to platform loT-based parameters.

6. Conclusions
This paper has reviewed loT architectures, core technologies, and applications along with key challenges. A few
key concluding points are 10T architectures can be broadly classified as 3-layer (sensing, network, application), 5-
layer, SOA-based, and fog computing designs. The optimal choice depends on factors like scale, performance
needs, and application domain. For example, fog computing is well suited for industrial 10T deployments that are
latency-sensitive.

Enabling technologies like low-power sensors, RFID, LPWANS, and embedded Al accelerators are critical for
scaling loT across energy-constrained devices. However, interoperability, standards, and unified data models are
still lacking.

While 10T has tremendous potential for domains like smart cities, homes, and healthcare, substantial technical
and ethical challenges remain around security, data privacy, regulation, and infrastructure costs. For instance,
security is a foremost concern in healthcare 10T, while cost and technical maturity impede smart city adoption.

Research priorities include optimized loT architectures for specific applications, improved device efficiency and
interoperability, robust embedded security mechanisms, decentralized data sharing models, and testing loT
systems at scale.this review has sought to provide a comprehensive landscape of 10T technologies, architectures,
applications and open challenges. As 0T proliferates, overcoming key hurdles around standards, security, and
costs will unlock immense economic and societal value from connected intelligent systems.
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