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1. Introduction

In modern systems of cryptography [1], three main categories of security are important with a focus on the three
forms of attacks [2]. One such vector is side channel attacks [3-5] which utilizes other means such as leakage of
information that is anticipated during the carrying out of cryptographic computations. These attacks utilize the
easily implemented principles of energy consumption, electromagnetic emanations or time related issues to try
and obtain the secret keys or other confidential data. With the application of cryptographic systems extending
from portable computing devices to other areas such as mobile devices and even the relatively new field of
embedded systems, the requirement for efficient countermeasures against side-channel threats has been
heightened. Historical methods of defence like concealing and hiding the identity are proved to be ineffective to
ward off complex attacks and therefore cannot be a substitute for new forms of security improvement [6].

Today, ML is recognized as an effective means in different fields, including cyber-security, as it is an ability to
analyse data and make predictions. For side-channel attack contexts [7-10], ML can be applied to power trace
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data where it is capable of identifying subtle behaviours of traces which are representative of an under method
attack [11]. Using advanced algorithms for Machine Learning it is possible to enhance the performance of attack
detection and build resistance mechanisms that are able to counter current and emerging threats more effectively.
This paper aims at studying the possibility of employing machine learning approaches for the side channel
attacks, especially for the differential power analysis attack, which is among the most researched attack models.

The work utilizes the DPA Challenge Dataset with a special focus on the power consumption traces of AES
encryption operations. This dataset is useful in benchmarking other models concerning identifying side-channel
attacks with the existing models. The research steps that have been included in the current study include; data
collection, data pre-processing, feature extraction, model training and model evaluation. Every one of these
phases is important in getting side-channel data and constructing accurate models that are able to detect between
an attack and a no-attack situation.

Data pre-processing is one of the most important stages which helps in determining the quality and homogeneity
of data for use in developing a machine learning model. In this context, we use noise elimination, normalization
and data partitioning as methods of data pre-processing in this study. Feature extraction heuristically transforms
the data by creating new attributes that accurately express significant features of side-channel signals. Support
Vector Machines (SVMs) are then used to develop machine-learning models for all these features, resulting in
the classification of traces and possible attack scenarios. The effectiveness and robustness of these models are
measured using different metrics with a view to evaluating how well the models perform.

Besides, this paper proves not only the potential of machine learning in side-channel analysis but also reveals
each method's advantages and potential problems. Based on the analysis of the results and the relative
importance of features, it is possible to better understand how machine learning can be utilized to strengthen the
cryptographic system. The study provides significant insights into the SPCA research area and cyber-security as
well as designing new and robust countermeasures and defenses against side-channel attacks. Future works
include examining other newly developed ML algorithms and applying the proposed methodology to other side-
channel attacks [12] and cryptographic protocols.

2. Literature Review

Side channel attacks are a form of attack that champions vulnerabilities not originally in the design of the
cryptographic systems that result in a security breach. Of these, Differential Power Analysis (DPA) has been
quite successful in penetrating cryptographic functions using power consumption [13]. This kind of attack
exploits the weak point of cryptographic computations in that they draw different amounts of power proportional
to the secret key. The works of Kocher et al. laid the initial step toward DPA, showing how power traces could
be used to extract encryption keys. Since then, DPA has become a serious threat to cryptographic systems, which
calls for various countermeasures.

Earlier solutions against side-channel attacks are techniques like masking, which is the process of modifying the
cryptographic operations so that the data-dependent transition in power consumption is made difficult to predict
[14]. Masking techniques, on average, add some form of noise to the computation so as to ensure the power
traces are independent of the secret data. However, these methods can take a lot of time during the analysis and
also cannot thwart all forms of side-channel attack especially where attackers employ statistical tools.
Consequently, the use of side-channel information has been increasing in the application of side-channel attack
defences with the use of machine learning (ML) techniques.

Machine learning applies a viable method for analysing or even preventing such side-channel attacks by
identifying patterns of attack and enhancing the resilience of protection methodologies [15]. For instance, ML
models can be trained with large sets of side-channel measurements whereby it identifies unique features with
attacking signals. In the same paper, Schramm and Par also showed how power traces could be classified using
neural networks, showing how the machine learning could be used to enhance attack detection. Subsequent
works have built upon these by employing enhanced procedures for dealing with side-channel information
including SVMs and CNNs [16].



Alkadhim Journal for Computer Science, VVol. 2, No. 3 (2024)

The DPA challenge data set that is well known among researchers present a suitable reference for modelling the
machine learning methods applied to side-channel analysis [17]. The dataset includes power traces from AES
encryption operations and has been used for experimental evaluation of different machine learning algorithms.
From this dataset several authors have shown that applying machine learning models it is possible to find high
rates of accuracy in the detection of side-channel attacks [18-21] as a way to show the models behaviour in real-
world situations. For instance, the researchers in [22] have used the DPA Challenge Dataset for training and
testing various forms of ML models in order to gain better understanding of their effectiveness and usefulness.

Recent developments in machine learning particularly the deep learning techniques have however reinforced the
chance of side channel analysis [23]. Studies highlighted that applying CNNs and RNNs for feature learning at
on several aspects of power traces and ameliorating the classification rate. In their work [24], presented how
deep learning architectures directly learn two-layered representations of side channel data hence increasing the
attack detection capability. Such developments suggest the increasing attempts to adopt more advanced ML
methods to analyse side-channel attacks as new threats appear.

However, the process of applying machine learning concept in side-channel attacks [25-28] is not devoid of
certain limitations. There are some issues that top their list as challenges facing deep learning: One of them is the
requirement of large datasets of high quality for calibrating and benchmarking. Also, the training of complicated
ML models consumes more computational power while other issues, such as over fitting to certain datasets, are
other issues to consider as well. More importantly, there is still a long way to go in proposing new and advanced
algorithms, high-quality datasets, and more extended machine-learning methods in order to make side-channel
attack protection more effective [29]. Real-time adaptive defence can be included and the concern can be
generalized to other types of side-channel attacks which can also probably offer some ideas for future
exploration.

3. Methodology
The block diagram for the proposed Data-Driven analysis with a machine-learning model is shown in Figure 1.
The detailed explanation of each block in the Data-Driven analysis with machine learning model is as follows:

Data Collection

v

Preprocessing

G

Feature Extraction

¢

Model Training and Evaluation

Y]

Analysis and Interpretation

Figure (1): The block diagram for the proposed Data-Driven Analysis with Machine Learning Model
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3.1 Data Collection
The first in the sequence of the data analysis is the Data Collection block. In this step, you acquire information
from other related sources also known as side channels in cryptographic systems. This data can consist of power
consumption, time logs or electromagnetic emanations depending on the type of side channel analysis being
undertaken. Collection of data can be accomplished through specific implementation of physical output
capturing during cryptographic operations. These data should be gathered under different conditions and attacks
in order to act as the set of all possible realistic attacks.

In addition to the technical aspect of data collection, there is also a practical consideration: to make sure that the
data collected is accurate and of sufficient quantity to resolve the tested hypothesis. The data that is collected has
to represent a wide range of cryptographic algorithms and the different possible configurations of the system in
order for the machine learning algorithms to be developed correctly. When implementing the data-gathering
process, it is critical to follow the right procedures so as to eliminate bias and guarantee the validity and
reliability of the data collected. The data collected is used as the input for the pre-processing stage of the system
once it has been collected.

3.2. Pre-processing

Pre-processing is an important process of cleaning raw obtained side channel data before it is subjected to
further analysis. This process, therefore, entails using techniques that would help filter the data to help eliminate
what could be regarded as noise or artifacts. For instance, power traces could contain noise that is out of phase
with the actual cryptographic operations, hence the need to remove them. Normalization is the other important
part of pre-processing, where the data values are brought to a common scale. This assists in standardizing it and
improves the efficiency of the machine learning algorithms; data must often fall within certain ranges to enhance
learning on it.

Apart from noise filtering and normalization, other pre-processing step is data segmentation since, most of the
time, traces are continuous and contain plenty of data. This segmentation can help to simplify the analysis and
exclude some moments of the cryptographic operation or its certain phases. When you pre-process the data in the
right way, you are improving its quality and relevance by making it ready to be fed to the feature extraction
process and the construction of the machine learning models. Pre-processing helps make the final data used to
feed the machine learning model more accurate and free from noise so as to yield accurate results.

3.3. Feature Extraction
The Feature Extraction block aims to obtain further information from the data after it has been passed through
pre-processing. In this step, out of raw data, features are built that describe patterns specific to side-channel
attacks. These could be simple values such as mean and variance, frequency components derived from the
Fourier transforms or temporal characteristics derived from the original signals. The objective here is to
transform the side-channel data collected into a set of manageable features that would, in turn, represent the
attack patterns or the cryptographic operations in the study.

Feature extraction can also enunciate techniques that are used in data reduction, such as the use of PCA where
needed. Reducing the dimensionality can be useful for the reduction of the number of features and retain the
most vital information for improving the performance and efficiency of the chosen machine learning algorithms.
Thus, the right selection and extraction of features that can go into the models ensures that only relevant features
with informative contents are taken, this is useful when it comes to analysis and detection of attack.

3.4. Model Training and Evaluation
In the Model Training and Evaluation block, you fine-tune and build the machine learning models making use
of feature vectors derived in the previous segment. In the model training process, classifiers like Support Vector
Machines (SVMs), Neural Networks or any other classification method is used to develop model from the side
channel data. The training process is to make them to be trained with labelled data such as attack or non-attack
scenario of the side-channel so that the models can be trained to identify conditions or predict certain outcomes.
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After the models are trained, the process of evaluation takes place in order to determine the performance level of
the models. This is done through the identification of quantitative measures of effectiveness, including accuracy,
precision, recall, and F1-score, for the models to identify and categorize side-channel attacks. Regularization
techniques could be used in order to avoid the models’ over fitting to the training data set, and cross-validation
could be used in order to check how well the models perform on unseen data. Using the above evaluation results
makes it possible to refine the models that will be best suited for practical use in side channel attack analysis,
and the results will provide reliability and strength.

3.5. Analysis and Interpretation
The last block is the Analysis and Interpretation, where results from the model training and evaluation are
assembled. This step deals with the identification of the degree of success that the machine learning models have
achieved in analysing side-channel data. By evaluating the calculated performance metrics and examining the
models’ outputs, one can define which models and features were the most effective in side-channel attack
identification and characterization. The strengths and weaknesses of the models are identified in this analysis and
this can be useful for further enhancement.

Also, feature importance analysis is performed in order to determine which part of the data was most useful in
making the model predictions. This information is useful to enhance the feature extraction stage and bring high
accuracy of the model. These overall observations from this block contribute towards making conclusion
regarding the effectiveness of various methods belonging to the branch of machine learning in the analysis of
side-channel attacks and offer directions for improvement for future studies or tangible applications.

4. Results and Discussion
In this particular case, we have shown how each module of the proposed methodology can be used for analysis
of a side-channel dataset. The results indicate a standard data acquisition sequence to modelling and model
assessment and interpretation. This is a very basic example, and the numbers are not realistic. However, it does
serve to give an accurate, practical representation of how to use a certain type of machine learning to identify
and mitigate side-channel attacks.

Side-channel data that must be collected in the data collection phase includes data that will be used in
subsequent analysis. For this example, we used the DPA-CCA challenge Dataset, which includes the power
traces captured from cryptographic primitives like AES encryption. This dataset contains power measurement
values when ciphering with plaintexts and respective ciphers. Gathering this information entails employing an
apparatus that records conventional power samples with high accuracy over time, central to the side-channel
investigation.

For the experiment, we obtained 1000 power traces, with every trace containing 500 time points. This dataset
covers a range of cryptographic operations, thus providing a full view of the power consumption depending on
the operations and attack types. The aim is to collect a rich variety of traces whose tendencies can be either pro-
attack or the opposite, using these examples for building and testing machine learning models.

Pre-processing is very crucial in side-channel analysis since the collected raw side-channel data need to be
processed. In this step, power traces obtained during collection are pre-processed by first cleaning them then
normalizing them. For example, the values of power could be noisy because of different kinds of interferences or
imperfect characteristics of the hardware. To overcome this issue, we used moving average filter with span of 5
time point so as to reduce inflammation in the data. Further, normalization was done to bring the power readings
in the range of 0-1, in order to make all traces similar.

This was also applied for the purpose of data segmentation so that large volume of data could be dealt easily.
Every power trace was split into 10 sections, each of them including fifty time points. This segmentation makes
the task easier, and it is possible to analyse data in fragments which can be processed separately. Once pre-
processing is done, the data is in a good format to go for feature extraction with clearly measured data making
future machine learning processes more efficient. Table 1 shows the results of various pre-processing steps.
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Table (1): Results of various preprocessing steps.

Preprocessing Step Details
Noise Filtering Moving average filter (window size = 5)
Data Normalization Scaled to range [0, 1]
Data Segmentation 10 segments of 50 time points each
Number of Segments 10,000 segments (1000 traces x 10)

Feature Extraction basically involves pre-processing of the data to an array or vector that can be fed to machine
learning algorithms. Actually, in this step, a number of statistical and frequency-domain features are extracted
from the calculated power traces. For example, the mean and variance values of the segments as the statistical
measures are used in the case. Also, to analyse frequency-domain characteristics, which can point to attack
patterns or cryptographic processes, we use Fast Fourier Transform (FFT). There is always a problem of data
complexity and this requires the use of methods such as Principal Component Analysis (PCA). This is due to the
fact that PCA decreases the dimensionality of data while maintaining most of the variance, and therefore making
the training of the models easier as well as enhancing the models compactness. For instance, we limited the
features to 5 principal components, although the results could consist of up to 20 different features of the data,
and their selection limited the amount of variance to 5%, indicating a high correlation between the original data
and the selected computers. Table 2 shows the results of feature extraction step.

Table (2): Results of feature extraction.

Feature Extraction Step Details
Statistical Features Mean, variance
Frequency-Domain Features FFT coefficients
Dimensionality Reduction | PCA reducing features to 5 components
Variance Retained 95%

In the model training and evaluation step, detailed machine learning models are created as well as evaluated
using the extracted feature. For this example, we employed the Support Vector Machine Classifier, also known
as SVM classifier. The SVM in training classifies the traces as either being an attack or not using the feature
vectors. In the model, some portion of the data is used for training the model while the remaining portion is
utilized for testing the performance of the model. Evaluation parameters for a model include accuracy, precision,
recall, and F1 score to establish its standing. Cross-validation helps in minimizing the chances of over-fitting,
that is if the model performs good only on the training data. In this experiment we used the SVM model and
found that it has 88% accuracy on the validation set which is a good indicator of ability of the model to correctly
detect side-channel attacks. Table 3 shows the results of performance metrics.

Table (3): Results of performance metrics

Performance Metric Value
Training Accuracy 92%
Validation Accuracy 88%
Precision 87%
Recall 89%
F1-Score 88%

Analysis and Interpretation also entails the assessment of the results which are generated from the phase of
model training. This step involves comparing different performance indicators with an aim of understanding how
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the model is capable of identifying side-channel attacks. For instance, in our case, a high value of AUC ROC of
above 0.98 for SVM model demonstrates high precision and recall rate for attack and non-attack traces
highlighting the discriminative capabilities of the model between different conditions. Ranking of independent
variables is also carried out to ascertaining features that made the most contribution in the model. Indeed, FFT
coefficients were found to be the most significant features especially those with coefficients in low frequency
range. It will also further enhance the future feature extraction and the overall performance of the model to give
directions to the subsequent works and study.

4.1. Discussion

This study provides valuable information on the use of machine learning for side-channel attack detection and
prevention. The pre-processing phase was very beneficial in anticipation of the analysis phase: removal of noise
and normalization of the power trace data strengthened the part and calibre of the input. Due to the application of
the proposed methodology, the traces were split into segments, and, thus, appropriate statistical and frequency-
domain features were extracted to form a strong dataset for machine learning. After training those features, the
Support Vector Machine (SVM) model proved highly efficient in attaining the highest accuracy of 88% on the
validation set. Such level of accuracy demonstrates that the side-channel data and machine learning techniques
can identify even the most complex attack patterns and admit that the models can distinguish between the attack
scenario and the non-attack one. In addition, feature importance analysis also indicated that frequency domain
features such as FFT coefficients offered significant contributions to the model. Thus, this finding accentuates
the need to use side-channel information of different forms of features for capturing the various aspects of them.
The success of the SVM model applied to the case proves the utility of the machine learning approach in
strengthening the cryptographic system’s protection mechanisms. However, the results also indicate future
research directions, including trying even better algorithms or using the concept of real-time adaptive defence
systems. Therefore, when expanding this research to the other kinds of attacks and the cryptographic techniques,
one can improve the countermeasures against side-channel attacks.

5. Conclusion

The analysis of side-channel attacks and their countermeasures is presented in this work; machine learning is
applied in the net attack counteraction based on the DPA Challenge Dataset. Using a systematic approach
involving data acquisition, data cleansing, feature extraction, and model assessment, we efficiently used SVMs
to differentiate real power traces from AES encryption with very high accuracy. The noises from the data were
filtered and normalized so as to ensure that the passage of the information was clean and standard feature
selection captured the fact that a strong signal in the frequency domain is important when it comes to the
detection of attacks. The implementation success of the SVM model with an accuracy of 88% proves that
machine learning can contribute to creating more secure cryptographic systems against side-channel attacks.
Future research can augment these results by considering more intricate machine learning algorithms and
methodologies to enhance the detection and categorization of attacks. For example, its extension to deep learning
models like CNN or RNN can be explored to discern more intricate patterns in side channel signals. Moreover,
adopting these models could assist in integrating real-time defence mechanisms toward sophisticated
countermeasures that can alter with new attacking schemes. Extending the study to incorporate other kinds of
side-channel attacks, such as electromagnetic or timing, and applying the methodologies across different/in
different cryptographic algorithms and hardware can be useful in better understanding how to improve
cryptographic security.
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