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Abstract 

This study presents an enhancement to the Direct Sequence Spread Spectrum 

(DSSS) algorithm aimed at transmitting high data rate signals over low-

frequency passbands. By utilizing a random number to generate a new 

encryption key, the complexity of both encryption and decryption processes is 

significantly increased. The original signal undergoes multiplication with a 

spreading code, resulting in a random matrix that obscures the original data and 

enhances security. The research employs Binary Phase Shift Keying (BPSK) 

modulation to effectively transmit the spread signal, optimizing bandwidth 

utilization and mitigating channel impairments. Simulation results conducted 

using MATLAB demonstrate that the proposed DSSS method achieves low Bit 

Error Rates (BER) under various conditions, confirming its robustness against 

interference. Furthermore, the findings indicate that the combination of high 

data rate transmission and low-frequency passbands using DSSS has promising 

applications in diverse fields such as industrial automation, remote sensing, and 

military communications. Overall, this research contributes to advancing secure 

and efficient communication systems by leveraging DSSS techniques.

  

1. Introduction and literature review 

High data rate transmission over low-frequency passbands is valuable in wireless communication systems, 

particularly in scenarios where long-range coverage and penetration through obstacles are essential. Examples 

include long-range internet of things (IoT) [1], Free space optical (FSO) communication system [2], and wide-

area chaotic systems [3,4]. Multiple methods for disseminating information signals, which can be employed to 

generate targeted signals. These methods encompass: Direct Sequence Spread Spectrum (DSSS), Frequency 

Hopping Spread Spectrum (FHSS) and Time Hopping Spread Spectrum (THSS) [5,6]. The DSSS technique 

represents one of the developed spread spectrum techniques to increase resistance against interference and enhance 

data security. By utilizing a distinct code, the DSSS system expands the baseband signal, which has been digitally 

modulated with information. This system boasts easy implementation and facilitates high-speed data transmission 

[7]. Spread spectrum communication, in comparison to narrowband communication, exhibits a robust resistance 

to interference and can effectively ensure the reliability of the communication system [8]. As the spreading factor 

increases, the Bit Error Rate (BER) performance improves [9]. DSSS has various applications in our daily lives, 

enabling robust wireless communication [1,10], high data security [11,12], improved minimum detectable signal, 

extended transmission distance [13] and jamming attacks prevent [14]. Various types of codes can be used for 
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spreading and encoding data, the choice of the code depends on the specific requirements, system constraints, and 

the trade-offs between complexity, performance, and application-specific considerations [15]. DSSS codes of a 

signal have different effects on the compensation of nonlinear signal distortions and external interference [16,17].  

The commonly used modulator in DSSS systems is Binary Phase Shift Keying (BPSK) due to its simplicity and 

robustness. BPSK is often suitable for applications with lower data rates and where power efficiency is a critical 

factor [18-20]. A secure communication system that combines chaos and (DS/SS) techniques are presented by 

[21]. A theoretical analysis of the principles and characteristics of the DSSS system, along with a comparison to 

another widely used technology, is provided by [5]. Detecting differential DSSS signals has been tested [22]. [23] 

proposed a technique for estimating the spreading code of non-periodic long-code DSSS (NPLC-DSSS) signals. 

To estimate delay and frequency offset for DSSS signals, [24] designed two discriminators. A Doppler frequency 

search strategy for DSSS signal acquisition was detailed by [25], while [26] proposed a fractal dimension 

estimation scheme for the DSSS frame preamble. A purely signal-processing based anomaly detector is developed 

for (DSSS) signals [27]. Multilocation radio signals are employed with (DSSS) to adapt Power Wireless Control 

Systems (PWCS) to mitigate existing narrow-band interference [28]. A multi-criteria synthesis approach for 

generating signals using (DSSS) in order to adapt Cognitive Radio Communication Systems (CRCS) to complex 

interference conditions are provided by [29]. [30] present several key results demonstrating the effectiveness of 

the 3DES system for secure data transmission using DSSS. The specific problem being addressed in this study is 

the challenge of transmitting high data rate signals over low-frequency passbands while ensuring robust security 

and reliability in wireless communication systems. As wireless technologies evolve, there is a growing need for 

efficient methods that can maintain high data integrity and security, especially in applications requiring long-range 

coverage and penetration through obstacles. The unique contribution of this study lies in its proposed enhancement 

to the DSSS algorithm. By integrating a random number generation process to create new encryption keys and 

employing mathematical operations, particularly multiplication, on the original signal, the study significantly 

increases the complexity of both encryption and decryption processes. This approach not only improves data 

security by obscuring the original information but also optimizes bandwidth utilization and mitigates channel 

impairments. Through simulations conducted using MATLAB, the research demonstrates that the enhanced DSSS 

method achieves low BER under various conditions, confirming its effectiveness against interference. 

2. Methodology 

The study involves encoding data sources using spread codes and subsequently modulating the resulting spread-

spectrum signal with BPSK before transmission. The carrier frequency is set lower than the bandwidth occupied 

by the spread data to effectively modulate and shift the signal into the desired frequency range. On the receiving 

end, demodulation is performed using a locally generated replica of the pseudonoise (PN) sequence for 

synchronization.The research includes a simulation program that investigates various stages of DSSS processing 

with a focus on digital data comprising 30 bits. The data undergoes spreading using codes before being modulated 

with BPSK and transmitted. The received signal is demodulated and despread, allowing for comparison between 

received and transmitted data bits to calculate BER. Figure 1 illustrates the main steps in creating DSSS signals. 

The transmitter (Tx) performed the following processes: Generation of information signals, spreading process 

using BPSK modulation of the spread signal. The resulting spread signal, obtained by spreading the information 

signal, was then modulated with BPSK. At the receiving side (Rx), the reverse process takes place, which involves 

demodulation and dispreading. The demodulation process is applied to the received signal, followed by the 

dispreading process. 
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Figure1: The structure of the DSSS system: (a)Transmitting end (b) Receiving end. 

To despread the Direct Sequence (DS) signal, it is multiplied (correlated) with a locally generated replica of the 

PN sequence. Conversely, a jammer, characterized by an incident power level J and a bandwidth of BJ, is spreaded 

in such a way that the power spectral density (SJ) at the output of the correlator matches the expression provided 

in equation (1) [15]. 

𝑆𝐽 =
𝐽

(𝐵𝐽 + 𝐵𝑆𝑆)
                      (1) 

The given expression clearly illustrates that a narrowband jammer tends to be more effective in interfering with a 

direct sequence receiver compared to a wider bandwidth jammer [15]. 

 

3. Results and Discussions 

3.1 DSSS Simulation Results on Channels 

The processes of generating information signals, spreading the signal, and BPSK modulation of the spread signal 

are performed at the transmitter. The resulting spread signal, created by spreading the information signal, is then 

modulated using BPSK. Figure 2 illustrates key processes, including the encoding and decoding of original signals, 

as well as the analysis of spectral power densities under various conditions. Both BPSK and the power spectral 

density (PSD) are depicted. 



Alkadhim Journal for Computer Science, Vol. 02, No. 4 (2024) 

  

4 

   

Figure 2. The encryption and decryption process using DSSS. It compares the original signal with its encrypted version, 

showing how one bit is spread across multiple bits in the processed signal, enhancing security. 

Various mathematical operations applied to the spread signal were tested, each influencing security differently. 

Tests were conducted on several mathematical operations applied to the spreader signal values, which were 

encoded and decoded alongside the modulated values of the BPSK signal. Figure 3 illustrates the modification 

process, where the spreader signal function is multiplied by the carrier function to evaluate its impact on security. 

The original baseband pulse of amplitude modulation (PAM) signaling-such as audio, video, or image data is 

transmitted without modulation and then spread using the DSSS technique. 

                  (a ) 
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                   (e ) 

 

 

Figure 3. Modifications on the Spreader Signal Function. (a) multiply it by the carrier function, (b) the spreaded signal is 

multiply it by the cot function, (c) with the exp function, (d) with the tan function, (e) with the tan function. 

Figure 3 demonstrates the effects of various mathematical operations applied to the spread signal, such as multiplication 

with different functions (e.g., carrier, cotangent, exponential). The results emphasize how these operations influence signal 

security. Some operations preserve identifiable features of the original signal, while others produce a more obscured output, 

offering better security. However, it is observed that the signal characteristics resulting from these calculations do not fully 

encode the image, as certain features of the image remain discernible. In Figure (3-e), the experiment stands out among 

prior tests for yielding a highly optimized modulated signal with significantly improved encryption quality. This 

improvement is attributed to the numerous adjustments made during the testing process. The spectral power under different 

conditions, as shown in this figure, reveals the impact of each encoding method on spread spectrum capacity. The original 

Pulse Amplitude Modulation (PAM) signal exhibits a smaller spread spectrum capacity due to lower noise levels, whereas 

BPSK-modulated signals display greater spectral power. This analysis underscores the effective utilization of bandwidth in 

DSSS while maintaining signal integrity. 

Table 1 and Figure 4 summarize the encoding and decoding time results for the scenarios depicted in Figure 3. The 

results indicate that encoding and decoding times increase with higher encryption strength due to the increased 

complexity of the mathematical operations involved. 
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Table 1: Time coding of a DSSS-BPSK system 

function encoding Time  (Sec) decoding Time (Sec) 

a 0.38147   0.0024951   

b 0.3958   0.0025539   

c 0.47225 0.0038208  

d 0.55475   0.006727   

e 0.46108   0030175   

 

 

Figure 4. Time coding of a DSSS-BPSK system 

Figure 5 displays the BER for different delay values in a DSSS-BPSK system. The Bit Error Rate performance was 

evaluated under varying delay values, confirming that increased delays improve noise immunity while maintaining low 

error rates. The results confirm that increasing delay values can enhance noise immunity and reduce interference, leading 

to lower BER percentages. This finding underscores the effectiveness of the proposed method in ensuring reliable data 

transmission under varying conditions. The BER in a DSSS-BPSK system can be affected by various factors, including the 

spreading code, delay values, channel conditions, and receiver design.  

   

Figure (5): Bit Error Rate for different delay values and BPSK, respectively. 

The study shows that DSSS successfully encrypts and decrypts signals, with the encrypted signal exhibiting high 

security. It also reports low BER across various conditions, indicating the method's resilience to data loss. BER is 
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influenced by factors such as spreading code length, channel conditions, and delay values, with increased delay 

improving noise immunity. MATLAB simulations confirmed that DSSS enables efficient data transmission over 

low-frequency passbands, optimizing bandwidth usage and mitigating channel impairments. The results 

demonstrated superiority compared to similar studies, as shown in [30]. 

4. Conclusions 

In this paper, high data rate signals over low-frequency passbands in a DSSS-BPSK system enable efficient 

spectrum utilization, enhanced robustness, improved security, and the potential for higher data rates. By integrating 

a random number generation process for key creation and applying multiplication in the encoding phase, 

encryption complexity is increased, making unauthorized access more difficult. BPSK modulation optimizes the 

transmission process, efficiently utilizing bandwidth and reducing the effects of channel impairments. Simulation 

results confirm that the proposed DSSS method achieves low Bit Error Rates (BER), enhancing its robustness 

under various conditions. The research highlights the importance of mathematical operations in improving signal 

security by obscuring original data characteristics. It also identifies practical applications for the enhanced DSSS 

approach in industrial automation, remote sensing, and military communications. Future research may focus on 

real-world implementation challenges and the exploration of alternative spreading codes to optimize performance 

in diverse communication scenarios. As technology evolves, these advancements can be leveraged to improve 

efficiency and security in data transmission. 
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