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Cyberattacks are becoming more advanced, challenging
the traditional defenses based on signature-based and rule-
based approaches. The current literature on generative
artificial intelligence (GenAl) in the context of
cybersecurity is disjointed based on model family or area
of application, and it does not combine technical
performance indicators with practical implementation
limitations, making a comprehensive picture impossible.
To fill this gap, the study conducts a comprehensive
review of peer-reviewed articles and conference papers
(2021-2026) indexed in Scopus and ScienceDirect, and
Springer databases, involving the use of GenAl as a
defensive cybersecurity tool. These papers are divided into
() GenAl model family: generative adversarial networks
(GAN), large language models (LLM), variational
autoencoders (VAE), diffusion models, and hybrid
GenAl; (Il) application domain: intrusion detection,
malware detection, anomaly detection, threat intelligence,
privacy-preservation,  vulnerability  detection, and
phishing and spamming detection; and (Ill) defense
strategy: reactive, proactive, and adversarial. GenAl
typically increases the accuracy of detection and data
efficiency and provides active defense. Nevertheless, the
practical validation is usually limited to offline tests that
apply imprecise metrics. The paper provides the
performance—efficacy trade-off model, which relates
technical standards and realistic implementation
limitations. It also identifies a research roadmap in the
future focused on creating autonomous, privacy-
protective, and trustful GenAl-powered cyber defenses
and suggests a living review platform to keep track of
advances in the fast-changing area.

1. Introduction

The cybersecurity environment has experienced unprecedented changes, where more advanced techniques are
used by attackers through the aid of artificial intelligence. This dynamic threat environment is an obstacle to the
effectiveness of traditional rule-based and signature-based security mechanisms which creates a need for
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adaptive defenses. Models used to produce synthetic data examples, which replicate the statistical distributions
of their training sets, are also widely called generative artificial intelligence (GenAl). Generative models,
conversely, learn complex patterns/structures [1], [2]. Discriminative models are concerned with classification
activities. This capability is beneficial for cybersecurity, enabling the development of normal behavior models,
generate synthetic attack vectors to test, and develop data representations with privacy [3], [4].

The use of GenAl represents a paradigm shift in the process of analyzing and deterring cybersecurity threats,
providing new methods to simulate attacks, anomaly detectors, and creating adaptive responses that advance
along with new threats [5], [6]. This shifts the field from reactive defense measures toward dynamic security
frameworks. Generative models excel at representing complex data distributions, making them useful for
modeling both normal system behavior and complex attack vectors [3], [4]. By synthesizing diverse attack
environments and training on heterogeneous datasets, these models improve threat detection and build resilience
against novel threats [5], [6].

GenAl is applied across diverse cybersecurity subfields. Generative models used in intrusion detection systems
(IDS) allow the detection of unusual network patterns which are not conforming to current baselines [4], [5].
Generative techniques can be used in the vulnerability detection process to generate real patterns of the code,
which helps determine possible security vulnerabilities [6]. These models significantly preserve privacy in that
they produce artificial sets of data that are statistically acceptable and protect sensitive data [7].

GenAl technologies applied to malware analysis generate controlled variations of malicious software, which
can be introduced to a rigorous test and extensive analysis [1], [8]. Code analysis, threat intelligence, and policy
development using GenAl have once again transformed the forward-moving power of planning by interpreting
various code structures, finding hidden susceptibilities, and generating the actionable results in an approachable
way [6], [9]. Similarly, GenAl models have significant potential to produce various high-quality synthetic
cybersecurity data [1], [5]. This transition is necessary because cyber threats are constantly evolving because of
the risk posed by Al-centric attacks, advanced persistent threats (APTs), and a growing attack surface. The
conventional methods of mitigation cannot keep up with the pace, sophistication, and variety of contemporary
threat landscapes [2], [10]. These limitations hinder the interception of zero-day exploits, APTs, and
polymorphic malware that have specifically been crafted to bypass the use of static defenses [7], [8], [11].
While there have been prior studies focusing on particular aspects of Al in cyber security, a comprehensive
review of GenAI’s complete impact has yet to be conducted. This paper seeks to fill this gap by unifying current
studies and offering insights into future research direction.

1.2 Contributions
The main contributions of this research paper include the following aspects that focus on methodological advancements,
general analytical synthesis of the research, and practical advice to the cybersecurity community:

e It provides a multidimensional, unified classification of GenAl applications in the field of cybersecurity,
which is defined in terms of the type of model, field of application, and strategy of protection, thus
enabling practical deployment and theoretical analysis.

e It conducts an extensive literature review of peer-reviewed papers (2021-2026), compares generative
models, such as generative adversarial networks (GAN), variational autoencoders (VAE), diffusion
models, and large language models (LLM), and points to their respective strengths, weaknesses,
implementation issues, and effectiveness in the real world in relation to various defensive areas.

e It provides qualitative summary comparison tables and graphs that combine research developments, model
potential, and unresolved issues, as a useful resource to researchers, analysts, and policy-makers.

o Itdevelops a new performance—efficacy trade-off that could be used to turn the model selection and bridge
the gap between technical benchmarks and operational cyber defense requirements.

e It also presents a strategic roadmap for future research based on autonomous cyber defense, privacy-
preserving federated learning, ethical Al, and explainable, trustworthy, and adaptable Al security solutions
that can be applicable in the real world.

e It suggests a unique live review structure that helps dynamically improve the results of the review,
guaranteeing its relevance in the dynamic conditions of constantly changing trends in the generation Al
technology and a state of threat.

1.3 Scope and Methodology
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The semantic search involved using ScienceDirect, Springer, and Scopus to find the literature regarding GenAl-
based cyber-security. The search query was the following: (“Generative AI” OR GAN OR VAE OR Diffusion OR
LLM OR GPT) AND (Cybersecurity OR Threat OR Malicious OR Intrusion OR Malware OR Vulnerability OR
Phishing OR Spam).

In order to ensure the relevance and quality of the studies, we applied various filters: Field (Computer Science),
Document Type (Article or Conference Paper), Language (English), and Publication Year (2021-2026). The
duplicates were removed, and the rest of the records were filtered.

Title screening removed articles that were not on GenAl-driven cyber-security, had no full-text access, or were on
offensive instead of defensive approaches. The inclusion criteria in abstract screening were the necessity to
research the use of generative Al techniques in defensive cybersecurity and provide in-depth empirical data. Papers
with insufficient methodological coverage or those that used non-cyber-defense methods are waived from the
comprehensive review of the text. We selected 99 studies for final analysis.

1.4 An Overview

This section provides a foundational overview of the primary GenAl model architectures discussed in this review.
The core mechanics and cybersecurity applications of GAN, VAE, LLM, and diffusion models are delineated to
establish the necessary technical context for the subsequent analysis.

GenAl Models

GenAl models are diverse machine learning frameworks designed to produce new data samples that resemble real-
world data without replicating it exactly. These models play a crucial role in cybersecurity by enabling the creation
of synthetic datasets for testing, enhancing threat detection through anomaly identification, and supporting secure
data sharing. Their flexibility across modalities—text, images, and network traffic—makes them indispensable
tools for simulating and anticipating evolving cyber threats [12], [13].

GAN

GAN use two competing neural networks—a generator that creates data and a discriminator that distinguishes real
from fake samples. Through this adversarial process, GAN learn to produce highly realistic outputs [14]. They
have seen wide use in image generation and data augmentation, and in cybersecurity, they help simulate attack
traffic, design adversarial examples, and support intrusion detection system testing [13].

VAE

VAE combine standard autoencoders with probabilistic latent variables, allowing them to reconstruct inputs and
to generate novel data by sampling from their learned distributions [15]. Their probabilistic design makes them
particularly suitable for anomaly detection, where unusual or malicious activity can be revealed by poor
reconstruction quality compared to known normal patterns [16].

LLM

LLM are transformer-based generative systems trained on large text datasets, enabling them to produce coherent
and contextually relevant text outputs [17], [18]. In cybersecurity, they increasingly support automated
vulnerability detection, the drafting of security reports and policies, and conversational tools for security analysts
[19]. While powerful, their reliability and potential misuse (e.g., generating phishing content) remain concerns.

Diffusion Models

Diffusion models generate data by reversing a gradual “noising” process, where information is first destroyed and
then reconstructed step by step with learned denoising functions [20]. Unlike GAN, they are stable to train and
now achieve state-of-the-art results in high-quality synthesis [21]. In cybersecurity, their ability to produce realistic
synthetic traffic and privacy-preserving data makes them promising for intrusion detection, adversarial defense,
and controlled malware simulation [22].

2. Related Review Studies

This synthesis structures 14 reviews (2024-2026) into three main analytical categories, each having subcategories,
to clarify key concepts, determine trends, and reveal gaps in the review landscape itself.
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2.1 Domain-Focused Reviews
These reviews look at the implementation of GenAl in certain operational settings or technical sub-areas of
cybersecurity.

e Intrusion & Network Security: [23], [24] concentrate on the application of GAN and VAE to improve
detection through the creation of synthetic traffic and detection of malicious behavior. Nevertheless, real-
time deployment and new transformer-based models are usually overlooked in these reviews.

o 0T & Embedded Security: [4], [25] discuss GAN in tasks related to the 10T, including lightweight IDS
and device authentication. The major weakness is that the analysis of computational overhead in resource-
constrained settings is not done.

e Autonomous Systems & Cyber-Physical Security: [26] examines the use of GAN and transformers to
improve the security of drones and self-driving vehicles by augmenting the data but does not provide much
information on scalability in practice.

o Digital Forensics & Incident Response: [27] discusses the use of LLM to automate the process of
forensic analysis and evidence reconstruction in the cloud but does not adequately cover the legal
admissibility of Al-generated evidence.

The reviews analyze the architecture of the familiar GAN and VAE models to address domain-specific and data-
oriented security challenges. They possess a stable and highly detailed technical concentration on algorithmic
applications that are applicable in tasks like anomaly synthesis. Nevertheless, these analyses do not fit the
operational needs because they are still in the silos of analysis and do not give much consideration to the problem
of real-world integration and scalability. Consequently, the primary conclusion is that such studies are authoritative
technical manuals in certain fields of issues. One of the most important gaps is the lack of coverage of new
architectural paradigms and cross-domain application directions.

2.2 Model & Capability-Centric Surveys
Such surveys consider GenAl in a transversal way, separating analysis by model family or general functional
capability.
e LLM Evaluations: [28] provides specific benchmarks, comparing 42 LLM in tasks like malware detection.
[29] discusses ChatGPT and DALL-E about password security and threat intelligence. The two studies point at
the danger of obsolescence.

e Dual-Use & Offensive/Defensive Taxonomies: [30] classifies the dual purpose of GenAl and provides a
hierarchical taxonomy of 154 studies of models that involve GAN, GPT, and RL. Autonomous security
improvements are analyzed in [7]. A recent study provides a taxonomy-based analysis of the dual-use of
GenAl in the vulnerability assessment and risk management [31]. It provides a framework of categorizing
LLM, GAN and reinforcement learning (RL) approaches in the cybersecurity lifecycle on a structured and
model-focused basis. The taxonomy is quite comprehensive, but the synthesis remains largely descriptive,
and it does not offer a critical, comparative analysis of the relative effectiveness, limitations, and
implementation tradeoffs of the surveyed methodologies. The main weakness of these works is that they
are theoretically oriented and there is little discussion on the actual implementation.

o Empirical Tool-Based Assessments: [32] is the only one to measure the usefulness of ChatGPT-3.5 in
various steps of penetration testing and provides practical application information, but the results are
limited due to the single model.

This category evaluates GenAl in a model-focused perspective, measuring specific families and defining their
dual-use capabilities in the sphere of cybersecurity. These surveys always provide organized, advanced
descriptions of the field. They are conflicted by the tension between broad theoretical taxonomies and narrow
empirical assessments. They contributed in providing a crucial, macro-level description of dual-use potential;
however, there is still a substantial gap in the form of a substantive gap because they do not fully cover the
generative model continuum and are not dynamic but rather analytic.

85



Alkadhim Journal for Computer Science, Vol. 4, No. 2 (2026)

2.3 Holistic & Governance-Focused Surveys
These studies are more inclined toward macro-level structures, ethics, and strategic execution rather than technical
specifications.
e Systematic Lifecycle Frameworks: [9] presents a five-stage lifecycle of responsible Al deployment informed
by a PRISMA-based analysis, but this is mostly theoretical and has not been empirically validated.

e Strategic & Implications Overview: [33] explores the transformative potential of GenAl and related
ethical issues but does not concentrate on the particular implementation issues.

Taken together, these contributions shift the focus away from technical mechanisms to macro-level governance,
ethical, and strategic frameworks that are necessary in responsible GenAl adoption. They are consistent in raising
the discussion to high non-technical levels, like ethics and compliance, but also point out a conflict between high-
level, model-agnostic principles and the need to provide actionable, model-specific advice. Their fundamental
value is to establish principles upon which integration is to be based; however, there is a big gap between these
principles and specific governance protocols and legal standards that are architecture specific.
Collectively, these review studies chart the potential of GenAl and demonstrate a fragmented and incomplete landscape. A
consistent trend is the overwhelming presence of analyses about GAN, VAE, and LLM, which leaves a significant blind spot
regarding diffusion models and other emerging architectures. The main contradiction is between highly specialized application
studies of existing models and more general, but still incomplete, model surveys. There are still critical synthetic gaps, such
as the lack of coherent frameworks between models, domains, and defense strategies; the lack of emphasis on trade-offs
between computational resources; a theoretical focus that is loosely connected with operational realities; and an overall
tendency toward descriptive landscapes that offer weak comparative evaluations of the dependence of data sets and model
cross-applicability.

3. Classification Framework and Taxonomy
This paper identifies shortcomings in previous reviews whose main peculiarity was predominantly divided
subdomain scopes and taxonomies described. In turn, it proposes a unified, multi-dimensional classification.
As depicted in Figure (1), a three-core axis framework is simultaneously involved in this framework:
e GenAl Family: The types of models described include the GAN, VAE, diffusion models, LLM, and hybrid
GenAl.
e Applications Domain: Intrusion detection, malware analysis, privacy preservation, vulnerability
detection, and phishing, and spamming detection.
o Defense Strategy: Covers reactive, proactive, and adversarial resilience.
This taxonomy provides a great support to decision-making by providing explicitly attuned capabilities of
models to domain-specific operational demands and hypotheses to defense paradigms, providing enhanced
comparability, and directing future investigations into scalable and credible systems.
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Figure (1): Multi-dimensional classification framework

4. Literature Review

The body of research on GenAl for cyber-security has expanded substantially in recent years, driven by
advancements in generative architectures and the evolving landscape of cyber threats [1], [2]. GenAl models—
GAN, VAE, diffusion models, and LLM—enable the generation and synthesis of new data instances mimicking
complex real-world cyber behaviors [7], [8].

4.1 Thematic Trends
Most of the available literature focuses on the following domains:

Intrusion Detection
Recent GenAl breakthroughs have transformed IDS research, as they have provided models capable of generating
synthetic network data, improving the detection quality, and allowing resilience to new cyber threats.

e GAN-Based Frameworks: They have proven to be very effective in solving the problem of data
imbalance and underrepresentation of attacks in intrusion detection systems. They create high-fidelity
synthetic examples, which increase the diversity of datasets and significantly enhance key detection
metrics. Experimental comparisons of ACGAN, WGAN, and CTGAN models indicate that the models
achieve precision, recall, and F1-scores of up to 98.0-99.0% [34], [35], [36]. Hybrid approaches like AE-
WGAN and WGAN-AE also increase recall and training effectiveness of loT-based detection, despite the
recognized computational cost and stability issues [37], [38]. Semi-supervised systems such as CL-GAN,
GPIDs, and GUIDE have demonstrated the ability to identify zero-day and contextual attacks in 10T,
vehicular, and UAV systems with acceptable latency, but only specific types of attacks, such as DoS and
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botnets, can be detected [39] [40], [41]. Privacy-sensitive methods like FEDGAN-IDS can also be used to
perform federated learning at high accuracy but at a substantial computational cost [42]. Recent advances
such as federated quantum GAN (QGAN) demonstrate encouraging faster convergence, but they can
become worse with noise [43]. These developments are said to achieve high detection rates with latencies
of sub-milliseconds in edge and loT applications [44]. Exceptional performance metrics are consistently
reported in these model families, but a major conflict remains between these high-performance claims and
the consistent reports of significant constraints, such as computational overhead, training instability, and
inference latency [35], [37], [38]. A recent study [45] proposed a hybrid architecture of deception, GAN-
All Pot, a honeypot based on a BERT model that uses a GAN generator to generate intelligent interactive
decoys to loT devices. The system has a high F1-score of 99.4% but is very costly in terms of computation
and has a lower capability of preventing denial-of-service (DoS) attacks. The main methodological
innovations to improve GAN in IDS have been architectural hybridization and domain adaptation. In spite
of these developments, there are still significant open gaps, such as computational cost, mode collapse,
the requirement to keep up with new attacks and DoS attacks, and a reliance on offline validation that
invalidates claims of real-time robustness.

e LLM-Based Frameworks: Are being developed as anomaly detectors through the synthesis of complex
attack examples of minority classes. The authors in [46] show that GPT-based models, namely GReaT
and Real Tab Former, can produce tabular data to detect intrusion in the industrial internet and that their
contextual-learning model is more robust to classifiers than the conventional approaches, including
SMOTE. This method, as always, increases the performance of classifiers and improves the macro F1-
score from 81.0% to more than 90.0%. The recent works [47], [48] have shown signs of a twofold progress
of partnering and powerful Al-based cybersecurity. New federated learning architecture that integrates
LLM with Federated Retrieval Augmented Generation (RAG) to detect intrusions has been suggested
[47]. This framework improves the F1-score of the base model from 86.3 % to 95.5% by augmenting alerts
with privacy-sensitive threat intelligence that is shared. Another study examines the dual-model systems,
including ChatGPT integration with traditional machine learning methods [48] . The results show that
adversarial and prompt-based attacks can decrease F1 -scores by up to 50% but defensive strategies such
as adversarial training and prompts to enhance robustness limit the drop to about 5. In a related field, an
LLM-APTDS framework proposed [49], where fine-tuned LLM are used to identify Advanced Persistent
Threats (APTSs); the system achieves an F1-score of up to 99.2% and produces explainable reports which
are mapped to the MITRE ATT&CK framework. However, the method is hindered by the high
computational cost and overdependence on the underlying data. Taken together, these studies highlight
the need to support the secure cooperation between architectures and proactively protect Al security
systems against the new threats. LLM have proven to be of significant use in the cybersecurity domain,
especially in synthetic data generation and supporting federated intrusion detection systems. Such
applications have led to a significant improvement in performance as shown by F1-scores improvement.
However, there are still a number of critical constraints. First, these methods have been mostly validated
in single-data, single-epoch experiments. Second, the issue of fidelity of the synthesized data is not
resolved. Three, there is a gap between the semantic benefits of the LLM-generated data, on the one hand,
and the methodological limitations that, on the other hand, limit their maximum effectiveness.

e Hybrid GenAl Frameworks: A hybrid structure addresses class imbalance when detecting intrusions
through a dual-stage structure. It generates synthetic attack traffic with the help of a hybrid VAE-WGAN
and uses a fused Stacked LSTM and Multi-Scale CNN to obtain temporal and spatial features and classify
them. When tested on both NSL-KDD and AWID, the model attains between 83.5% and 98.9% accuracy
and 83.7% and 98.9% F1-score which proves that generative augmentation is effective in enhancing
performance. Some of the major ones are label-guided data synthesis and spatiotemporal feature fusion.
Still, there are limitations: poor generalization with limited or noisy data, large computational costs, no
ability to run in real time or function as a lightweight solution--a gap between laboratory performance and
practical deployment remains [50].

Out of all these studies, it is clear that there is one common thread: although an extremely high detection accuracy

(above 98.0% is typically asserted), very few verify their models to be used in edge device deployment and
measure the inference time.
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Privacy Preservation

Generative models support diverse privacy-preserving applications since these models allow the transfer and
learning of information without sensitive data being lost. These models reduce the aforementioned risks through
the application of privacy-preserving, anonymization, and federated adaptation methods and maintain downstream
task utility.

GAN-Based Frameworks: Differently private GAN Architectures Differentiated private GAN, including
RDP-CGAN and Wasserstein GAN, have shown superiority in processing algorithmic datasets in health and
loT applications, and have formed considerable privacy assurances. Context GAN and Fed-GAN versions of
federated variants can be used to generate medical and financial data in a secure way and at a disseminated
scale, which allows utility to be preserved in a heterogeneous population of clients [51], [52], [53],
[54]. Consistently, these models provide tunable privacy with high accuracy (e.g., 98.6%). However,
a conflict exists between achieving strong privacy and maintaining model stability and utility. The primary
innovation is integrating differential privacy (DP) and federated learning into GAN frameworks. Key open
gaps include the privacy-utility trade-off, discriminator instability, high complexity, and limited domain
applicability.

VAE-Based Frameworks: De-ldentification digital forensics VAE and analogous methods have been
found to anonymize sensitive data by disentangling the presented data to generate privacy-compliant
clinical images and artificial network traffic that can be used with intrusion detection algorithms without
storing personal information. Such strategies highlight the possibility of representation disentanglement
and synthetic generation of data as an enhancement and explanation of privacy and interpretability [55],
[56]. Consistently, they enable feature disentanglement for privacy. A conflict arises between generating
private data and preserving the fidelity and utility of the original data, especially for complex modalities.
The contribution is using conditional and disentangled VAE. Open gaps include low output realism, recall
loss in synthetic traffic, and a general lack of formal differential privacy guarantees.

Diffusion-Based Systems: They have shown the capability to protect privacy by using anonymization
and safe data synthesis. Anonymous diffusion affects use systems based on a blockchain design to secure
client inputs and model parameters and provide powerful tailoring against re-identification and inference
of attacks, [57]. Consistently, they offer strong anonymity with high data fidelity (SSIM ~1). A conflict is
the significant system overhead (4-19%) introduced by privacy mechanisms like blockchain.
The contribution involves integrating diffusion models with secure, decentralized frameworks.
Major open gaps include reliance on specific infrastructure (e.g., blockchain), the "honest-server"
assumption, and validation primarily on synthetic tasks.

LLM-Based Frameworks: LLM like Security BERT adopt dynamic encoding models to handle sensitive
loT information on explicit security policies, trade-offs between privacy, and other performance indicators
like classification accuracy. In addition, GPT and Llama are used to verify privacy policies, which results
in stronger compliance and interpretability under regulated settings [58], [59]. Consistently, LLM achieve
high performance (F1 up to 98.0%) in privacy-aware tasks. A conflict exists between their high capability
and practical constraints like API costs, low determinism, and overfitting. The contribution is applying
LLM to policy analysis and privacy-aware encoding. Open gaps include limited adversarial robustness,
evaluation on single datasets, and high computational costs.

Hybrid GenAl Frameworks: VAE-WGAN Classification Hybrid architectures are another
subcategorization within such research, applying additional privacy mechanism, such as privatization and
feature preservation modules, to maintain anonymity in the medical case-based system and retain the
relevant features [60]. Consistently, hybrids aim to balance multiple objectives like privacy and utility
(Acc. > 90.0%). Theconflictis the added complexity from combining architectures. The
core contribution is the fusion of models like VAE and WGAN. Open gaps involve challenges in scaling
to multimodal data and ensuring the fidelity of privatized features.

Threat Intelligence

GenAl adds to the threat intelligence paradigm, through which realistic attack situations can be generated in a
systematic way, and modeling of adaptive adversary behaviors can be achieved, to prompt proactive and resilient
defense capabilities that can adapt to the changing cybersecurity threats.

89



Alkadhim Journal for Computer Science, Vol. 4, No. 2 (2026)

GAN-Based Frameworks: GAN are able to generate realistic attack data, which can be used to support
automated threat intelligence and detecting accuracy [61]. Other frameworks, including EAC-GAN and
GAN+XGBoost, have reached high precision (96.8%) and almost perfect accuracy (99.2%) [62], [63],
which has consistently enhanced data-driven monitoring. There is a gap between simulated performance
and real-time or enterprise validation; a solution has been proposed to use GAN along with interpretable
machine learning (XGBoost, SHAP). The gaps that are left are that the models have limited
generalizability and interpretability.

VAE-Based Frameworks: VAE-based models, specifically VAE-CNN models and AMVAE hybrids,
can be useful in malware classification and adversarial defense with high recall and robustness [64]. Some
adversarial defense models like ND-VAE use noise filtering to protect against adversarial samples,
achieving accuracies of up to 95.0% [65] and being highly effective at extracting features to detect
anomalies. Nonetheless, strong performance comes at the cost of poor inference time and scalability
problems. One refinement is hierarchical, noise-filtering, adversarial VAE architectures, but
interpretability, scalability, and inference latency issues persist.

Diffusion Models-Based Frameworks: Lightweight diffusion models such as LW-Diff generate malicious
traffic on edge devices with a 92.3% accuracy, sacrificing little performance [66]. These models can
always provide quality synthesis in low-resource environments, but there is a trade-off between the quality
of generation and lightness of computation. The key contribution is designing DDPM-based models for
edge computing, though lacking points such as the limited scope of attacks and no real-time synthesis
validation.

LLM-Based Frameworks: LLM can be used to simulate attacks and identify anomalies automatically;
retrieval-augmented and dual-LLM systems can be used to improve proactive cloud security and scenario
realism [67], [68], [69], providing context-dependent adaptability. Their great computation complexity
and sensitivity to tuning are the sources of conflict; the innovation is using retrieval-augmentation and
multi-agent models. The open gaps entail scalability, data bias, and the necessity of federated learning
strategies [67], [69],.

Hybrid GenAl Frameworks: Multi-layered defenses based on GAN and VAE provide highly accurate
(97.0%) and low false-positive defenses against polymorphic attacks in the cloud [8], [70], and provide
scalable, adaptive learning. The high level of computational intensity needed to perform such integration
is a conflict. These studies are a blend of architectural generative elements, yet there are still gaps in
relation to major computational requirements and the problem of misuse of synthetic data, which is
ethically questionable.

Anomaly Detection
Generative models offer a scalable baseline for anomaly detection in complex cyber-physical systems through the
generation of balanced training and learning robust latent representations of normative behavior.

GAN-Based Frameworks: GAN can increase the performance of detection in network security, finance,
and the Internet of Things by balancing the distribution of classes. R-GAN, T-GAN, and PCA-GAN
architectures have almost perfect accuracy and F1-scores (up to 99.5%) of fraud and intrusion detection
[71], [72], [73]. They keep on enhancing the performance of classifiers through adaptive synthesis.
However, there is still a conflict between achieving high metrics and suppressing natural instability (mode
collapse) and computational limits. One potential solution is to combine GAN with transformers, PCA, or
automated machine-learning pipelines to enhance stability and efficiency. The current gaps include lower
recall when training on small datasets, instability in training, and the black box nature of the models.
LLM-Based Frameworks: Context-aware, real-time anomaly detection in cloud systems can be done with
LLM like GPT and Llama with high accuracy (e.g., 96.3%) [74]. They always provide scalable detection
based on contextual reasoning. Nevertheless, there is a challenge of high computational cost and variable
false-positive rates. One of the possible solutions uses retrieval-augmented generation to enable
explanations and spatial analysis. Existing issues that are open are variability in the false-positive rates
and the need to constantly update the models.

Hybrid GenAl Frameworks: Models like VADAD incorporated VAE and Diffusion model for better
reconstruction fidelity and stability in noisy situations, and have high ROC-AUC scores (e.g., 92.1%) [75].
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They always offer powerful data synthesis. The first disadvantage is that advanced augmentation is quite
expensive in terms of computation. Another approach that can be considered is to enrich data in the latent
space by integrating diffusion models with VAE and Synthetic Minority Over-sampling Technigque
(SMOTE). Open gaps include the preponderance of tabular data, high computational costs, and the need
for more extensive validation.

4.2 Malware Detection
The malware detection domain is a very sensitive area where the GenAl is used to complement traditional defense
tools by solving the lack of data and one-day variants, and protecting the classifiers by generating synthetic data
and implementing adversarial systems.
o GAN-Based Frameworks: GAN, specifically the DCGAN and MCOGAN models, are used to convert
malware binaries to color images and to create synthetic samples, which aid in optimizing the classifier.
The current development of DCGAN algorithms has made zero-shot learning possible in previously
unknown malware families with classification rates reaching up to 98.9% [76]. Similarly, an optimizer
based on GAN can be used to retrain classifiers adversarial, and thus increase the accuracy of convolutional
neural networks by 87.5 t0 96.0% [77]. In both methods, synthetic data generation is successful in reducing
the imbalance in classes. However, there is still a major trade-off between achieving high accuracy and
incurring a high cost of computation. The key weaknesses of these methods are that they require a static
analysis, intensive computation, and the lack of dynamic behavioral properties.
¢ VAE-Based Frameworks: Conditional VAE (CVAE) are synthetic malware image generators that help to
boost detection accuracy (up to 99.0%) and macro-F1 scores (91.0%) on Android and multi-family settings
[78], [79]. Latent distributions of minority classes are continuously modeled in the models. Nevertheless,
their computational complexity and insufficient augmentation to negligible malware families is a conflict.
The solution is based on conditional generation and hybrid VAE-GAN designs. The unresolved issues
include high computational expense, training difficulty, and limited sample fidelity.
e Hybrid GenAl Frameworks: Hybrid models like GLEAM combine Copula GAN with GPT-Neo to
generate a variety of evasive malware samples that reduce the true-positive of black-box classifiers [80].
These methods are consistent in increasing adversarial sample diversity and evasion robustness. However,
they are susceptible to model collapse and are limited to fixed feature analysis. Its fundamental mitigation
approach is to combine statistical generative models with language-model-based contextual synthesis.
Unresolved questions include the lack of dynamic integration of features, the instability of GAN, and the
fact that they require a large amount of fine-tuning.

Although the application of generative models in the overcoming of class imbalance in malware detection works
well, studies are still highly reliant on the use of static analysis of binary images or opcode sequences, without
considering the dynamic analysis of malware behavior in the execution environment.

4.3 Vulnerability Detection

The development of LLM has a huge positive impact on vulnerability detection by improving semantic
understanding, explain-ability, multi-vulnerability identification, representation learning, and hybrid
generative-discriminative pipelines. A study [81] is the first to propose a BERT-based vulnerability detector
that uses explain-ability interfaces such as SHAP and LIME with a high accuracy rate of 91.9% and high F1-
scores on DiverseVul, overcoming existing transparency risks. A different work presented Smart Guard [82], a
retrieval-augmented GPT-3.5. The Turbo chain-of-thought model identifies vulnerabilities in smart contracts
with a recall of 95.1%, which is better than the conventional static analysis systems. GRACE is a model
proposed [83] that combines GPT-4 with graph-structured contexts and semantic retrieval and increases the F1-
score by 28.7% in detecting software vulnerabilities, but the model is limited by the risk of data leakage. Another
study compared various fine-tuned and base LLM [84] and found that CodelLlama-7b has the best F1-score, but
cross-dataset generalization is still a problem. A suggested hybrid pipeline consists of GPT-3.5. Turbo
generation and fine-tuned BERT-CNN classifiers provide automated and accurate CVSS scoring with almost
perfect accuracy (up to 99.0%) on key metrics [85]. The study also investigates embeddings based on Llama,
Qwen, and other models to cluster semantically CVEs and finds about 50% accuracy in kNN accuracy on CWE
classification in complex multi-class problems. GPT3.5-Turbo [86] is used to detect vulnerabilities in
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continuous mode and generate record-fix, with a satisfactory accuracy of 77.0%, prioritizing the true positive
results in OWASP benchmarks.

Regularly, the models using the LLM prove to be better in semantic analysis and more accurate than the
conventional ones. There is a primary conflict between their sophisticated features and realistic limitations,
including narrow context windows, high API prices, and a possibility of data leakage. The current trend is the
creation of hybrid architectures combining LLM with retrieval-augmented generation, graph-based code
analysis, or discriminative classifiers. Critical open challenges remain, such as overfitting, sensitivity to prompt
and template design, and lack of generalization to different datasets, as well as intrinsic to particular
programming languages.

The LLMS are very efficient with respect to vulnerability detection, but because of their dependency on API
calls, they become practically challenging due to the cost implicated, privacy concerns, and reproducibility. The
lack of generalization across datasets with the LLMS, also means that there is an overfitting issue.

4.4 Phishing and Spamming Detection

Phishing and spamming detection practice is becoming increasingly based on GenAl to enhance detection and

address the issue of class imbalance. These models increase the pool of available data, which increases the

representativeness of training sets. Researchers aim to mitigate the problem of obsolescence in traditional

supervised learning pipelines by adding synthetic artifacts, namely textual content, uniform resource locators

(URLSs), and related metadata.

e GAN-Based Frameworks: GAN like Leak GAN and DCGAN create synthetic phishing emails with

high F1-scores (up to 99.8%) despite input modality limitations [87], [88]. Models such as CTGAN and
CGAN generate high-quality data, which allows an accuracy rate of more than 98.0% [89], [90]. They
are, again, effective in enhancing training information. However, there is a tradeoff between high
performance and high computational cost or scalability constraints. Main point is the integration of
GAN models and BERT classifiers, positive-unlabeled (PU) learning, and explainable Al (XAIl). The
open gaps include binary label constraints, metadata lack, and significant computational cost [87], [88],
[90].

o VAE-Based Frameworks: VAE, which combine deep and convolutional neural networks, learn latent
representations to detect phishing URLs with high accuracy (up to 97.9%) and low false-positive rates
and can be used in real-time [91], [92]. Regularly, they offer effective and scalable feature extraction.
There is a trade-off between real-time performance and explain-ability. The contribution entails hybrid
incorporation of the VAE with the supervised classifiers. The only missing features are inference latency
(~1.9 5), privacy issues, and model explain-ability.

e LLM-Based Frameworks: (LLM like GPT 3.5/4 and hybrid meta-models (PhishEmailLLM) can be
used to perform dynamic and high-precision detection (up to 99.0%) [93], [94]. Real-time spam filters
are enhanced by integrations with ChatGPT [95]. Regularly, such methods take advantage of
sophisticated semantic knowledge. These works involve dynamic model choice, prompt engineering, and
hybrid architectures. There is a conflict of dependency on API calls, token limits, and prompt design
sensitivity. Privacy risks related to calls that are dependent on the internet, the use of non-fine-tuned
models, and operational restrictions (such as token limits) are considered open gaps.

There is an interesting contradiction in this area: API calls via the internet that are required by LLM-based
detectors are highly accurate (up to 99.0%), but also present privacy threats. This balance between data
confidentiality and detection performance needs to be taken into account when implementing the trade-off in
the enterprise.

4.5 Critical Gaps and Controversies in Literature

Although the reviewed studies yield valuable insights, various issues are still not properly addressed and
represent major limitations to progress:

IDS: Frameworks are associated with computational resources, volatile GAN dynamics, and retraining costs
when implemented in the enterprise [37], [43].
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Privacy Preservation: Trade-offs hinder the progress of the area between data utility and privacy, as
well as the issue of computational complexity and heterogeneity of federated systems [53], [54], [57].
Cyber Threat Detection: Hybrid combinations have better explain-ability but are hampered by low
enterprise validation and huge amounts of resources required [62], [63].

Anomaly detection: These detectors though they greater fidelity, face instability in model convergence
and biases in datasets and cannot operate well when faced with real-time scenarios [71], [96].
Malware Detection: Generative models increase data diversity but have problems with the aspects of
dataset bias, synthesis realism, and dynamically analyzing data [76], [77].

Vulnerability assessment: VLLM-based scanners promote better reasoning performance, but there are
still limited context windows and high computing costs [81], [82].

Phishing and spamming detection: Systems promise improvement in phishing reduction but are limited
to partial metadata, the issue of fidelity, and resistance to evasion strategies [87], [94].

4.6 Defensive Application Domains
GenAl is changing the cybersecurity field by having a significant impact in four key areas of defense:

Intrusion Detection: Synthetic Al methods help detect intrusions through IDS when based on a variety
of GenAl models, such as GAN, VAE, diffusion models, or LLM-enhanced frameworks [39], [41], [43],
[44]. The technologies are efficient in reducing the imbalance of data and detecting advanced zero-day
attacks and ensure high and steady quality even in the limited conditions provided by loT and edge
devices, by privacy-safe strategies like federated and quantum GAN models.

Malware Analysis: Malware analysis combines GAN, VAE, diffusion, and Hybrid GenAl Frameworks
to facilitate the creation of variants of malware approaches that evade training, trains opcode datasets,
and dramatically enhances the classification of novel types of malwares with high detection schemes
[76], [78], [80].

Privacy-Preservation: Privacy-preserving synthetic data generation uses sophisticated constructions
that are based on differential and federated GAN, VAE, and diffusion models [52], [57]. These systems
ensure high levels of anonymization and confidentiality of sensitive data in the area of healthcare and
10T, while they manage to preserve functionality for downstream tasks successfully.

Vulnerability Assessment: Automated vulnerability detection and patch generation is based on the idea
of adding semantic reasoning, high recall, and improved explanation ability to the existing multi-
vulnerability set discovery and rating through LLM and by hybrid generative-discriminative pipelines
[82], [97].

4.7 Different GenAl Models and Capabilities

Key Distinctions:
e GAN: GenAl-based architectures generate high-fidelity and diverse synthetic data, which significantly increase the
intrusion detection system (IDS) and cyber threat detection accuracy, which are commonly over 98%. Nevertheless, these
architectures are still computationally expensive and prone to training instability [87], [90].

VAE: Is effective in detecting anomalies as well as anonymous data in privacy-preserving and URL-
dependent phishing detection. However, their explain-ability and applicability in the real-time detection
setting have their limitations [60], [64].

Diffusion Models: Diffusion-based systems offer stable data generation and are applicable on edge
devices in the context of IDS. However, the cost of these models, characterized by significant
computational requirements, restricts their real-time usage in resource-constrained systems [66], [98].
LLM: They can provide more context-based and semantic insights into intrusion and phishing detection,
and the accuracy is very high in dynamic settings. Their interpretation and large resource needs remain
as a big challenge [68].

4.8 Summary Tables

The section consists of seven detailed overview tables from Table (1) to Table (8), reflecting the major results
of a comprehensive overview of GenAl applications in different cybersecurity domains. The key points captured
in the tables include the types of models used, data used to evaluate the models, evaluation metrics, contributions
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of the models, constraints of the system, and the research gaps. The structure of this information contributes to
the fact that the tables are a clear and brief comparative reference that helps to understand the contemporary
potential, obstacles, and research directions in GenAl-powered cybersecurity.

Table (1): Summary of GenAl-Based Intrusion Detection Studies

Ref | Year GenAl Model Datasets Key Metric Contributions Limitations/ Gaps
Prec./Rec. up to . I . Computation overhead; Mode
[35] | 2024 . WGAN, CIC-1DS2017 100.0%/82.0%; Prec./F1 Improved synthetlc_data fidelity; Augmentation collapse; Needs updates for evolving
[36] | 2025 Vanilla GAN, CTGAN perfect on synth efficacy (49x) attacks
[37] | 2025 AE-WGAN; NSL-KDD. CICIDS2017 F1 up to 99.6%; Denoising + imbalance reduction; Computational cost/overhead;
[38] |2025 WGAN-AE; CICIDS2017 SGY-NIDD IDSIO'T2024 PR-AUC 99.87%); Hybrid for resource-constrained devices; Latency increase;
[99] |2024 WGAN-DL-IDS ! ! Acc. 98.0%, F192.2% Oversampling + feature reduction; Stability issues;
[100] |2023 BEGAN; NSL-KDD, UNSW-NB15, 10T-23; Acc. up to 93.2%; Autoencoder discriminator; Synthetic data quantity dependent;
[101] [2025 BEGAN + BiLSTM + XAl NSL-KDD, UNSW-NB15 Acc. 93.8%, F183.0% | Combined GAN balancing with explainable Al Long training time
[102] [ 2025 SA-WGAN Mississippi State pipeline Acc. 98.5% Self-attention for feature emphasis Single dataset; Offline batch
[39] |2024 CL-GAN (Semi-supervised) NSL-KDD, CICIDS2018, Bot-loT Acc./F1 +~5.0% Semi-supervised GAN; Focused on DoS/botnet
[34] 2021 ACGAN+CNN; KDDCUPSS, UNSW'NB_IS’ F1 up to 98.7%; Acc. |Balanced training with GAN-generated attacks; Multi-class limitation;
[42] | 2022 FEDGAN-IDS (ACGAN:-like) Clﬂgg%u?g&?%ﬁsxsllj_giglj >99%, F1 99.0% Federated training with minority augmentation | Computational burden; Instability
[103] |2025 5DGWO-GAN + CNN-AE; UGR'16; NSL-KDD, UNSW-NB15, | Acc. 99.2%, RMSE 0.09; Gray wolf optimizer for tuning; High training complexity;
[104] |2023 TDCGAN 10T-23 Acc. 95.0%, F1 94.0% Triple-discriminator High computation/scalability
[105] 2025 GAN-LSTM SWaT, WADI Acc./F1 up to 91.0% Temporal attack sequences Latency, Mode collapse
[40] |2024 Semi-sup. GAN; Real vehicle CAN; Honda, KIA | Acc. >93.0%, F1 >93.0%; | Contextual pattern-aware for CAN; High acc., Per-vehicle models; Fixed
[106] [2024 Dual-discriminator GAN vehicles Detection rate 99.9% low latency on vehicular nets thresholds; Predefined attacks
2024 . L - L
[41] GUIDE (text-GAN); . . F1upto 91.0%; Acc. [Text-GAN for sequence augmentation; Realistic| ~Diversity optimization needed;
107 1D convolutional GAN RT-10T2022 UAV; Custom SCADA 99.1%, F1 99.4% flow generation in industrial IDS Dataset scarcity
2024
[108] 2025 SYN-GAN UNSW-NB15, NSL-KDD, Bot-loT Acc.>90.0% Synthetic-only training feasibility Needs retraining for new attacks
[109] 2023 GAN-IF; Simulated data; CICIDS2017, NSL- [Acc. 98.8%; Detection rate| Robust vs. zero-days; Adversarial example Simulated data; Black-box; Single
[110] [2023 SGAN-IDS KDD -15.90% generation for DS eval attack types
[44] | 2025 CGAN + VGG16; . . . Acc. 97.6%; Acc. ~95.0%, | Augmentation + transfer learning; Robust Dataset diversity; Invalid samples;
[111] [2023 GAN adversarial training RT-10T2022; Edge-lloTset Rec. 96.0% feature training Limited testing
112] | 2025 GAN + XGBoost NSL-KDD, UNSW-NB15, Accuracy: 99.9% | GAN-XGBoost IDS to solve class imbalance | 191 computational cost; parameter
CICIDS2017 sensitivity
~ _ . Validated GAN for synthetic data to mitigate Potential mode collapse;
[113] | 2025 GAN-based NSL-KDD, CICIDS2017 FID: 8.2 scarcity & improve IDS. hyperparameter sensitivity.
Acc: 83.45-98.97%; F1: | Label-guided augmentation; LSTM-MSCNN |Poor gen. on scarce/noisy data; high
[50] | 2024 VAE-WGAN NSL-KDD, AWID 83.69-98.90% for _spati(_)temporal features _ cqmpute; not r(_eal-time/lightvygight
[45] |2026 GAN + BERT (GAN-AIIPot) 10T HTTP, NSL-KDD, ToN_loT F1: 99.4% GAN-based |r_1te|||gept honeypot for dynamic | High computatlops; false positives;
- deception against ML attackers less effective vs. DoS
Accuracy: 91.3%. F1- Hybrid quantum-classical GAN, fed. training |Decline in performance under noise,
[43] | 2025 | Federated Quantum GAN (QGAN) NSL-KDD scoryé 90' 30/' for scalability and robustness, noise simulation | complexity of training, need for
s analysis n0i§e mitigation and further tun_ing
(98] |2025 NT-DDPM; T ST i O Y5 | Acc: 99.9%:F1:99.4% | Multi-layer encoding, superior stability High '”ferea%?p{jl;ie::y' No drift
[46] |2024 SMOTE, SMOTE-NC, GReaT Edge-110Tset Macro F1: 81.0% —  |Systematic comp. of trad. vs GPT-based tabular| Single-epoch GPT tuning; single
(GPT), REalTabFormer 9 >90.0% (RF) aug. for IloT dataset; GPT data quality issues
(47 | 2026 LLM (Gemma, Zyls)ec, Llama, CIC-1DS-2017 F1: 95.50% Privacy-preserving FIB+LLM+RAG for alert Rli)Sk CIJf poilfoning; cTprétational
Ministral T enrichment ottlenecks; uses older dataset
. N F1 drop: ~5.0% (with Analysis of adversarial threats/defenses for ChatGPT constraints; focused on
[48] | 2026 ChatGPT-based CREME, CICIDS2017, CelebA defense) LLM-based dual-model systems specific attacks
[49] |2026 | Fine-tuned LLM (Quen, Deepseek) DARPA TC-E3 FL: up to 99.2% LLM for precise ;’}ﬂggﬁ'?ﬂ?ggﬂ?pmg Via | Computational overhead: single
L . Edge-cloud LLM for IoE: explainable analysis | No adversarial testing; dataset not
- - 0,
[114] |2026 MiniLM + GPT-4 UNSW-NB15 (82k flows) F1: 88.9% & automated rules I0E-specific
Table (2): Summary of GenAl-Based Privacy-Preservation Studies
Ref Year GenAl Model Datasets Key Metric Contributions Limitations/ Gaps
[54] 2021 RDP-CGAN; Medical, F1:.44.0%; Tight privacy guarantees; Privacy-utility trade-off;
[51] 2021 WGAN-DP; MNIST; Acc: 98.6%; DP optimization; Discriminator instability;
[52] 2024 ContextGAN; Healthcare/Security/Financ EMD: 0.12; Domain-constraint enforcement; High complexity;
[115] 2022 DP-CTGAN/PATE; e; Fitbit; TU: >80.0%; Use-case privacy metrics; Dataset-specific;
[116] 2021 BGAN + DP Smart-health KS: p<0.98 Tunable privacy Small/noisy data
[53] 2025 Fed-GAN; MNIST, Fashion, CelebA; Acc: +22.4%; ASR: up to Server-only gen.; pHash-KT transfer; Image-only domain;
[117] 2022 AMT-GAN CelebA-HQ, LADN 89.6%, FID: 34.44 High adversarial transferability Model inversion; Gender/attribute issues
[118] 2021 DP-GAN; Yelp, trajectories; I1SIC, RMSE: 0.07-0.14; Acc: Pan-privacy in streams; Slow convergence;
[119] 2025 CryptoGAN + Paillier Brain MRI 78.6-89.7% Homomorphic encryption vs leakage High compute; Accuracy reduction
[60] 2021 CVAE+WGAN-GP; Iris v2.1, CheXpert, Acc: >90.0%; Privacy-preserving explanations; Low image realism;
[55] 2024 Disentanglement AE + VAE CelebAMask-HQ SSIM: 0.59-0.65 Feature disentangling & counterfactuals Multimodal scaling
[56] 2024 Conditional VAE 10T-23, CSE-CIC- F1 loss: 0.5%-12.9% Scalable traffic generator; Publicly Poor benign traffic rep.; Recall loss; No
1DS2018, Kitsune released traces formal DP
[57] 2025 | Stable Diffusion+Blockchain, Stable Diffusion v1.4 Overhead: 4-19%; SSIM: =1 Neural split; Blockchain anonymity; Relies on blockchain;
[120] 2025 Split UNet generated Images No encryption loss Synthetic tasks only
[58] 2024 SecurityBERT (BERT) Edge-IloTset Acc: 98.2%; F1: 98.0%; Inf. PPFLE privacy encoding; lightweight | Misclassifies ransomware; Single dataset;
time: <0.15s for loT Adversarial robustness
[59] 2024 ChatGPT, Llama 2-70B MAPP, OPP-115, APP- F1: up to 93.5% LLM outperform symbolic/statistical Overfitting; API/cost constraints; Low
350 in policy analysis determinism
[121] 2025 GPT-2, GPT-3, GPT-4 500 code samples BLEU: 0.81; Throughput: Automated smart contract, Simulated env.; High compute cost; Data
(Python/Solidity) 169-87% optimization for blockchain variability
Table (3): Summary of GenAl-Based Threat Intelligence Studies
Ref | Year GenAl Model Datasets Key Metric Contributions Limitations/ Gaps
[61] 2024 [GAN; GAN+XGBoost | Multi-source sim.; Kaggle Acc: 92.3%; Auto threat intel; Simulated results;
[63] | 2025 attacks Acc: 99.2% GAN aug. + explainable ML No enterprise validation
[62] 2025 EAC-GAN Worldline-ULB fraud Prec: 96.8%, AUC: 96.4% Novel EAC-GAN for minority aug. Little generalizability; No RT testing; Lacks
interpretability.
[8] 2024 GAN + VAE Malware, Phishing datasets; Acc. 93.0-95.0% Realistic threat gen., reduces blind spots, High compute demand; Ethical dual-use concerns

94




Alkadhim Journal for Computer Science, Vol. 4, No. 2 (2026)

improves detection time
[64] 2024 VAE-CNN; Real-time traffic; Recall (high); Real-time anomaly detection; Interpretability;
[122] | 2022 |AdMVAE (VAE-GAN)| Fashion/CIFAR/ImageNet Acc (up to 90.0%) Robustness vs attacks High inference time
[65] 2023 ND-VAE MNIST/Fashion Acc (up to 95.0%) Noise filtering defense Scalability issues
[66] 2024 | LW-Diff (DDPM- USTC-TFC2016 Acc. 92.3% (vs. Base-Diff 94.0%) | Lightweight model for high-quality synthetic Slight perf. trade-off, limited attack scope, No
based) data on edge devices RT synthesis
67 2025 GPT-3, Llama CIC-IDS, ISOT-CID Adaptive resilience Proactive cloud sec. framework; dynamic IDS| High compute; Large input capacity; Scalability
68 2024 Llama-2 N/A Human & LLM eval. Dual-LLM system for realism & creativity |Limited expert validation; Data biases; RT integration|
69 2025 GPT-4 variants Synthetic charging data Acc. 77.0%, F1 70.0% Context-aware anomaly detection; reduces Sensitive to tuning; Needs multi-agent & FL
FPs
[70] 2025 | GAN-VAE Integrated | CICIDS2017, Cloud logs Acc. 97.0%, FPR<5.0%, Cloud-native integration; scalable adaptive [Computationally intense; Ethical synthetic data issues|
TTD<15ms learning

Table (4): Summary of GenAl-Based Anomaly Detection Studies

Ref |Year GenAl Model Datasets Key Metric Contributions Limitations/ Gaps
[71] |2025 R-GAN Credit Card Fraud, Ecoli3, Yeast Acc: 99.5%, F1: 99.5% Hybrid arch. & AutoML Recall drops on small data
[72] |2025 LSTM/1D-CNN/ Orion, CIC-DD0S2019, CIC- F1: up to 98.6% Fast DDoS/port scan mitigation Training instability; Mode collapse
TCN-GAN 1DS2017
[73] |2024 PCA-GAN Credit Card Fraud, Ecoli3, Acc: 99.1%, F1: 97.4% PCA for dim. reduction & low latency Black-box nature; Compute constraints
Yeast; Kaggle net. logs
[96] |2024 Cond. WGAN-GP; EM signals; Arrhythmia, AUC: 99.6%; F1: up Synthetic signal gen.; Adaptive loss & Single device; Lower gains on low-dim/small
[123] | 2025 Cloud-GAN Cardiotocography 13.0% (e.g., 77.3%) cloud-model latent data
[124] | 2025 IGAN (Inverse GAN) Tabular benchmarks, billing data AUROC: 97.7%, AUPRC: Efficient scoring bypassing inversion; Unexplored adversarial robustness; High-dim
94.2% Fast inference redundancy
Anomaly detection: 25.0% GAN for synthetic data + real-time Occasional misclassification; GAN training
[125] | 2025 GAN (TS-GAN) Real-world (40k records) (97.0% high-severity) analysis with diff. privacy (e=1.0). overhead.
[126] | 2025 WGAN-GP IES Sim (IEEE 118-bus) F1: 95.50% GenAl for RT anomaly detection in Relies on simulation data; may not generalize
T cyber-physical energy grids. to unseen attacks.
[75] |2025 VADAD (VAE- ADBench tabular; Quantum- AUC-ROC: 92.1%; Advanced aug. in latent space; Tabular-only focus; High computations;
SMOTE+Diffusion); Anomaly net. traffic
[127] | 2023 Quantum VAE AUC-ROC: 97.6% Quantum-resistant secure pipeline Needs optimization/validation
(LWE+RL+QSVD)
[74] |2025 GPT, Llama Multi-cloud datasets Acc: 96.3% Latency.: Scalable LLM-based detection for multi- High compute; FP rate variability; needs
1.35/1.6s cloud continuous updates
[128] | 2025 Llama 3 Korean South Korea National Air Acc: 93.0%; Recall 84.0%| Retrieval-augmented anomaly detection, Limited to univariate time series; sensitive to
Blossom 8B Quality Monitoring Network spatial DTW, LLM explanations initial segmentation; computational overhead

Table (5): Summary of GenAl-Based Phishing And Spamming Studies

Ref | Year GenAl Model Datasets Key Metric Contributions Limitations/ Gaps

[87] | 2022 LeakGAN+PU+BERT; CODASPY, PhishBench; F1: 99.6-99.8%); Adaptive phishing content gen.; No email metadata, BERT limits;

[88] | 2024 DCGAN Kaggle Phishing F1: 83.2-83.7% Validates synthetic data utility Feature vector capped

[89] | 2025 CTGAN NSL-KDD Acc: 98.0-98.3%; KS: 0.92 GAN/XAI framework; High fidelity Binary labels only; Scalability limits
synthetic data

[90] | 2024 CGAN HSPAM, SMS Collection Acc: 98.2%, F1: 93.0% GAN oversampling + hybrid classifier High computational cost

[91] | 2023 VAE+DNN; VAE+CNN ISCX-URL-2016, Kaggle; Acc: 97.5-98.0%; Automatic latent features; Scalable Latency (~1.9s); Privacy concerns; Lack of

[92] | 2025 Labeled/Unlabeled F1: 95.9-97.5% hybrid framework; Real-time explainability

[93] | 2024 | GPT-3.5/4; PhishEmailLLM Enron, Synthetic; Enron, Acc: 95.0-96.0%; Dynamic model selection; Hybrid meta- Privacy from internet calls; Reliance on

[94] | 2025 |(Llama/Gemma/Qwen/Mistral)[ SpamAssassin, Phishing Pot Prec: up to 99.0% model arch. reducing hallucination offline, non-fine-tuned models

[95] | 2025 ChatGPT 3.5/4.0 Real email Acc improvement Real-time spam filtering Token limits; Prompt design

Table (6): Summary of GenAl-Based Malware Detection Studies

Ref | Year GenAl Model Datasets Key Metric Contributions Limitations/ Gaps

[76] | 2025 Progressive DCGAN- dumpware10, Acc: 96.2-98.9% Image norm.; color mapping; zero-shot for Static images only; High compute; No
ZSL Malimg unseen malware dynamic analysis

[77] | 2024 MCOGAN Figshare Malware Acc: 96.0%, 8% improvement High-fidelity opcode embeddings High computations, Ignores registers

[78] | 2024 CVAE; CVAE+CNN Malimg; Drebin, IAcc: 98.0%; Macro-F1: 91.0%, Image synth. for minority balancing; Strong Training complexity; Poor aug. for tiny

[79] | 2023 AMD Acc: 99.0% gains in multiclass classes; High computational cost

[80] | 2023 | CopulaGAN + GPT-neo- PE Malware Dataset | TPR reduction (GAN: 57.0- Hybrid static feature integration for diverse Static analysis only; GAN collapse risk; No
1.3B 83.0%; LLM: 59-6%) adversarial samples dynamic features; Needs fine-tuning

[129] | 2024 CVAE, Dense VAE, Malicia, VirusShare; | Min. samples for 95.0% acc; Sys. VAE vs GAN comp.; Limited sample fidelity;

WGAN-GP; Conv. VAE
[130] | 2021 Microsoft Malware Acc NB: 89.7% Latent features for NB/SVM Not benchmarked vs non-VAE
[131] | 2025 Diffusion Malicia, VirusShare F1: 96.0% AMS arch. with YARA for variants PE image focus

Table (7): Summary of GenAl-Based Vulnerability Detection Studies

Ref | Year GenAl Model Datasets Key Metric Contributions Limitations/ Gaps
[81] | 2024 BERT; RoBERTa/ DiverseVul; Acc: 91.9%; Holistic transparency; Systematic LLM comp Context window; Token sensitivity; Overfitting
[84] | 2024 CodeBERT Devign/PrimeVul F1: up to 97.0%
[82] | 2025 GPT-3.5/ChatGLM/ SolidiFl; Rec: 95.1%; Autonomous CoT; Context window; API costs; Data leakage; C/C++
[83] | 2024 Qwen; GPT-4 + Graphs Devign/Reveal/Big- F1:53.8% Multi-vul detection; Graph code integration only
Vul
GPT-3.5Turbo + FNT- NVD + Synthetic Acc: up to 99.0% (AC, Te_mpl_atgdnven g_enerat|ve»d|scr|m|nat|v_e Template dependence; Computational demands;
(88] | 2024 BERT-CNN (6,370 descriptions) Ul, S parameters) pipeline; Synthetic dataset methodology; No non-textual features; Needs continuous updates
’ ’ Near-perfect CVSS metric prediction !
[97] | 2025 Llama/Qwen/ NVD CVEs; kNN Acc: ~50.0%; LLM embedding for semantic grouping; Incomplete classification; Bias; Prompt
[86] | 2023 Mistral Ens; GPT-3.5 OWASP Benchmark Acc: 77.0% Continuous monitoring engineering
Table (8): SWOT Analysis of GenAl Models for Cybersecurity Applications
Model Strengths Weaknesses Opportunities Threats
High-fidelity synthetic data generation; Mode collapse; Training instability; High | Federated GAN for privacy-preserving IDS; Adversarial attacks targeting GAN-based
GAN Improves detection accuracy beyond 98.0%;| computational cost and overhead; Less Quantum GAN for faster convergence; systems; Dual-use for generating malicious
Effective for imbalanced datasets; Enhances| effective against DoS attacks; Black-box | Integration with XGBoost for explainability; | content; Evasion techniques exploiting mode
intrusion detection and phishing detection nature Self-attention mechanisms for feature emphasis collapse
Stable anomaly detection; Privacy- Lower reconstruction fidelity compared to Conditional VAE for malware family Privacy leakage from latent vectors;
VAE preserving feature extraction via GAN; High computational expense; Poor |classification; Hybrid VAE-GAN architectures; Reconstruction-based attacks: Lack of fc;rmal
disentanglement; Effective for phishing | augmentation for tiny/negligible malware |VAE-SMOTE combined with diffusion models; differential privac tjarantees
URL detection; Good for malware families; Recall loss in synthetic traffic Integration with CNN for real-time detection P ye
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classification; Scalable traffic generation
Superior semantic understanding for
vulnerability detection; Explainable reports
LLM mapped to MITRE ATT&CK; High F1-
scores (up to 99.2%); Automated patch
generation; Contextual threat intelligence

High computational cost; Hallucination Federated LLM with RAG for intrusion Adversarial and prf)mpt-basefj attacks (educmg
O . L Ny - F1 by up to 50.0%; Privacy risks from internet-
risks; API cost dependency; Prompt detection; Retrieval-augmented generation for dependent API calls: Data leakage through
sensitivity; Limited context windows; Data [threat intelligence; Autonomous security agents; it ’ g g

leakage risk; Overfitting to single datasets Multi-agent systems for proactive defense model inversion; De;:sggslnscy on non-fine-tuned

Very high inference latency; No drift
adaptation; Poor for real-time deployment
on resource-constrained devices; High
computational requirements for training and
inference

State-of-the-art synthetic data quality; Stable|
Diffusion training; No mode collapse; High accuracy
Models (up to 99.9% F1); Lightweight variants
available for edge devices

Lightweight diffusion models for edge devices;
Privacy-preserving anonymous diffusion with
blockchain; Adversarial defense; Privacy-
preserving synthetic data generation

Real-time deployment infeasibility on
constrained loT/edge devices; High inference
latency preventing time-critical

Table 8 summarizes the key trade-offs of each of the GenAl categories. While GAN and Diffusion Models
exhibit high data quality, they come with certain constraints on stability/latency. On the other hand, VAE and
LLMs showcase excellence in stability/semantics, but they fall short on efficiency/fidelity. It is this very point
that dictates the efficacy-performance trade-off model suggested by this paper.

5. Meta-Analysis, Results, and Discussion
The literature reviewed collectively places more emphasis on accuracy and F1-score as the main metrics, which
can disadvantageously report computational cost, inference latency, or even real-time feasibility. This bias leads

to a positive publication bias favoring high-performing, but computationally expensive models, which can give a
false indication of deployment readiness to practitioners.

5.1 Yearly Publication Trends

Publication trends show an initial exploratory phase from 2021, focused on foundational models and proof-of-
concept applications. This expanded around 2023 into diverse applications in detection, privacy, and anomaly
challenges. Recent years to 2025 reflect maturing research emphasizing practical deployments, hybrid models,
and addressing scalability and ethics. The trend in Figure (2) follows a canonical maturation path, including an
exploratory phase (2021-2022), a fast growth phase (2023), and a consolidation phase where sophisticated Al-
based cybersecurity solutions are going to be created (2024-2025). Finally, and given that we are at early 2026,
related research output is very low. This trend reflects the field's growing academic interest and maturity.

40

31

11

2021 2022 2023 2024 2025 2026

Paper Count

Figure (2): Annual Publication Trends

5.2 Research Trends and Model Evolution

The distribution across cybersecurity application domains in Figure 3 shows that intrusion detection is the most
active research area, while emerging applications of vulnerability detection show increasing interest. Figure (3)
visualize the distribution of GenAl-powered cyber defense domains with total works appear next to each legend.
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o
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m Intrusion Detection (34)

u Privacy-Preservation (17) 9.09%
= Anomaly Detection (12)
“ Threat Intelligence (12) \
E Phishing & Spamming Detection (9) 12.12% b
u Malware Detection (8)

B Vulnerability Detection (8)

12.12%

Figure (3): Distribution of GenAl-Powered Cyber Defense Domains

GAN dominate cybersecurity applications as their adversarial training aligns naturally with threat modeling and
detection. LLM are growing rapidly from 2023 onward, powered by transformer advances and large datasets,
achieving success in code analysis and automated threat intelligence. VAE significantly contributes to anomaly
and malware detection through probabilistic modeling. Diffusion models are becoming a promising method for
synthetic data generation, which offers greater diversity, privacy, and strength, especially in resource-limited
settings. Such a landscape confirms the key position of GAN and increases the role of big LLM and diffusion
models. The GenAl model distribution was presented in Figure (4) and shows the number of works per type of the
models in the legend.

5.05%

BGAN (53)

=5LLM (23)

B VAE (10)

“ Hybrid (8)

u Diffusion Models (5)

Figure (4): Distribution of GenAl Models

5.3 Cybersecurity Issues and Defense Mechanisms

GenAl models are exposed to a wide range of cyber threats, including polymorphic malware, zero -day,
Advanced Persistent Threat (APT), and privacy issues. The principal applications of their particular aptitudes
consist of the following:

e GAN help in reducing the problem of data shortage by adversarial synthesis.

e VAE uses normalcy learning to find anomalies.

o Diffusion models can be used to create realistic cyber traffic that can support privacy-sensitive uses.

e LLM aid improve automated vulnerability detection and security policy formulation.

5.4 Deployment Challenges and Emerging Opportunities
Nevertheless, despite the significant developments, serious issues exist regarding the stable training of models,
the practicability of real-time implementation, scalability, and uniformity in benchmarking. New hybrid
architectures and dynamic training strategies seem to be the key to reducing these barriers.

5.5 Performance and Efficiency Analysis

Table (9) shows a comparative analysis of the GenAl models in terms of several key performance indicators,
including accuracy in detection, latency, complexity of training, and consumption of computing resources. GAN
have higher detection accuracy, but high computational cost and sensitivity to training dynamics prevent their
use. VAE can provide fairly efficient and consistent inference at the cost of significant sacrifices in
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reconstruction fidelity. Diffusion models and LLM are often notably more profitable and resilient overall,
however, both require significant investments and resources, thus limiting their functionality in real-time
working settings.

Table (9): Comparative GenAl Model Performance Benchmarking

GenAl Model Primary Strength Primary Limitation Best-Suited Application

GAN Extremely real in the artificial data (images, traffic). Mode collapse (instability), and high computational overhead. Data augmentation and adversarial attack simulation.
VAE Cons_tant traln_lng of th_e stable conditions and t_he Lower-fidelity and blurrier outputs compared to GAN, Anomaly detectlon_am(_i feature extraction
effective baseline learning of latent representation. applications

LLM Higher semantic interpretation of a programming code Increased demand of resources with hallucination. Vulnerabilities |denF|f|cat|qn, ‘reports generation, and

as well as natural language. analysis of phishing cases.
Diffusion State-of-the-art in terms of sample quality and The training and inference processes are significantly heavy in Synthetic data generation of high fidelity for privacy-

Models diversity. terms of the computational load involved.. preservation and cyber threat detection.

Table (10) also clarifies the concept of computational efficiency and operating trade-offs, with the emphasis
on the necessary balance between more accurate detection performance on the one hand and realistic
deployment constraints on the other hand.

Table (10): Computational Efficiency of GenAl Models

GenAl Model Training Cost Inference Cost Example Efficiency Gain
GAN High Medium-High ~25% faster training (AE-WGAN)
VAE Medium-High Medium Limited gains
LLM Very High High <0.15s inference (SecurityBERT)
Diffusion Models Very High Very High 80% MAC reduction (LW-Diff)
Hybrid High High Varies widely

5.6 Identification of Cross-Cutting Trends and Gaps

The emergence of GenAl creates systemic changes in the sphere of cybersecurity and introduces new defensive
strategies, which is accompanied by an explanation of persistent gaps. The discussion that follows outlines
significant emerging patterns and existing issues that form the basis of modern research directions.

Pervasive Trends

The Data Imbalance Solution: In all subfields of cybersecurity, there has been a consistent motif of the
application of GenAl models, especially GAN and VAE, as a primary solution to the classical issue of class
imbalance.

o The Data Imbalance Solution: In all sub fields of cybersecurity, there has been a consistent motif of the
application of GAI models, especially GANs and VAEs, as a primary solution to the classical issue of
class imbalance.

o The Empowerment of Hybrid Constructions: A growing direction is associated with the notion of hybrid
architectures (e.g., GAN-VAE) designed and shaped to combine the capabilities of the heterogeneous
models in a bid to deal with their distinct weaknesses.

Critical Research Gaps
Dataset Obsolescence: Most modern studies still use older standards, like NSL-KDD and KDDCUP99, thus
strongly limiting the applicability of the results to the real-world context.
¢ No time like the Real Time Deployment Chasm: Many papers do not talk about the computational latency part but
show high accuracies but fail to illustrate the capability of actual real-time performance in resource-constrained hardware
environments, such as on edge devices.
e Provided there is no set of standard measures and evaluation criteria, it is difficult to compare the results
of studies directly, which discourages the use of standard evaluation measures on the community level.

5.7 The Trade-Off between Efficacy and Performance

The major meta-level lesson that the synthesis comes out with is the presence of a universal performance—efficacy
trade-off. There is a strong inverse relationship between the attained accuracy or fidelity of a mode and the
practicality of its operation:
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o High-efficacy, low-performance, like high-performance models, these achieve state-of-the-art
performance, such as diffusion models or LLM, and are, as a result, very expensive in terms of
computational intensity; therefore, they cannot be deployed in real-time.

e Lightweight VAE or distilled LLM are built to be efficient and can thus be expected to yield a clearly
noticeable but acceptable drop in performance in exchange for faster inference time at a reduced set of
resources.

This trade-off is the key strategic dilemma discovered in the existing literature and used to make a wise choice of
a suitable generative model applicable to a given cybersecurity operational situation.

5.8 Outlining Reactive and Proactive GenAl Use in Cybersecurity

Although a significant portion of the current studies in the field of GenAl as applied to cybersecurity are dedicated
to enhancing reactive capabilities, including better intrusion detection, anomaly detection, and malware
classification, an important and more recent trend is the shift to proactive defense strategies. Reactive applications
largely respond to a threat after it has been launched to detect or prevent it with the help of Al-enhanced anomaly
recognition and synthetic data augmentation methods.

Active GenAl applications, in comparison, aim to forecast, imagine, and avoid cyber threats before they occur in
the field of operation. These include:

e Automated vulnerability detection and patch generation, in which generative models of the type of LLM
and hybrid pipelines are used to predict and generate fixes to software vulnerabilities.

o Generated adversarial attack scenario with GAN and diffusion models to capture realistic threat behaviors
and continuously adapt the defense mechanisms.

o Self-learning and self-defending systems that enable self-defense systems to learn continuously and
respond in a fashion that does not result in human intervention but rather increases the resilience of the
system.

e Privacy-conservative collaborative intelligence sharing systems that can be used to share intelligence
among various parties to make joint predictions and mitigate threats without data loss.

The shift of Al to being an autonomous, anticipatory security framework rather than an Al-based reactive
augmentation tool is a paradigm shift in Al. To explain this shift and define the variety of GenAl uses, Table (11)
below compares reactive and proactive applications, showing the goals, model design, results, and effect of
operation

Table (11): Reactive vs. Proactive GenAl Applications

Aspect Reactive GenAl Proactive GenAl
Primary Objective Threat detection and classification post-occurrence Threat anticipation, prevention, and autonomous mitigation
. . GAN, VAE, diffusion models for detection and anomal LLM, hybrid generative-discriminative pipelines, autonomous
Typical Technologies synthesis [34]. [38], [37). (7], (72l pa] e agents [66], [82], [sg]p
Operational Impact Improved incident response time and accuracy Reduced attack surfaces, automated patching, dynamic adaptation
Example Intrusion detection, malware classification, phishing Vulnerability generation/scoring, attack simulation, adaptive
Applications detection [39], [42], [62], [63] defense [66], [81], [84], [86]
Data Requirements Historical attack data and network logs Synthetic adversarial environments, real-time learning feedback

6. Challenges and Future Directions

The course toward the application of GenAl to the area of cybersecurity is full of major challenges that outline
clear, concentrated opportunities for further investigation. These limitations found in the existing scholarship
directly require and activate the strategic agenda of the discipline.

6.1 Hardware Requirements and Computational Costs

The hardware requirement is not consistently reported in the existing literature. The data in Table 12 were taken
out of 25 sources. The findings below illustrate some key trends despite some shortcomings in the reporting of the
data.
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Table (12): Hardware Requirements and Computational Costs of Selected GenAl Models

(';‘aﬂenAI Model/ Variant Ref. CPU GPU Training Time Inference
odel Latency
GAN (GPIDS) [40] Intel i5 (12 cores) RTX 3060 ~2-4 sec per attack Not reported
GAN (FEDGAN-IDS) | [42] Intel i7-10750H RTX 2060 (4GB) 20 global epochs Not reported
GAN (SGAN-IDS) [110] Intel 19-7900X Not specified 10,000 epochs Not reported
GAN (EAC-GAN) [62] Intel i5-12600KF GTX 4060Ti 10,000 epochs Not reported
GAN (MCOGAN) [77] Intel Xeon Gold 6148 TITAN XP Not specified Not reported
GAN GAN (R-GAN) [71] AMD Ryzen 5 5600X Not specified 10,000 epochs Not reported
GAN (Cloud-GAN) [123] Not specified Tesla V100 1,000 epochs Not reported
GAN (T-GAN) [72] Intel Xeon Platinum 8352V Dual v-GPU (32GB) 100 epochs Not reported
Side Channel GAN [96] |Arduino Mega / ATmega2560 MCU None Not reported Not reported
GAN-AlIPot [45] Not specified (Google Cloud) Not specified 2.5 hours Not reported
GAN (Energy Systems) | [126] Intel Xeon E5-2603 v3 Not specified 35 epochs Not reported
VAE VAE (CVAE) [79] 2x Intel Xeon Gold 6230 4x RTX 2080 Ti Not specified Not reported
VAE [91] Not specified Tesla V100 268 seconds Not reported
LLM (SecurityBERT) [58] Intel Xeon @ 2.20GHz A100 (40GB) 1 hour 47 min <0.15 sec
LLM (SmartGuard) [82] Intel i7-10700K RTX 3090 (24GB) Not specified Not reported
LLM LLM (CodelLlama-7b) | [84] Intel Xeon Silver 4210 Tesla V100-32GB 3 epochs (LoRA) Not reported
LLM-APTDS [49] Intel Core2 Duo T7700 VMware virtual GPU 2-4 days Not reported
LLM (loE) [114] Apple M4 Max (16-core) Apple M4 Max (40-core) Not reported 0.03s/flow
LLM+m [48] Apple M4 Max (16-core) Apple M4 Max (40-core) Not specified Not reported
Diffusion (LW-Diff) [66] Intel i7-14700K RTX 4070 Not specified Not reported
Diffusion | Diffusion (NT-DDPM) | [98] Intel Xeon Platinum 8168 4x A40 20 epochs High latency
Models | Diffusion (Anonymous) | [57] AMD Ryzen 9 7950X3D RTX 4070 Ti Inference only 5.53 sec
Diffusion (Privacy-Diff) | [120] AMD Ryzen 9 7950X3D RTX 4080 SUPER Inference only 13.94 sec
- . - VAE: 6,000 cycles;
_ Hybrid (VAE-WGAN) | [50] Intel i7-9570H GTX 1660Ti LSTM: 2,000 Zycles Not reported
Hybrid . . . VAE: 5,000 epochs;
Hybrid (VAE+Diffusion)| [75] Not specified RTX 4090 Diffusion: 5,000 epochs Not reported

Training time and inference latency are not mentioned in most studies. Of the ones that do, GANs frequently
require thousands of epochs, LLMs can run on high-end GPUs and can run at low latency (less than 0.15 sec), and
diffusion models can have high inference latency (5-14 seconds), so they are hard to deploy in real-time.

6.2 Fundamental Challenges and Corresponding Research Opportunities
The mixture of operational and technical issues hinders the implementation of GenAl. To overcome such
limitations, specific studies are required that go beyond the area of improving the work of the models and introduce
improvements to their computational efficiency, robustness, and full compatibility in real-world conditions.

e Bringing the Compute-Hungry GenAl to the Edge Efficiently

o Challenge: GenAl models highly consume computational resources, making the training stages
costly and making real-time inference on edge devices difficult.

o Research Opportunity: The greatest need is to create lightweight GenAl structures using approaches
like pruning and quantization and simultaneously come up with training algorithms with increased
stability and efficiency, especially when operating in an Internet of Things (IoT) or edge scenario.

e Data Problems and The Movement towards Modernization

o Threat: GenAl systems rely on outdated datasets, ineffective quality synthetic data of very rare
threats, and phenomena like model collapse.

o Research Opportunity: The expertise of these shortcomings is the development of modern, realistic
data warehouse systems that can replace outdated standards, as well as the development of improved
evaluation measures that could be used to determine the quality of synthetic data.

o Generalization Gaps and Model Instability

o Problem: Unstable training systems, and the models arising from them cannot transfer to new
domains or result in changes in threat space without retraining and thus cannot effectively cope with
concept drift.

o Research Opportunity: The shortcoming prompts the creation of cross-domain adaptation methods,
long-term learning systems, and investigation of hybrid models based on the combination of GANs
and VAEs. These are to enhance stability and better generalization.

o Essentially, there are security, ethical, and operational risks
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o Issue: GenAl is a technology with dual-use potential, and its models can be manipulated adversarial.
The implementation of this technology in current work tools is a complicated procedure. These
systems are opaque, which undermines the confidence of an analyst.

o Research Opportunity: These issues highlight the importance of implementing different privacy
mechanisms and secure multi-party computation in order to protect the confidentiality of data and
architectural solutions to create more reliable and confidence-based systems.

Lack of Standardized Hardware Reporting

o Challenge: From Table 12, just 25 out of 99 articles mention hardware configurations. The training
duration is not reported or is expressed in terms of different measures, like epochs, cycles, or seconds.
The inference latency, an essential indicator for real-time implementations, is measured in just two
papers. However, the area lacks standard methodologies to evaluate system efficiency and feasibility
simultaneously.

o Research Opportunity: There is an urgent need for the establishment of a minimum standard set of
metrics in terms of hardware requirements to facilitate a comparison of different GenAl security
systems and realistic deployment assessment. Such metrics should include: CPU/GPU model and
memory; training time in hours/seconds; and inference latency per data sample. Furthermore, there
is an urgent need for robust benchmarking to match practical implementation scenarios (edge devices,
network constraints, adversarial environments).

6.3 Strategic Future Directions
The aforementioned research opportunities enable a strategic advancement of isolated tools into the amalgamation
of systems that partake in the proactive development. The field objectives to be used are:

Relocating defenses and deploying lingering defenses with greater autonomy: Supporting real-time
threat simulation, automated response, and steady evolution of defense mechanisms with autonomous
cyber defense. As an example, recent works on GAN and diffusion models prove the ability to produce
real-world attack settings, hence warning about adaptive defensive procedures.

Privacy-Preserving Collaborative Defense: To obtain the benefits of data sharing securely for threat
intelligence by promoting the adoption of federated learning methods and differential privacy techniques
that may be inspired by new findings in privacy-preserving GAN and VAE. These designs solve privacy-
utility tradeoffs, and other important processes in sharing information on threats, which multi-party
cooperation needs.

Availability of Al Security Software: Democratize high-end defense solutions by offering cloud-based
GenAl services (Al-as-a-Service) to facilitate synthetic data creation and threat analysis that relies on the
current models of malware detection and vulnerability detection that take advantage of LLM and diffusion
algorithms.

Explainable Al Operations (XAI-Ops): Trying to instill explain-ability techniques (SHAP, LIME,
attention heatmaps, etc.) into Al-based security processes to make them more trustworthy, interpretable,
and viewable. Such uses as vulnerability detection, vulnerability scoring, and intrusion detection are
examples of parallel critiques that stress the challenge of the need to have clear adversarial insights.
Generating frauds, malware, and intrusion attempts: Integrating multi-modal data synthesis (e.g.,
GAN, VAE, diffusion models) with interpretable machine learning and formal privacy guarantees to
simulate, detect and respond to complex and evolving threats, including phishing, malware, and
obstructions, among others.

Accentuate Scalability and Real-Time Deployment: Generally, make efficient, low-latency-based
models, such as any of the variants of lightweight diffusion or GAN, and resource-aware models that can
execute at the edge or in a decentralized setup, informed by current research on edge-compatible
lightweight diffusion models.

It will be essential to overcome these obstacles by tackling the challenges with the use of multidisciplinary
approaches that will help achieve maximum benefits of GenAl as a disruptive tool in proactive, resilient
cybersecurity protection. In addition, the rapid change in GenAl makes it important to have a dynamic and living
review framework that is constantly updated with new findings and new technology so as to remain relevant and
guide researchers and practitioners to work within this rapidly evolving field.
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7. Conclusions

The review summarizes 99 peer-reviewed articles (2021-2026) on generative artificial intelligence (GenAl)
applications in cyber defense, including generative adversarial networks (GANS), variational autoencoders (VAE),
large language models (LLM), and diffusion models in seven application areas: intrusion detection, malware
analysis, privacy preservation, threat intelligence, anomaly detection, vulnerability detection, and phishing
detection.

The results show that GenAl allows making a paradigm shift to proactive security and improving the threat
detection, data augmentation and the automated response considerably. GANs can generate synthetic data with
high-fidelity, enhancing the accuracy of detection to over 98.0% in a majority of intrusion detection and phishing
tasks, but are unstable in training and have high computational cost. VAE provide more stable anomaly detection
and feature extraction that are privacy-preserving, but with lower reconstruction fidelity. LLM offer better
semantic perception to vulnerability detection and threat intelligence, but need extensive computing resources and
are subject to hallucination. Diffusion models achieve high-quality synthetic data with stable training, yet due to
its high inference latency, prevents real-time deployment on resource-constrained devices.

The result of this synthesis is a persistent performance-efficacy trade-off: high-accuracy models (diffusion, LLM)
require large amounts of computer resources, whereas lightweight models (VAE, distilled LLM) can make
compromises on accuracy to be run in real-time. This is the trade-off that is the key strategic issue of practitioners
who choose GenAl models in particular operation situations.

There are major gaps in the literature. First, the majority of research is based on old data sets (e.g., NSL-KDD,
KDDCUP99), which restricts their application in the real world. Second, edge or 10T hardware validation is not
commonly done in real-time, even when there is high reported accuracy. Third, the field lacks standardized
benchmarks and evaluation metrics, preventing direct cross-study comparison. Fourth, instability of models
(especially mode collapse in GAN) and researchers consistently underreport computational expenses.

Resting on these results, we suggest a research strategy roadmap that focuses on autonomous cyber defense
systems that can simulate and respond to threats in real-time; privacy-preserving federated learning models that
can support secure cross-organizational sharing of threat intelligence; explainable Al operations (XAI-Ops),
which can be integrated into security processes with techniques like SHAP and LIME; and lightweight, edge-
deployable models. Limitations of this review include its database scope (Scopus, ScienceDirect, Springer),
which may exclude relevant work from other repositories, and its temporal focus (2021-2026), which reflects
the rapid evolution of the field.
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