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Abstract 

 Software Defined Networking (SDN) has developed as a 

potential networking paradigm that improves network 

programmability, flexibility, and centralized management. 

The centralized architecture of SDN presents considerable 

security challenges, rendering Intrusion Detection 

Systems (IDSs) crucial for detecting and addressing 

malicious actions. Conventional IDS methodologies 

frequently experience elevated false alarm rates and 

exhibit restricted efficacy against advanced and emerging 

cyber threats. To tackle these issues, machine learning 

approaches, especially ensemble learning methods, have 

garnered significant interest for their capacity to enhance 

detection performance and generalization ability.  This 

article offers a thorough examination of methodologies for 

intrusion detection using machine learning in software-

defined networking contexts, emphasizing ensemble 

learning strategies. The study investigates prevalent 

datasets, assesses the advantage and drawbacks of   current 

methodologies, and analyzes contemporary research 

trends in SDN intrusion detection. The results demonstrate 

that ensemble learning techniques typically outperform 

individual machine learning classifiers for detection 

accuracy, dependability, and resilience. Nonetheless, 

other obstacles persist, including dataset imbalance, 

scalability concerns, computational complexity, and 

constraints in real-time implementation. This analysis 

identifies existing research gaps and outlines future 

research paths for the development of more effective, 

scalable, and reliable IDS systems to secure SDN settings.  

 

1. Introduction 

 

    Modern network infrastructure have become increasingly complex and dynamic, particularly with the 

widespread adoption of Software-Defined Networking (SDN) [1]. While SDN provides flexibility , scalability , 

and centralized control, it also introduces new security challenges due to its programmable and centralized 

 

Alkadhim Journal for Computer Science 

(KJCS) 

Journal Homepage: https://alkadhum-col.edu.iq/JKCEAS 

mailto:stdm.babed@uowasit.edu.iq
mailto:salsaidi@uowasit.edu.iq
mailto:stdm.babed@uowasit.edu.iq
https://doi.org10.61710/fpfehs22
https://creativecommons.org/licenses/by/4.0/


Alkadhim Journal for Computer Science, Vol. 4, No. 3 (2026) 
 

71 

architecture [2] .In SDN environments, the centralized controller represents a critical component that may become 

a single point of failure if compromised [3]. As a result, Intrusion Detection Systems (IDSs) have become essential 

for monitoring network traffic and identifying malicious activities [4]. However traditional IDS techniques often 

struggle to detect modern and evolving attacks , especially in dynamic SDN environments [5].  

    Another critical factor affecting the performances of IDSs in SDN environments is the availability and quality 

of datasets used for training and evaluation. Several datasets have been widely used in the literature, such as NSL-

KDD, CUP 99, CICDDOS2019,CICDDOS 2018, and UNSW-NB15.Despite their popularity , many of these 

datasets suffer from significant limitations [6] , including outdated traffic patterns , the lack of SDN specific 

feature, and poor representation of real -world network behavior.  

    These limitations directly impact the effectiveness and generalization capability of machine learning -based IDS 

models [7].  

    As a result, models that achieve high accuracy on these datasets may not perform well in real-world SDN 

environments. This paper presents a comprehensive review of IDS in SDN environments using machine learning 

and ensemble learning approaches. It focuses on analyzing commonly used datasets, comparing existing methods, 

and identifying key challenges and future research directions in this field. Despite the considerable progress 

achieved in IDS research for SDN environment, several critical issues remain unresolved. These challenges 

highlighted the need for a deeper investigation into existing limitation and motivation the exploration of more 

advanced and adaptive solutions. Accordingly, the main motivation of this study can be summarized as follows: 

 Despite significant advancements in intrusion detection system (IDS) for Software -Defined Network (SDN), 

several critical challenges still limit their effectiveness. Traditional IDS approaches often suffer from high 

false positive rates and limited capability in detecting sophisticated and zero-day attacks. 

 

 In addition, the centralized architecture of SDN introduces new security concerns, as the controller represents 

a potential single point of failure and an attractive target for attackers [8]. These challenges are further 

compounded by the reliance on outdated datasets such as NSL-KDD and KPP Cup99, which do not accurately 

reflect the dynamic and programmable nature of modern SDN environment.  

 

 Recent studies in cyber-physical systems have highlighted that traditional IDSs often struggle with high false 

positive rates and limited adaptability to evolving cyber threats. To address these limitation , machine learning 

-based approaches have been widely adopted, offering improved detection performance and the ability to 

analyze complex patterns in network data[9]. 

 

 Therefore, there is a need to explore more advanced and adaptive approaches for IDS development. In this 

context, machine learning and ensemble learning techniques have emerged as promising solutions to 

enhance detection accuracy, improve generalization, and reduced false alarm rates in SD- based IDS. 

 

This reviews primary contributions can be encapsulated as follows: 

 

  Delivering an extensive analysis of intrusion detection systems (IDSs) within SDN contexts, focusing 

specifically n machine learning and ensemble learning methodologies. 

  Assessing the strengths, limits, and performance attributes of current ensemble learning methodologies 

documented in the literature.  

 Emphasizing contemporary research challenges and deficiencies, encompassing dataset restrictions, class 

imbalance problems, scalability issues, computational complexity, and constraints related to real-time 

deployment.  

  Examining recent research trends and prospective approaches that may enhance the accuracy, robustness, and 

efficiency of intrusion detection system solution for protection of Software -Defined Networking environment.   
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   The rest of this study will be structured as follows: security issues, IDSs, and popular datasets. The third section of this 

work describes the literature review approach, which consists of stating the research questions, selecting the search 

strategies, and determining the data sources for study selection purposes. The fourth section analyzes the usage of machine 

learning algorithms for detecting intrusions with the help of SDNs and different types of classifiers and learners. In turn, 

the fifth section discusses feature selection methods used to select features in intrusion detection tasks. The sixth section 

provides an explanation of the concept of ensemble learning, types, benefits, drawbacks, and performance measures of 

ensembles. Finally, the seventh section presents a thorough discussion of the reviewed literature, the existing research 

problems, and future work perspectives. 

 

2. Theoretical Background and Related Work 

 

2.1   Software-Defined Networking (SDN) 

 

  SDN is defined as a networking paradigm in which the control plane is separated from the data plane 

,enabling centralized network management and  enhanced programmability [10].In this architecture , network 

decision making is handled within the control plane , while packet forwarding is performed by the data plane 

[11]. The SDN controller functions as a centralized entity that oversees network operations and coordinates 

with forwarding  devices t using standardized  communication protocols such as Open-Flow [12]. This 

centralized approach allows for a global view of the network, thus improving traffic management , flexibility 

, and scalability[13]. However, despite these advantages, SDN faces significant security issues. For instance, 

SDN's centralized approach makes it vulnerable to single points of failure, and its programmability makes it 

easy for hackers to launch attacks like DDoS and flow manipulation [14]. 

2.1.1 SDN Architecture 

 

The SDN architecture is defined as an architecture that enables centralized network management and 

programmability through the division of network functionality into different layers, as presented in Figure 1 

[3]. SDN architecture comprises four key components: the control plane, data plane, SDN controller, and 

application layer [14]. 

 The control plane is responsible for making decisions for the network and maintains a global view of the 

network.  

 The data plane is responsible for forwarding data packets in the network. 

 The SDN controller acts as an interface between the application and network devices and facilitates 

communication between these devices through northbound and southbound interfaces.  

 The application defines network policies like routing, security, and intrusion detection. 

This layered approach enables SDN to be flexible and dynamic in terms of handling changes in network 

behavior [13][15]. 
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Figure (1): The Architecture of SDN [3]. 

    As illustrated in Figure 1 the SDN architecture is organized into three main layers: the application plane, control 

plane, and data plane. The application plane contains network applications that defined policies related to routing, 

traffic engineering, security, and intrusion detection. These applications communicate with the SDN controller 

through the northbound interface. The control plane is represented by one or more SDN controller that maintain a 

global view of the network and make forwarding decision. In multi-controller environments, controllers 

communicate through southbound/northbound interfaces to exchange information and coordinate network 

management tasks. The data plane consists of network element such as switches and forwarding devices 

responsible for handling packet forwarding operations. Communication between the controller and forwarding 

device is achieved through the southbound interface, commonly implemented using protocols such as Open-Flow. 

When a switch receives an unknown packet, it may generate a Packet -In message to the controller, which 

subsequently responds with a Packet-Out intrusion containing the appropriate forwarding rule.  

    This separation of responsibilities improves network programmability, scalability, and centralized management. 

However, the reliance on centralized controllers also introduces security challenges, making intrusion detection 

systems an essential component for protecting SDN environment. 

2.1.2   Security Challenges in SDN 

 

    The vulnerability that appears within the context of SDN is related to its architecture, primarily, to such concepts 

as the separation of control plane and data plane, and also the centralized control approach.  On the one hand, the 

described features contribute to increased network flexibility, but on the other hand, they create numerous security 

gaps that become evident during various attacks [9]. Firstly, as mentioned above, the key vulnerability in SDN 

refers to the centralized nature of the network control system, represented by a controller [16]. The described 

element acts as a single point of failure that should be considered by network managers, as compromising the 

controller leads to total takeover of the network by the attacker [17]. There is evidence indicating that hackers aim 

to target the controller through such attacks as saturation attacks, packet-in flooding, and topology poisoning, 

causing network malfunction or inefficiency [18].  

    Furthermore, another source of vulnerability can be found in communication between the two major network 

layers. Namely, the SDN control plane communicates with the data plane using the protocol known as Open-Flow 

[19]. In turn, such communication is vulnerable to man in the middle attacks, DoS/DDoS attacks, and even 

spoofing attacks, as proven experimentally [2]. Specifically, research indicates that an attacker can launch an 

efficient DDoS attack against an SDN system, flooding the controller with excessive flow requests and thus 

resulting in the controller's inability to cope with its responsibilities [20].  
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    Also, the programmability of SDN systems significantly increases the number of possible entry points for 

attacks ,The reason is that the attacker may manipulate network settings through malicious code or programs by 

adding unauthorized rules into the system controller[21]. In this respect, the SDN systems become especially 

vulnerable due to the ease of compromising network routes and intercepting information. Finally, in addition to 

centralization and programmability issues discussed above, SDN systems face challenges connected with 

vulnerabilities arising at three different planes [18]. First of all, according to empirical analysis, most attacks occur 

at the level of the control plane, followed by the data plane and application layers[22]. The types of attacks 

targeting SDN systems at this stage include, among others, flow- rule manipulation, buffer overflow, TCP SYN 

flooding, and unauthorized access attempts[23]. Another vulnerability to be taken into account is that of scalability, 

as the increase in SDN network size results in a greater vulnerability of the controller[24]. This problem has been 

studied experimentally by experts who concluded that large scale DDoS attacks were able to lead to SDN controller 

failure and cause dropping of legitimate traffic as well as overall network collapse[25]. 

    All in all, the use of centralization, programmability, and open communication channels in SDN significantly 

increase its vulnerability. This aspect calls for the development of effective real time attack detection methods. 

2.1.3   Intrusion Detection Systems in SDN 

 

    Intrusion Detection Systems (IDS) are defined as analytical frameworks aimed at detecting behaviors and 

anomalies that are characteristic of intrusion and exploitation of network resources and host systems[26]. IDS is 

considered an auxiliary system that performs the task of detecting and distinguishing between legitimate and illicit 

activities, providing the relevant personnel with detailed notifications or automatically responding to minimize the 

impact of the intrusion[27]. Essentially, the fundamental concept behind IDS is the process of monitoring data and 

extracting the relevant indicators of threats using established rules or models developed through the analysis of 

historical data[28]. Intrusion Detection Systems are implemented using both active and passive techniques. IDS 

sensors are installed at critical points of the system infrastructure, which could be at the host level, network level, 

or using a hybrid and distributed system[29]. Data, which includes network packets and system/application logs, 

is gathered and processed through a series of stages, which include feature extraction, data reduction and 

processing, pattern or statistical analysis, machine learning, incident classification, and alerting[30]. IDS is 

integrated with the Incident Response Systems (IRS) or Intrusion Prevention Systems (IPS) to perform automatic 

responses, which could include blocking the source IP address, changing the firewall rules, or terminating the 

session[31] .The classification of IDS and its detection mechanisms is illustrated in Figure 2 [32]. 
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Figure 2. Classification of Intrusion Detection Systems (IDS), Detection Methods, and Network Attacks [32] 

    Figure 3 illustrates the hierarchical classification of intrusion detection systems (IDSs) according to deployment 

type, detection methodology, and targeted attack categories. From the deployment perspective, IDSs are 

categorized into Host-Based Intrusion Detection Systems (HIDS), which monitor activities occurring on individual 

hosts, and Network-Based Intrusion Detection Systems (NIDS), which analyze network traffic to identify 

malicious behavior. The figure further classifies IDS methodologies into signature-based detection and anomaly-

based detection. Signature-based approaches rely on predefined attack patterns and are effective for detecting 

known threats, whereas anomaly-based approaches identify deviations from normal network behavior and are 

therefore more suitable for detecting unknown or zero-day attacks. In addition, the figure highlights common 

attack categories frequently addressed in IDS research, including Denial of Service (DoS), Distributed Denial of 

Service (DDoS), Probe, User-to-Root (U2R), and Remote-to-Local (R2L) attacks. Finally, the anomaly-based 

branch demonstrates the growing adoption of machine learning, deep learning, and simulation-based approaches 

for enhancing intrusion detection performance in modern SDN environments. 

    The benefits of using IDS include the ability to identify attacks that do not have signatures, improved detection 

within the context of the entire system, increased traceability and digital forensic capabilities, and the ability to 

support regulatory compliance[33]. Intrusion Detection Systems are considered instrumental in the study of attacks 

and the development of models that are adapted to the changing patterns of attacks. Additionally, IDS is considered 

intelligent systems that improve network operations through the reduction of incident response times and the 

enhancement of decision making[34]. 

2.1.4 Types of Intrusion Detection System  

  Intrusion Detection Systems can be broadly classified into several categories based on their detection 

mechanism and underlying methodologies, this types illustrated in figure 3 [35] . 

 

 

Figure 3. Types of IDS [35]. 

1.Based on Deployment 

1.1 Host Based IDS (HIDS) 
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    The Host-Based Intrusion Detection System (HIDS) is a type of intrusion detection technology that is 

installed at the host level to examine the internal activity of the system, which includes logs, file modification, 

and user activity. This system operates through monitoring the activities inside the host and matching them 

against pre-defined behaviors or rules. The main strength of HIDS is that it can detect any type of malicious 

activity inside the system, and this capability allows the system to monitor activities inside the host. On the 

other hand, the main weakness of the HIDS technique is that it cannot be used to detect large scale network 

attacks as well as generate unnecessary load on the host [36]. 

1.1 Network Based IDS(NIDS) 

    Network-based Intrusion Detection System (NIDS) works by analyzing and examining the packets moving 

through the network. This intrusion detection system is generally located in crucial locations like gateways 

and switches to be able to examine network traffic coming from various nodes. NIDS functions by intercepting 

packets and applying various techniques for detecting intrusions, such as signatures and anomalies. The 

strength of using NIDS lies in its ability to detect massive attacks such as denial of service and distributed 

denial of service throughout the whole network. It does not burden the host with an extra workload and 

provides a wider perspective of network operations. Nevertheless, NIDS faces difficulties in handling 

encrypted traffic and may experience performance issues in fast-paced networks [37]. 

 

 

1.3 Hybrid Based IDS  

    Hybrid IDS combines both host-based and network-based detection approaches to achieve comprehensive 

monitoring. It operates by collecting and correlating data from both system level and network level sources. 

This integrating enhances detection accuracy and provides a more complete view of potential threats. Hybrid 

systems can effectively detect both internal and external attacks. However, hybrid IDS introduces higher 

complexity in deployment and management, as well as increased computational and communication overhead 

[38]. 

2. Based on Detection Technique  

2.1 Signature Based IDS 

     The principle underlying signature-based intrusion detection systems (IDS) lies in matching the behavior 

of the attacker against a library of already known attack signatures. Once such a match is made, the system 

identifies the behavior as an intrusion. The approach is highly effective and very accurate with fewer false 

positives in recognizing any known attack. The technique has been widely adopted in conventional IDS 

systems due to its simplicity and effectiveness. However, its biggest drawback is that it cannot detect any 

unknown attacks, since the detection process depends entirely on the patterns already recognized [39]. 

2.2 Anomaly Based IDS 

    The anomaly-based intrusion detection systems identify unauthorized access through deviations from the 

usual activity or system behaviors. In this regard, the technique involves developing a baseline model of the 

usual activities and matching the real-time activities against this baseline model. One of the advantages of 

using an anomaly-based IDS system is that it can effectively detect attacks that have never been encountered 

before, including zero-day attacks. This makes it more applicable in dynamic and ever-changing environments. 

However, one challenge with these systems is that they usually generate high levels of false positives due to 

the variation that exists in usual behaviors. Machine learning techniques are thus applied to minimize this 

problem[40]. 

    From the above classification, it is apparent that there exist advantages and disadvantages associated with 

each of these IDS approaches. While traditional approaches like the signatures-based approach are fast 

reliable, they lack the flexibility needed in a rapidly changing environment. Conversely, anomaly based and 

machine learning approaches are flexible but come with higher complexities. The aforementioned factors thus 

make the development of ensemble models ideal in SDN-based IDS [41] [42]. 
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2.1.4   Datasets for SDN 

 

    The effectiveness of intrusion detection system in SDN is highly dependent on the quality and 

representativeness of the datasets used for training and evaluation. In the literature, datasets employed for 

SDN-based IDS can be categorized into traditional benchmark dataset, modern network datasets, DDoS -

focused datasets, and SDN-specific datasets. Each dataset provides different characteristics in terms of traffic 

realism, attack diversity, and relevance to SDN environments.  

 

1.Traditional Benchmark Dataset 

 

 KDD Cup 99 

 

    KDD Cup 99 is one of the earliest and most widely used datasets for ID research [43]. It contains a large 

number of network traffic records labeled as either normal or attack, with attack categories such as DoS, Probe, 

R2L, and U2R. It has been extensively used due to its availability and its role as a standard benchmark for 

evaluating classification algorithms. Researchers often use it for baseline comparison due to its widespread 

adoption. However, KDD Cup99 suffers from several critical limitation. It contains a significant amount of 

redundant records, which can bias learning algorithms toward patterns. Additionally, the dataset is outdated 

and does not reflect modern network traffic or advanced attack techniques. Most importantly, it does not 

capture SDN characteristics such as centralized control or flow-based communication. making it less suitable 

foe SDN-based IDS evaluation. 

 

 NSL-KDD 

 

    NSL-KDD was developed as an improved version of KDD Cup99 to address issues such as data redundancy 

and unbalanced difficulty levels. It provides a more balanced dataset and is widely used for fair performance 

comparison among different machine learning models. Due to its cleaner structure, it is still frequently adopted 

in IDS research. Despite these improvements, NSL-KDD still inherits the fundamental limitations of KDD 

Cup99. It does not represent modern network environments, lacks realistic traffic diversity, and does not 

include SDN-specific Features. Therefore, while useful for benchmarking , it is not ideal for evaluating IDS 

in contemporary SDN system [44]. 

2.Modern Network Intrusion Dataset 

 UNSW-NB15 

 

    UNSW-NB15 is a modern dataset generated using the IXIA perfect storm tool[45], It includes a mixture of 

normal and malicious traffic and covers multiple attack types such as exploits, reconnaissance. DoS Worm, 

and shellcode. The dataset is designed to represent contemporary network behavior and provides a more 

realistic alternative to techniques, However, UNSW-NB15 is not specifically designed for SDN environments, 

it lacks representation of SDN architecture component such as controllers and flow rules. Therefore, while it 

improve realism compared to older datasets, it may not fully capture SDN-specific attack patterns[46]. 

 

 CIC-IDS2017 

 

CIC-IDS2017 is one of the most widely used modern datasets for intrusion detection. It includes realistic 

network traffic and various attack scenario such as DDoS, brute force, botnet, and web attack. A key advantage 

of this dataset is the availability of both raw traffic (PCAP) and floe-based features, which makes it suitable 

for different types of analysis. It also reflects modern user behavior and attack strategies more accurately than 

legacy dataset. Despite these advantages, CIC-IDS20217 is not specifically tailored for SDN, it does not model 

SDN- specific interactions such as controller switch communication. Additionally , some studies have pointed 
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out issues related to data preprocessing and labeling consistency, which may affect reproducibility[47]. 

 

 CSE-CIC-IDS2018 

 

   This dataset extends CIC-IDS2017 by introducing more attack scenarios and larger scale traffic data. It 

includes various types of DDoS traffic such as SYN floods. UDP floods, DNS amplification, and reflection 

attacks. This dataset is highly valuable for evaluation IDS models focused on DDoS detection, especially in 

SDN environments where the controller is vulnerable to such attacks. However, its main limitation is its narrow 

focus. It only address DDoS attacks and does not provide a comprehensive det of intrusion types. As a result, 

it is not suitable for evaluating multi-class IDS that aim to detect a wide of attacks[48]. 

 

3. DDOS Focused Dataset 

 

 CIC-DDoS2019 

 

    CIC-DDoS2019 is specifically designed for detecting Distributed Denial of Service (DDoS) attacks. It 

includes various types of DDoS traffic such as SYN floods, UDP floods, DNS amplification, and reflection 

attacks. This dataset is highly valuable for evaluating IDS models focused on DDoS detection, especially in 

SDN environments where the controller is vulnerable to such attacks.  However, its main limitation is its 

narrow focus. It only addresses DDoS attacks and does not provide a comprehensive set of intrusion types. As 

a result, it is not suitable for evaluating multi-class IDS that aim to detect a wide range of attacks [48]. 

 

 CAIDA DDoS Dataset 

 

    The CAIDA dataset contains real world traffic trace of large-scale DDoS attacks. It is often used for traffic 

analysis and anomaly detection studies. Its main strength lies in its realism, as it reflects actual attack behavior 

in operational networks. This makes it useful for validating detection systems under realistic conditions. 

However, the dataset id not structured for machine learning tasks and often requires significant preprocessing. 

It also lacks labeled multi-class attack categories and does not represent SDN specific scenarios [49]. 

 

4. SDN Specific Dataset 

 

 INSDN 

    INSDN is one of the most relevant datasets designed specifically for SDN intrusion detection. It includes 

both normal traffic and multiple attack types generated within an SDN environment. Its primary advantage is 

that it reflects SDN architecture, including floe- based communication and controller-related behavior. This 

makes it more suitable for evaluating IDS models tailored for SDN compared to traditional and general datasets. 

Additionally, InSDN supports multi-class classification tasks, enabling the evaluation of models across 

different attack categories. However, InSDN is relatively less widespread compared to datasets like 

CIC=IDS2017.This may limit direct comparison with a large number of existing studies. Furthermore, like any 

synthetic dataset, it may not fully capture a real world SDN deployment scenarios [50]. 

5. IOT and SDN -IOT Related Dataset 

 

 BOT -IOT  

    BOT-IOT is designed to represent IoT environments with botnet related attacks. It includes realistic traffic 

patterns and various attack scenarios targeting IoT devices. It is useful for studies involving SDN enabled IoT 

systems, where SDN is used to manage IoT networks. However, it is not specifically designed for SDN. 

Therefore , its relevance depends on whether the research focuses on SDN-IoT integration rather than pure 

SDN environment [51]. 
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 TON-IOT 

    TO-IoT is a recent dataset that includes telemetry data and network traffic for IoT and industrial IoT 

systems. It provides a comprehensive view of modern cyber physical environments and is useful for evaluating 

advanced detection systems. Nevertheless. It is not pure SDN dataset. and its applicability to SDN-based IDS 

must be justified carefully [52]. 

 

Dataset Strengths Limitations Research Gap 

NSL-KDD 

Widely used benchmark 

dataset and easy comparison 

with previous studies 

Outdated traffic patterns, 

lacks modern attack 

scenarios, not designed for 

SDN environments 

Development of 

updated datasets 

reflecting contemporary 

SDN traffic and attack 

behaviors 

KDD Cup 99 
Large dataset and extensive 

use in IDS research 

High redundancy, severe 

class imbalance, outdated 

network traffic 

Creation of realistic 

datasets with reduced 

redundancy and 

improved attack 

diversity 

UNSW-NB15 

Includes modern attack 

categories and realistic 

traffic features 

Limited SDN-specific 

characteristics and network 

programmability features 

Integration of SDN-

oriented traffic and 

controller-related attack 

scenarios 

CICDDoS2018 

Contains large-scale DDoS 

attack traffic and realistic 

network behavior 

Primarily focuses on DDoS 

attacks and lacks attack 

diversity 

Inclusion of multiple 

attack categories 

relevant to SDN 

environments 

CICDDoS2019 
Improved representation of 

recent DDoS attacks 

Limited coverage of non-

DDoS attacks and SDN-

specific features 

Development of 

comprehensive SDN 

datasets containing 

diverse attack types 

InSDN 

Specifically designed for 

SDN intrusion detection 

research and includes SDN-

related traffic characteristics 

 Limited adoption in the 

 literature and fewer 

comparative studies 

 

Wider validation and 

benchmarking using 

different IDS and 

ensemble learning 

approaches 

Table (1). Limitation and Research Gaps of Commonly Used Datasets in SDN-Based IDS Research 

    It appears from the study of currently popular data sets that none of the available data sets satisfy all of the 

criteria of the proposed intrusion detection framework for SDNs. While the older data sets, namely, NSL-

KDD and KDD Cup99, continue to enjoy widespread popularity, their shortcomings include the inability to 

emulate current network activities and to account for the unique features of SDN. Some of the modern data 

sets, such as UNSW-NB15 and CICDDoS2018/2019, demonstrate better authenticity, but they also suffer 

from lack of diversity and SDN-relevance. 

2.2   Related Work 

 

    Recent studies have extensively explored the application of machine learning and ensemble learning 

techniques for intrusion detection in Software-Defined Networking (SDN). These approaches aim to improve 

detection accuracy, reduce false alarm rates, and enhance adaptability against evolving cyber threats. The 

following section critically reviews the most relevant contributions in this field: 
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    Early research efforts explored the integration of traditional machine learning and deep learning models. 

Dey and Rahman (2020) proposed a flow-based anomaly detection framework using both conventional 

classifiers and deep learning models, where GRU-LSTM achieved higher accuracy compared to Random 

Forest  [53]. In a similar direction, Alzahrani and Alenazi (2021) demonstrated that tree-based ensemble 

models such as Random Forest and XGBoost significantly improve IDS performance when combined with 

effective feature selection  [54]. 

    Several studies have focused on DDoS detection in SDN environments. Alamri and Thayananthan (2020) 

proposed a hybrid detection and mitigation system combining adaptive bandwidth control with XGBoost, 

achieving high accuracy and extremely low false positive rates [55]. In their subsequent work (2021), they 

conducted a comparative analysis of multiple classifiers, showing that XGBoost outperforms traditional 

methods such as SVM, KNN, and Naïve Bayes in detecting DDoS attacks  [56]. 

    More recent works have emphasized hybrid and optimization-based approaches. Logeswari et al. (2023) 

introduced a hybrid feature selection framework combining CFS and RF-RFE with LightGBM, demonstrating 

improved detection accuracy and reduced computational overhead [5]. Similarly, Omer et al. (2023) proposed 

a model combining Firefly Optimization with Probabilistic Neural Networks, highlighting the effectiveness 

of meta-heuristic optimization in enhancing IDS performance [57] . 

    In addition, research has expanded toward integrating SDN with emerging environments such as Industrial 

Internet of Things (IoT). Alshahrani et al. (2023) developed an SDN-based IDS using SVM and Decision Tree 

models, demonstrating high detection accuracy and real-time response capabilities in industrial environments 

[58] . 

 Rafin et al. (2026) proposed an SDN intrusion detection framework based on feature selection, class 

imbalance handling, ensemble learning models, and SHAP-based interpretability. Their study reported a 

detection accuracy of 99.96% using the InSDN dataset, demonstrating the potential of ensemble methods for 

developing accurate and interpretable SDN-based intrusion detection systems[59] .Likewise, Ahmed and 

Abdulkader (2024) proposed a soft voting ensemble combining Random Forest, Gradient Boosting, and 

Logistic Regression, demonstrating that ensemble methods significantly outperform individual classifiers 

[60]. 

Finally, recent advancements have explored SDN-specific datasets and optimization strategies. More and 

Kachavimath (2025) utilized the InSDN dataset and applied Genetic Algorithm (GA) and Ant Colony 

Optimization (ACO) for feature selection, achieving high detection accuracy and highlighting the importance 

of combining feature optimization with machine learning techniques in SDN-based IDS  [61].  

 

Saleh and Hamad (2026) introduced the SICA dataset, a comprehensive SDN-IoT intrusion detection dataset 

containing 22 attack types collected in a multi-controller SDN environment. The study compared the proposed 

dataset with existing benchmarks such as InSDN and SDN-IoT and demonstrated that modern SDN-oriented 

datasets can provide richer attack diversity and more realistic traffic characteristics for evaluating deep 

learning-based IDS models. The authors also highlighted that relying solely on traditional datasets may limit 

the generalization capability of intrusion detection systems when deployed in real-world SDN environments 

[62]. 

 

    Despite the significant progress achieved by these studies, several limitations remain. Most existing 

approaches rely heavily on traditional datasets such as NSL-KDD and KDD Cup 99, which may not accurately 

represent the dynamic nature of SDN environments. Additionally, many studies focus primarily on accuracy 

while overlooking important factors such as scalability, real-time deployment, and generalization. 

    Furthermore, although ensemble learning techniques have demonstrated superior performance, limited 

attention has been given to the role of feature diversity and the integration of multiple feature selection 

strategies within ensemble frameworks, indicating a clear research gap. To provide a clear and structured 

overview of recent research efforts in SDN-based intrusion detection systems, a comparative summary of the 

most relevant studies is presented in Table 2. 
 

Ref Year Dataset  Methodology Accuracy 
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[51]  2020 NSL-KDD RF 

NB 

DT 

BN 

RBF Network 

 

82% 

[53] 2020 CICDDoS2019 

NSL-KDD 

CAIDA 

 

 

 
 

 

DT 

RF 

LR 

 NB 

99.9% 

[52] 2021 NSL-KDD DT 

RF 

XGBOOST 

 

95.55% 

[54] 2021 CICDDoS2019 DT 

RF 

NB 

KNN 

SVM 

XGBOOST 

 

99.7% 

[55] 2023 NSL-KDD  DT 

RF 

KNN 

SVM 

XGBoost 

NB 

 

98.72% 

[56] 2023 KDD-CUP99 Decision Tree 

FFO-PNN 

KNN 

ANN 

 

 

98.99% 

[57] 2023 NSL-KDD Liner SVM 

Quadratic SVM 

Fine Tree 

 

99.7% 

[58] 2024 UNSW-NB15 GB 

 RF 

AdaBoost 

DT 

 

99.87% 

[60] 2025 INSDN NB 

LR 

KNN 

99.8% 
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[59] 2026 INSDN RF,  

ET,  

XGBoost, 

 Stacking,  

SHAP 

99.96% 

[62] 2026 SICA,  

InSDN, 

 SDN-IoT 

DNN,  

RNN, 

 LSTM,  

1D-CNN 

97.58% 

 
Table (2): Comparative Analysis of IDS Approaches in SDN. 

 

 3. Review Methodology 

 

    This section describes the methodology adopted to conduct this review on IDS in SDN environments, with 

a focus on machine learning and ensemble-based approaches. The review process is guided by a set of research 

question and follows established guideline for systematic literature review see. 

3.1 Research Questions (RQs) 

 

    To guide this review, a set of research questions (RQs) was formulated to analyze existing studies on SDN-

based intrusion detection system using machine learning and ensemble techniques. These questions focus on 

identifying commonly used methods, evaluating their effectiveness, and highlighting current research 

challenges and future directions as show in table 3.  

 
 

ID Research Question Expected 

Outcome  

RQ1  What machine learning and 

ensemble-based techniques 

have been applied for 

intrusion detection in SDN 

environment? 

To identify the 

most frequently 

used algorithms 

and ensemble 

models in SDN-

IDS research  

RQ2 How effective are ensemble-

based approaches compared 

to traditional single 

classifiers in improving 

detection accuracy and 

reducing false alarms? 

To evaluate the 

comparative 

performance and 

advantages of 

ensemble methods. 

RQ3 What are the major research 

challenges, limitation, and 

open issues in applying 

machine learning for SDN 

intrusion detection? 

To highlight 

current research 

gaps and suggest 

direction for future 

studies. 

 
      Table (3): Show the Research Questions.   

  3.2 Search Terms 
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    Relevant Keywords related SDN and IDS were used to retrieve studies, including “Software Defined 

Network (SDN)”, “Intrusion Detection System (IDS)”, “Machine Learning”, “Ensemble Learning”, “Dataset”, 

“Network Security”, and “Cyber Attack”. Boolean operators such as AND, OR were applied to refine the 

search and improve the relevance of the results. 

      3.3   Data Sources 

The literature was collected from several well-known digital libraries including IEEE Explore, Science 

Direct, Springer Link, ACM Digital Library, and Wiley Online Library. Additional sources such as Google 

Scholar and Research Gate were used to ensure comprehensive coverage of relevant studies in SDN and 

IDS. 

 

 

 

 

     3.4 Review Framework  

 

 

 

 

 

Figure 4. Review Framework Adopted for the Analysis of Ensemble Learning-Based IDS Approaches in SDN 

Environments. 

    Figure 4 highlights the review model used in this study. The first step in this procedure includes 

formulating the research problem along with identifying key search terms that are then used for searching 

relevant literature from reputable databases. These collected studies are then categorized and analyzed 

comparatively in order to highlight strengths, weaknesses, potential areas for further investigation, and 

directions for future research regarding IDS solutions based on ensemble learning within SDN context. 

 

3.5 Study Analysis Process  

    After conducting the study process to find out the best studies related to the topic, a detailed analysis 

was carried out to identify and assess the most important findings about intrusion detection systems in 

software-defined networking (SDN). This review paper is based on the selected research papers which 

were analyzed in accordance with several criteria, namely, utilized dataset, employed machine learning 

algorithms, ensemble learning approach, performance measure, and achieved result. 

 

Moreover, a comparative analysis was provided to reveal the advantages, weaknesses, and features of the 

mentioned methods. Specifically, the attention was paid to ensemble learning since it has become an 

essential element in enhancing the performance and robustness of intrusion detection systems. The 

findings presented below reflect the problems and research directions identified in relation to intrusion 

detection systems in SDNs. 

 

    The gathered information was then structured into comparative tables and discussion sections to enhance 

the comprehension of contemporary research trends and advancements in the subject. 

 

Research Questions (RQs) 

 Search Terms 

(Keywords & Search Terms 

Definition) 

Data Sources 

 IEEE, Springer, ACM, Wiley, 

ResearchGate and Google 

Scholar  

       Study Selection               

relevant SDN-IDS Research 

Articles 

Literature Classification 
Datasets, ML Techniques, 

Ensemble Methods 

Comparative Analysis  

Advantages, Limitations, 

Performance 

Future Research Directions  Research Gaps & Challenges  
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4. Machine Learning Techniques 

 

    The Machine Learning approach serves as a fundamental element of the current IDS because it allows 

for the automated identification of patterns and malicious activity based on network traffic data [63]. Unlike 

the conventional rule-based methods, which rely on predetermined signatures , machine learning 

generalizes knowledge and recognizes both known and unknown attacks [64].In SDN the centralized 

design enables gathering global information about network traffic, including flows statistical information 

,packets characteristics, and behavior [31]. Therefore , ML is a powerful technique for IDS in the SDN 

environment because it utilizes global network information for analysis, making it more efficient compared 

to conventional approaches that operate on local data only [65]. Various types of machine learning 

algorithm are widely used in IDS , which include but are not limited to classification, anomaly detection, 

feature selection, and traffic analysis [66]. ML techniques enable processing massive network traffic 

datasets, detection patterns that suggest the presence of malicious activity [25].  

 

4.1 Categories of Machine Learning 

      ML techniques used in IDS can be broadly categorized into three main types : Supervised, Unsupervised,                                 

and Semi-Supervised Learning [67]. 

 

 4.1.1 Supervised Learning 

    Supervised learning is the most commonly used approach in IDS. In this method, the model is trained using 

labeled datasets, where each data instance is associated with a predefined class label such as normal traffic or 

specific attack types [68]. During the training phase, the model learns the relationship between input features 

(e.g., packet size, flow duration, protocol type) and output labels. Once trained , the model can classify new 

unseen data into corresponding categories [67]. Supervised learning is widely adopted in IDS due to its high 

classification accuracy and reliability when sufficient labeled data is available. It is particularly effective for 

detecting known attack patterns and performing multi-class classification [68]. However, this approach has 

several limitations. This requires large amounts of labeled data, which can be difficult and time consuming to 

obtain. Additionally, supervised models may struggle to detect zero-day attacks that were not present in the 

training dataset  [69]. 

    Common supervised learning algorithms include Decision Tree (DT), Random Forest (RF) , Support Vector 

Machine (SVM), K-Nearest Neighbors (KNN), Naïve Bayes (NB), and Artificial Neural Networks [70]. 

 

 4.1.2 Unsupervised Learning 

         Unsupervised learning dose not rely on labeled data. Instead , it analyzes the structure of the input data 

to identify patterns, similarities, or anomalies [71] . In IDS, unsupervised learning is primarily used for 

anomaly detection. The model learns the normal behavior of network traffic and flags deviations as potential 

attacks [72]. This makes it particularly useful for detecting unknown or novel threats [30]. Common techniques 

include clustering algorithms such as K-Means and DSCAN, as well as statistical and dimensionality reduction 

methods like Principle Component Analysis (PCA) [37]. 

The main advantage of unsupervised learning is ability to detect previously unseen attacks without requiring 

labeled data. However , it often suffers from higher false positive rates, as not all anomalies correspond to 

malicious behavior [73] [74]. 

 

 4.1.3 Semi-Supervised Learning 

    Semi supervised learning is a hybrid approach that combines both labeled data and unlabeled data. This 

method is particularly useful in intrusion detection , where labeled data is limited but large volumes of 

unlabeled traffic are available [75]. In this approach, the model is initially trained using a small labeled dataset 

and then refined using unlabeled data. This improves generalization and enables the model to learn 

representative patterns of network behavior [76]. Semi-supervised learning provides a balance between 

supervised and unsupervised approaches [77]. It achieves better performance than purely unsupervised 

methods while reducing the dependency on labeled data [78]. However, it may require more complex training 

procedures and careful data handling [79]. 
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    4.2 Classification Algorithms 

    The classification algorithms play an important role in intrusion detection systems, carrying out the 

differentiation process of identifying whether the network traffic is legitimate or not using the extracted 

attributes from the traffic [25]. The classification algorithms can be grouped according to the mathematical 

model used, ranging from linear classification, quadratic classification, SVM, kernel methods, decision 

trees, artificial neural networks, and prototype-based learning techniques [6] [80]. 

 

4.2.1 Linear Classifiers 

4.2.1.1 Logistic Regression 

    The Logistic Regression Classifier uses the idea of probabilistic linear classifiers to build up models. The 

model uses the sigmoid function to represent the relationship between input features and probabilities of 

classes .[81] Hence, the method can predict the likelihood of a particular class for a given input instance. 

Although logistic regression classifiers have proven to be extremely efficient in practice due to their ease of 

implementation and computational convenience in terms of modeling linear relationships, their performance 

deteriorates on complex non-linear problems [82]. 

 

4.2.1.2 Naïve Bayes Classifier 

    Naïve Bayes is a probabilistic classifier whose main principle comes from Bayes' theorem and the 

assumptions of conditional independence between features. Naïve Bayes calculates posterior probabilities of 

classes and predicts the class with the highest probability value. The computational cost is small and hence 

the efficiency of the classifier increases with the size of the dataset. However, naïve Bayes does not work 

effectively under conditions of feature dependency [83][84] . 

 

4.2.2 Support Vector Machines 

4.2.2.1 Support Vactor Machine (SVM) 

    Support vector machines are a powerful type of a supervised learning model whose task is to find an optimal 

separation hyperplane with maximal margin. SVM is efficient in high dimensional spaces and can deal with 

non-linearity using kernel trick. Possible kernels include RBF and polynomial functions. However, SVM is 

computationally costly to train and may require careful hyper-parameter selection [85]. 

 

4.2.5 Kernel Estimation Methods 

4.2.5.1 K-Nearest Neighbor  

    K-Nearest Neighbor is a very simple instance-based non-parametric classifier. The decision-making process 

relies on finding similarities with k closest points. Similarities are usually determined using distances such as 

Euclidean distance. On the one hand, KNN classifiers are very intuitive and easy to implement. On the other 

hand, prediction is computationally costly and vulnerable to the presence of noise and irrelevant variables 

[86][83]. 

 

4.2.6 Decision Trees 

4.2.6.1 Decision Tree (DT) 

    A decision tree (DT) is an example of a tree-based rule classifier. Such classifiers rely on dividing dataset 

into subsets based on feature values and forming a hierarchical structure where each node corresponds to some 

rule and leaves correspond to certain class labels. Decision trees prove to be highly interpretable but easily 

suffer from overfitting [87] . 

 

4.2.6.2 Random Forest (RF) 

    Random Forest is an ensemble learning method involving building up multiple decision trees and selecting the 

most probable prediction by voting for it. RF classifiers solve the overfitting problem and enhance the prediction 

quality which makes them popular in IDS [88]. 

 

4.2.7 Neural Networks 

4.2.7.1 Artificial Neural Network (ANN)  

    An Artificial Neural Network (ANN) is an analog to the brain that consists of layers of interconnected neurons. 
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ANN can capture complex non-linear relationships in the data and is commonly used in intrusion detection to 

detect attacks. However, training of ANNs usually requires huge datasets, lots of computation power and precise 

hyper-parameter selection [89]. 

 

5. Feature Selection Techniques 

 

     The design of intrusion detection system models based on machine learning requires feature selection in view 

of the fact that network traffic datasets tend to have a large number of features. Feature selection entails the 

identification of important features that contribute positively to model performance. Feature selection seeks to 

obtain an optimal subset of informative features from high dimensional datasets, thereby increasing detection 

accuracy, decreasing model training time, minimizing overfitting, and enhancing model performance [90]. In 

SDN based IDS, feature selection becomes even more important in view of the very high number of flow 

attributes contained in network traffic data. Feature selection allows machine learning algorithms to focus on the 

most relevant features  [91]. 

There are different techniques used in feature selection. Typically, all feature selection techniques fall under one 

of three categories, namely; filter techniques, wrapper techniques, and embedded techniques [92]. 

 

 5.1 Filter Methods 

 

    Filter methods involve assessing the relevance of each feature individually using statistical tests. Filter methods 

do not incorporate any machine learning technique during the evaluation of feature relevance [93]. 

Examples of commonly used filter methods include the information gain method, chi-square method, correlation 

coefficient test, and ANOVA. The main advantage of filter methods is that they scale well for large datasets such 

as network traffic datasets used in intrusion detection applications [81]. Since filter methods involve independent 

assessment of each feature and are independent of any machine learning algorithm, they cannot result in 

overfitting, Filter methods can be computationally inefficient depending on the size of the dataset [94]. 

One major limitation of filter methods is that they tend to ignore feature dependency since each individual feature 

is evaluated independently. In some cases, ignoring the dependencies among features may result in a suboptimal 

set of selected features [95]. 

 

 5.2 Wrapper Methods 

 

     Wrapper methods involve selecting an optimal subset of features by training and testing a classification model     

multiple times [96]. In this approach, a search strategy is used to identify subsets of features whose combination 

provides the best classification accuracy. Popular search strategies used in wrapper methods include forward   

selection, backward elimination, and recursive feature elimination [93]. In the case of recursive feature 

elimination, a set of features is eliminated iteratively until the best subset is obtained. Wrapper methods are 

computationally inefficient compared to filter methods [97]. However, they are more accurate than filter methods 

because they consider feature interaction [90]. In SDN- ID models, wrapper methods would perform optimally 

but may not be useful because of their inefficiency in high-dimensional datasets [81]. 

 

 

  5.3 Embedded Methods 

   Embedded methods use the machine learning algorithm itself to incorporate feature selection. In this case, the 

machine learning algorithm learns the most relevant subset of features when training [98]. An example of an 

embedded method includes decision tree algorithms such as Random Forest [99]. Also, regression methods such 

as Lasso can be used in feature selection since the technique involves eliminating less significant features from a 

linear model. Embedded methods represent a balance between wrapper and filter methods. In other words, they   

are more efficient compared to wrapper methods [90]. However, they consider feature dependency just like 

wrapper methods [100]. Thus, their performance is superior to that of filter methods. In the design of IDS models, 

embedded methods are quite popular due to their efficiency and performance advantages [101]. 

 

6. Ensemble Learning  
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    Ensemble learning can be regarded as a state-of-the-art technique in machine learning which combines a 

number of different models base learners to achieve improved performance of predictions [102]. Unlike relying 

solely on one classifier, ensemble learning techniques use a combination of different learners' output 

predictions in order to make a better decision [103]. The main idea of ensemble learning lies in the fact that 

different models may detect different patterns in the data. Thus, combining them leads to minimizing the weak 

sides of each model and maximizing their strong ones [42]. As was noted above, this is especially important 

when working with IDSs, since data in these cases tend to be complicated, imbalanced, and dynamic [60]. 

The application of ensemble learning to SDN-based IDSs has become a promising research direction since this 

technique can help in improving IDS accuracy and reduce the rate of false alarms [25]. 

 

     6.1 Concept of Ensemble Learning 

 

    The general idea behind the concept of ensemble learning lies in building multiple classifiers in order to 

create a combined predictor outperforming any of the individual learners [104]. As previously mentioned, each 

base learner is trained using a given dataset, possibly applying different data subsets, features, or algorithms 

[105]. Next, the prediction made by each model is combined to produce the final result through such techniques 

as averaging or voting [106]. Thus, one can say that the idea of ensemble learning is to combine the results 

produced by multiple models to arrive at the prediction which will be superior to the predictions made by 

individual learners [25]. 

Such approach prevents overfitting and makes models more stable. In the context of intrusion detection, it helps 

in combining different detectors specializing in different kinds of attacks. 

 

       6.2 Types of Ensemble Methods 

 

There exist different approaches to constructing and combining models in the framework of ensemble learning: 

 

 Bagging (Bootstrap Aggregating) 

    Bagging involves training multiple models using data subsets built by drawing random samples of 

observations with replacement. Models are then combined into a final classifier via a process of aggregating 

their predictions through such techniques as voting or averaging. A well-known example of bagging technique 

is Random Forest algorithm involving multiple decision trees trained on different data subsets and features 

[42]. 

 Boosting 

    Boosting is a sequential ensemble learning technique in which models are trained iteratively, where each 

new model aims to improve the errors of the previous ones. In this approach, misclassified samples are given 

higher importance during subsequent training phases, allowing the model to focus on difficult cases, Common 

boosting algorithms include AdaBoost, Gradient Boosting, and XGBoost, which have shown strong 

performance in many applications. However, these methods can be sensitive to noisy data , as the increased 

focus on misclassified instances may amplify the effect of outliers  [25]. 

 Stacking (Stacked Generalization) 

    Stacking implies training a meta-classifier aimed at integrating the predictions produced by the base learners 

into a final prediction. In this case, the prediction made by base learners serves as an input for another model 

predicting the output value. Staking proves to be a highly effective approach; however, it is relatively 

complicated to apply in practice [107]. 

 Voting Algorithms 

    Voting belongs to the simplest ensemble techniques in which multiple models are used to construct the final 

prediction. 

Hard Voting: Final class is selected using voting 

Soft Voting: Final class is determined by averaging class probability predictions 
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In most cases, soft voting leads to higher effectiveness because it takes into account confidence of each model 

[108]. 

 

       6.3 Advantages of Ensemble Learning 

 

    There are several advantages provided by ensemble learning techniques which make them perfect for 

intrusion detection problems. 

 

 High Accuracy: Combination of multiple learners leads to enhanced prediction. 

 Robustness: Less sensitive to noise and outliers. 

 Good Generalization Ability: Low risk of overfitting compared to individual classifiers. 

 Handling Complicated Data: Works efficiently with multidimensional nonlinear datasets. 

 Fewer False Positives: Important for IDS applications. 

The advantages listed above are especially valuable in SDN environment because of its dynamics [109]. 

 

       6.4 Limitations of Ensemble Methods 

 

    However, ensemble learning techniques suffer from the following disadvantages: 

 

 Increased Complexity: Combining multiple classifiers adds up complexity to the system. 

 Additional Computation Cost: Training of several models increases computation cost. 

 Lower Transparency: Ensemble models are usually not easy to interpret. 

 Difficult Implementation: Some techniques, like stacking, require careful implementation. 

    Considering the necessity of achieving real-time response, some of the disadvantages may negatively impact 

application of ensemble methods in SDN-based IDSs [110]. 

    Thus, ensemble learning has proved to be a promising technique in developing IDSs based on SDNs. Using 

techniques like bagging (Random Forest) to increase robustness and boosting to give attention to complicated 

objects, one can achieve even better results by applying techniques like voting and stacking. However, 

selection of a proper strategy depends on achieving trade-off between accuracy and computational cost. 

 

 6.5 Evaluation Metrics 

 

    The evaluation of IDS requires a set of well-defined performance metrics that can effectively reflect the 

classification capability of the developed models. These metrics are essential for assessing how accurately the 

system distinguishes between legitimate network traffic and malicious activities  [63]. 

    Accuracy is commonly adopted as primary indicator, representing the ratio of correctly classified instances 

to the total number of samples. Despite its simplicity, relying solely on accuracy may lead to misleading 

conclusions, particularly in imbalanced datasets where the number of normal instances significantly exceeds 

attack samples [111]. 

    Precision focuses on the reliability of positive predictions by quantifying the proportion of correctly 

identified attack instances among all instances predicated attacks. A higher precision value indicates fewer 

false alarms ,which is crucial in practical deployment to reduce unnecessary system responses [111]. 

    Recall also referred to as the detection rate, evaluates the model’s ability to identify actual attack instances. 

It measures the proportion of true attack samples that are successfully detected. In the context of cybersecurity, 

achieving a high recall is critical , as undetected attacks may lead to severe system compromise[112]. 

    The F1-Score combines both precision and recall into a single metric using their harmonic mean, offering 

a balanced evaluation of the model’s performance. This metric is particularly valuable in scenarios involving 

class imbalance, where tradeoffs between false positives and false negatives must be carefully managed  [113]. 

    In addition to these core metrics, supplementary measures such as the false positive rate (FRR) and Area 

Under  the Receiver operating characteristic Curve (AUC-ROC) are frequently utilized [114]. 

    These metrics provide deeper insight into the model’s discrimination ability and its behavior across different 

classification thresholds; Therefore, a comprehensive evaluation of IDS performance should not rely on a 

single metric. Instead , employing multiple complementary metrics ensures a more realistic and robust 
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assessment of the models effectiveness in detecting network intrusions [50]. 

 

7. Discussion 

 

    According to previous research, machine learning techniques have proved efficient tools in improving 

intrusion detection systems (IDS) in SDN. This is primarily because of the inadequacy of the signature-

based system in SDN. Due to the unique nature of SDN networks, they require an advanced detection 

method that guarantees reliability, accuracy, and security. The key challenge posed by SDN to security is 

the central role played by the controller. It is clear from numerous studies that the performance of an IDS 

is highly dependent on the test dataset utilized. Researchers have been using common test sets such as the 

KDD Cup 99 and NSL-KDD test sets for benchmarking. Although these datasets are useful, they cannot 

appropriately depict contemporary traffic conditions in the SDN network environment. The reason behind 

this inadequacy is due to the obsolescence of these test sets and lack of SDN-specific traffic characteristics. 

Therefore, even when an IDS achieves a high level of accuracy on such datasets, it may not necessarily 

apply in a real-life scenario. Modern test sets such as UNSW-NB15, CIC-IDS2017, CSE-CIC-IDS2018, 

and CIC-DDoS2019 are more realistic and present different forms of attacks. They provide a wider variety 

of attacks in comparison to common datasets. Nevertheless, they do not possess SDN-specific traffic 

characteristics such as interaction between switches and controllers and flow rules behavior. To fill this 

gap, researchers have created specialized test sets such as InSDN that cater to SDN. Unfortunately, these 

specialized test sets are less commonly used since there is no established standard dataset. In terms of the 

techniques used, supervised learning continues to dominate among all techniques due to its high levels of 

accuracy. However, the usefulness of supervised learning relies on the availability of labeled data, which 

is hard to come by in practice. On the other hand, the unsupervised and semi-supervised learning 

techniques, which are better suited for detecting novel attacks, are rarely used in intrusion detection 

applications in SDN. The use of these two techniques is quite low due to the prioritization of optimization 

in intrusion detection systems. Classification algorithm plays an important role in enhancing IDS's 

detection capabilities. Tree-based classification and ensemble algorithms outperform the commonly-used 

classification algorithms in almost all the studies analyzed. Classification algorithms such as Random 

Forest, Gradient Boosting, XGBoost, and Light GBM perform best compared to others due to high 

dimensionality handling capability, pattern recognition, and overfitting mitigation. It should be noted that 

high levels of accuracy in classification can be attributed to the collaboration of dataset, model, features 

selected, and evaluation technique used rather than the model itself. Feature selection techniques are 

paramount in achieving high levels of accuracy while improving model efficiency. Numerous research 

works show the significance of proper feature selection in enhancing IDS performance in terms of accuracy, 

processing cost, and interpretability. Filter-based techniques, although efficient and scalable, generate less 

informative feature subsets. Conversely, wrapper-based techniques generate more relevant features but at 

the expense of additional computations. Embedded technique allows for the simultaneous feature selection 

and learning process. Feature selection plays a vital role in IDS performance in conjunction with a 

classifier. 
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Figure 5. Quantitative comparison of detection accuracy reported by the reviewed SDN-based intrusion detection 

studies.  

 

    Figure 5 is illustrating a quantitative comparison of detection accuracy documented in the examine 

SDN-based intrusion detection research. Most investigations demonstrated detection accuracies beyond 

95% highlighted the efficacy of machine learning and ensemble learning methodologies in SDN-based 

IDS. Studies utilizing ensemble learning methods, such as Random Forest, Gradient Boosting, and 

AdaBoost, produced the greatest performance values, routinely attaining accuracy levels near 100%. 

However, variation in datasets, assault scenarios, feature selection methods, and evaluation strategies 

necessitate caution when making direct comparisons among research.  

 

   One of the noticeable trends is the application of ensemble algorithms for improving IDS performance.  

This includes Bagging, Boosting, and Voting techniques which exploit the complementarity among 

models. For example, the Bagging technique increases robustness via variance reduction, while Boosting 

techniques increase accuracy through the exploitation of difficult samples. Nevertheless, regardless of the 

high level of accuracy achieved by using ensemble learning algorithms, very few authors address 

challenges related to deployment of models such as computational cost and latency. Moreover, another 

challenge is that a considerable number of articles focus only on one form of attack; this is the case for 

DDoS attacks. Even though DDoS attacks are common and applicable in SDN environments due to the 

involvement of controllers, this concentration limits the development of multi-class IDS. Most of the IDS 

presented are optimized for particular attack types. 

 

    Finally, concerning evaluation metrics, accuracy is widely used in measuring model performance. 

However, this metric is sometimes inadequate especially for imbalanced datasets. Additional measures 

such as Precision, Recall, F1-Score, and False Positive Rate can be used. Therefore, depending only on 

accuracy is misleading. 

 

    Overall, this analysis illustrates the considerable advancements in applying machine learning techniques 

to develop IDS in SDN. However, there are certain challenges including the use of unrealistic test sets, 

dependence on supervised learning, absence of real time implementation, and different evaluation criteria. 

Even though the superior detection rates of ensemble learning algorithms in SDN-based intrusion 

detection systems have been proven, implementing those algorithms into practice presents a challenging 
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barrier. The overwhelming majority of the current studies focus more on detecting attacks accurately and 

less on taking care of computational cost and real-time implementation needs. 

 

    The main advantage of using ensemble models is related to combining several classifiers to increase 

the prediction power and robustness of the system. This benefit might result in increased computational 

cost, increased memory consumption, and prolonged processing times. These factors can negatively affect 

the speed of detection by SDN-based intrusion detection systems, especially in the case of large networks 

that require prompt analysis of the data. Besides, the centralized approach of SDN makes these problems 

even more urgent since the role of the controller in monitoring all the actions taken in the network increases. 

 

    In such a way, using advanced detection techniques and high computational costs can delay the process 

of attack detection. One of the major issues is scalability. Even though a lot of projects prove their 

effectiveness using benchmark datasets, there are few studies assessing their methods in actual situations 

or for larger SDN. As a result, the practical value of many ensemble learning solutions for IDSs stays 

unclear. In this situation, future research should focus on improving the accuracy rate as well as on creating 

lightweight and scalable approaches to SDN. 

 

8. Conclusion 

 

    This study provided through assessment of intrusion detection systems (IDSs) inside Software-Defined 

Networking (SDN) environments, focusing specifically on machine learning and ensemble learning 

methodologies.  Machine learning algorithms, and contemporary ensemble learning methodologies utilized 

intrusion detection.  

 

    As follows from the study, the quality and representativeness of training and validation datasets used 

play an important role in the effectiveness of IDS models' performance. Despite the widespread use of 

conventional datasets, including KDD Cup99 and NSL-KDD, their limited ability to reflect modern SDN 

traffic makes their usage ineffective for current research. Datasets that better resemble reality, including 

InSDN, are relatively newer and more appropriate. Nevertheless, there are still many challenges connected 

to data standardization, attack diversity, and representativeness. 

 

Another point found in the review is that ensemble machine learning methods outperform conventional 

single classifiers in terms of accuracy, robustness, and generalization. Methods such as bagging, boosting, 

or voting benefit from the capabilities of multiple models and make predictions even better than in 

conventional cases. As for the disadvantages of such approach, the increase in computational load, higher 

hardware requirements, and decreased model interpretability are worth mentioning. 

 

Several gaps in research related to the problem of IDS in SDN environment were revealed during literature 

survey. The first gap concerns the need for standardized SDN datasets. Another gap is associated with 

using exclusively supervised learning algorithms without considering alternative approaches. Moreover, 

real-time limitations are not always examined in papers. Finally, there is a tendency to study mainly a 

certain attack type, e.g., DDoS attack, despite the variety of existing attack types. 

 

Future works may be conducted to develop SDN datasets, apply unsupervised and semi-supervised learning 

to detect new threats, create lightweight IDS models for real-time use, and incorporate the XAI into 

ensemble learning methods.  
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